
Protecting Privacy in 
Computation



Motivation: Conjunction Analysis

• Many objects exist in space
• Many of these are satellites… some of which are 

undisclosed
• Question: How how prevent collisions without 

revealing what’s in the air?
• More generally: how to ensure data communicated 

by autonomous agents stays secure and private?



Privacy-Preserving Cryptography

• Homomorphic Encryption

• Fully homomorphic (FHE) scheme supports addition and 
multiplication as operations

• Popularized by Gentry’s 2009 breakthrough using ideal 
lattices 

• Downside: computationally infeasible for many years 
(around 10^12 initially for ideal lattices)

• Performance increased but still not great for near-realtime



Secure Multiparty Computation

• Allow joint computation of a function without 
revealing input from either party

• Cryptographically secured through the use of garbled
Boolean circuits and oblivious transfer of data from 
circuit generator to evaluator



Garbling and Evaluation



Circuit Evaluation



Semi-Honest Protocol



Malicious Security Model

• In presence of active adversaries, data can be
• Maliciously generated
• Selective failure on input
• Inconsistent on input or output

• Solution: Perform computation N times 
to prevent use of incorrect circuit

• Open S of N circuits 
(cut and choose)



Outsourcing Evaluation

• Setting: Resource-constrained autonomous agent 
(Alice) communicating with better provisioned 
service (Bob). Alice also has access to a third-party 
compute service (Cloud).

• Goal: Alice and Bob securely compute a two-party 
function using garbled circuits. We consider the case 
where Bob generates the circuit and Alice evaluates.

• Security:
• Preserve input and output privacy from both the other 

party and the cloud
• Security in the malicious setting





Protocol Stages
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Security Analysis

• Build from Kreuter et al. and preserve security in
• Garbled circuits
• Input consistency between evaluation checks
• Output integrity and majority check
• Outsourced oblivious transfer

• Formal proofs of security in malicious model



Edit Distance Performance Benchmarks

Total Runtime Phase Runtime

Total Bandwidth

98.9% speedup

3400X reduction in 
evaluator bandwidth



Privacy-Preserving Navigation



Optimization: Amortize Evaluation

Rather than throw away state after every execution, 
reuse elements of circuits to amortize their cost 
across multiple executions.



Cut & Choose via OT



Passing Circuit Information



Operation



Performance with Amortization



Circuit Compilation

Goal: circuits need to be small and 
importantly,  correct (many are not!)



Frigate Compiler

• In response, we created Frigate
• Used standard compiler practices

• Validation testing
• Proper data structures, e.g., AST
• Created a formal description of how operations should 

function



Performance

• Compared gate-counts with TinyGarble (writing 
circuits directly in Verilog and C)

• Future directions: formal validation (e.g., translation 
validation) – full certification (e.g., CompCert) probably a 
ways out



Hardware-Assisted SMC with SGX

Similar guarantees to strictly garbled-circuit evaluation but 
dramatically faster

3-way even-odd partitioning of 
function f; f1, f3 computed in 
SGX enclave, f2 computed via 
garbling schemes and OT



Privacy-Preserving Localization

Centralized Decentralized

Compute particle measurement in a secure 
enclave – allows for remote attestation of 
the enclave and assurance of integrity

To-Do: Incorporate for low-power environments, incorporate hybrid circuit protocols



Open Challenges

• More efficient and optimized algorithms for SMC 
particularly in the malicious model

• And for resource-constrained devices

• Algorithms for adapting hardware-assisted SMC to 
resource-constrained platforms

• Formal assurances from TEEs and other enclave-based 
mechanisms on low-powered devices

• Move beyond Yao to other 2PC models (e.g. GMW)
• Assuring secure communication through highly-

efficient cryptography
• Consider trustworthy platforms, e.g., running secure 

communication on seL4 kernels



Path Authentication in Routing Networks

Example: path 
announcement for 
Internet routes 
using BGP

Signing each hop of 
the announcement 
(expensive signatures)

Hash chains/Merkle 
hash trees can vastly 
reduce computation 
overhead (set 
membership proofs)
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