Event & Self-Triggered
Approximate Leader-Follower
Consensus with Resilience to
Byzantine Adversaries




armittent Measurements

* Intermittency can result in time varying topologies
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« Switched systems theory provides a framework for analyzing the
stability and performance of the resulting switched/hybrid dynamic

system

« Dynamics matter for these problems because of the need to develop
predictors

« Frameworks from Nonsmooth Analysis provide toolsets to allow
switching with uncertainty

« Network specific challenges: connectivity, fixed or time-varying
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Goal: Agents converge to
the convex hull spanned by
the leaders
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x\@/’, Controller Design

Controller: Ui = %
2 = Za@-j(ij—ﬁ:i)—l— Zaij(ﬂ?j—ﬁ?i),’iev_}‘
‘mo\"'“ JEVE JEVL

where K = BTp
P:PA+ ATP —25,,,PBBTP + 6,1, <0

Estimate Error: ¢;(t) = z; (t) — x;(t), i € Vr
kao""

Closed-loop Ei Zn,%i — E g 5 (62' — 63'\3“— E Qg ;€4, 1 € V]:
dynamics: u“““ow eV 4nkn© ey
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When to Communicate?
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T. H. Cheng, Z. Kan, J. R. Klotz, J. M. Shea, W. E. Dixon, "Event-
Triggered Control of Multi-Agent Systems for Fixed and Time-

Varying Network Topologies," IEEE Trans. Autom. Control, Vol.
62(10), pp. 5365-5371, 2017.
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Nonlinear Analysis
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Trigger Condition
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Simulation

Estimate Errors
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-ﬂ's'\wj’ On-going Efforts

Event-Triggered Control
» Opportunistically select when to communicate (dynamics-based trigger condition)
* Require continuous listening (expensive)
Self-Triggered Control
« Eliminates continuous listening (least expensive?)
 Predict (uncertainty?) when to send/listen (asynchrony?)
Byzantine adversary
« (Categorize? False information (How to know/detect?)
» Impart undesirable influence on network
 Partition, wrong objective, data exfiltration
Open Questions O
« How to model? \
« Signed graphs? Adversary classification?
« Network characteristics?
« Power boost? Connectivity? Asynchrony?
e Game Theory Methods? \‘
* Resiliency? Protecting Information?

UF [FLORIDA



Undirected network of followers G £ (y, £, A)
Perform self-triggered approximate leader-
follower consensus

lim sup ||e; (t)|| <e VieV

t—o0

ers () 2 2 (1) — 2o (1) —@

Byzantine adversary detection error

ez (t) = ;5 (t) —z; (t)

LTI dynamics of followers

LTI dynamics of the leader
o (1) = Awo (¢) + Buo (1)
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g\‘:’/} Byzantine Detection

Check if agent was cooperative during previous times
&5 () = e t—1) g, (£ ) zj (t2) Vs e {0,1,....k — 1}

Analyze the maximum growth rate for ex; (¢) = 2, (t) —x; (¢)

Vai(eas (1) 2 %e%”,i (1) e (1)

(o) )
2

ez (1)) < & (Xt — 1)t € [t . 87)
Detection Condition
=, (1) = lim (Jlea (0)] = & (Arer @) — 1))

k

Aients alter the network toioloii due to the presence of the Byzantine agents

@
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Vail(ea (1)) <
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\~/ Controller/Observer

% S

Distributed controller o
wi () = K% () + K (& (t) — 2 (1)) r Connectivity parameter
5= X pgai (@5 (1) — 2 () + d (zo () — & (1))

JEN(Q)L { j €C(t
Hij = ' . ,;g

Neighbor state estimator
7 (t) = Azj (1), t € [th, i), 7€ N;(G) Ui}
; (t) = z; (1)

Nonsmooth Stability Analysis
Vl( ()) E Vi)

Clel' t)(In® (ATP + PA))er (t)}—{eT (t) (Hyt) @ 2PBBTP) ey (1)}
+{e2 ) (In — Hyr)) @ 2PBBTP) ey (1)} — { (1% @ 2ul (t) BT P) ey (1)}

Vi(er (1) < o lex (1) +3
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Reputation-Based Event-
Triggered Formation Control and
Leader Tracking with Resilience
to Byzantine Adversaries

Submitted ACC 2020




Goal: Perform formation control and leader tracking

...... with controllers that are

« Distributed

« Event-Triggered

« Resilient to Byzantine adversaries

UFsioRich &)
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J%..\w/ , Byzantine Model

Common threats for a mobile network

« Denial-of-Service (DoS) Byzantine attack: a more general

* Time-Delay Switch (TDS) ’ahll'eat Zivhere Coingnumé:atlo.n fan bet ;
- False Data Injection (FDI) elayed, corrupted, and/or interrupte
arbitrarily

Current Assumptions:
* Only followers can become Byzantine
« No teamwork between Byzantine agents

- Type I - Physically remains within network; FDI

UF ”F%‘ii‘fﬁﬁ 2]



»%"\«.’/, minary Result (TAC 2017)

Event-Triggered Consensus: Known Linear Dynamics

-5 0 5 10 15

2 () = Z aij (Z; (t) — Zi (1)) + di (w0 (t) — &4 (1))

UFsioRich &)



-ﬂ%"\«.v/, minary Result (TAC 2017)

Type I Byzantine Adversary Type II Byzantine Adversary
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-'%"\w/, minary Result (TAC 2017)

Type I Byzantine Adversary Type II Byzantine Adversary
(Follower 5) (Follower 4)

Trajectory | 4
Leader

Follower 1
Follower 2

Follower 3
5 Follower 4
Follower 5

5 y-axis (m)
-axis

Follower 5
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x\",/, minary Result (CDC2019)

Resilient Method with Type I & Type II Byzantine Agents

Follower 5
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=, (1) 2 T (e (O =W, (E— 1 1) 5 €N (1) L€ [ tha)

k

ez @) = [e*(=t2a; (8, _,) — w5 (¢)
i Smaz(B)M; o J
Wy (1t _,) 2 Spe(BUL (es (A)(t—t] ) _1) lu; (B)]| < M; € Rsg

« Exact model knowledge
* Bound on neighbor’s control
* Nore- mtegratlon
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d%,.\w/, Problem Formulation

Problem Formulation
« Consider a heterogeneous multi-agent system of N follower agents and a single

leader
* Influence between followers: Weight Undirected Network Topology

G=(V,E A
V£{1,2,.., N}
ECVY XYV
A= lai;] € RNXN
« Dynamics of agent i (control affine)
i (1) £ fi (i (1) + gi (w3 (8)) ws () + di (¢)
x; = Position of agenti  Uncertain drift dynamics of agent i: f; : R™ — R™
z; : [0,00) — R™ Known control effectiveness of agent i: ¢; : R” — R™*"
u; = Control of agent1  pisturbance acting on agent i: d; : [0, c0) — R™
u; ¢ [0, oo) — R™

UFiiskia €



Problem Formulation

Objective: Design a controller for the followers

Formation control and leader tracking (FCLT)
Distributed & Event-Triggered

Resilient to Byzantine adversaries

Assumptions

UFrioribh & Duke &% UTEXAS )
L RN

The uncertain drift dynamics are continuously differentiable and
bounded given a bounded argument
The control effectiveness is full-row rank and bounded given a
bounded argument
The disturbance is bounded
All followers are initially cooperative
The leader is cooperative for all time
All agents can measure their state
The control and state of the leader are bounded
The uncertain drift dynamics are linear in the uncertain parameters
At least one state measurement is accurate (used in trust model)
The grapﬂk_lxgc (¢) is connected for all time
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{\/’ Trust Model

Idea: Make edge weights a function of trust

Idea: Multi-point authentication

Given r state measurements from neighbor j € N; (tﬁf)
. r—1 r . .
Vs (t}c) = 1;;17"553}19 (t}c) — Lj,q (ti;) ”
;1 (tL) = communicated state
;2 (th) = sensed state

Let S; = {ti € Rog 1t —tho <ti <t}

reset

. 1, 1Sil=0
) = AT, 15l %o

iies?;

Controls rate of change of trust

UF [FLORIDA



dg\/’ Reputation Model

i A iA
/ \ Trust-based Edge Weights | / \
k A——A ] k‘ A )

Cannot isolate Byzantine

f S
N () A N, (t) HM (t) agent from MA

Gij (thyr) = Proj (nri (7ig (8) = Gij (81)) + X nciCin (8) (Gng (8) = Gij (1))
J

N ) meNy () \
Y Y
Accounts for what i thinks of | Accounts for what k thinks
B(t), B < 2 (E) AT (E) < T of_j weighted by what i
proj (& (£)) 2 (), Tmm=xz({E)AZ(t)>0 thinks k
) #(8), Tmax=x()AZ(t) <O .
0, otherwise CZJ (t) < [O’ Cmax]

?q“@nm&,%
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g\\*/’ , Edge Weight

Edge weight

A o (ti) ) S (t;;) > Cmin A\ ,] < J\/‘z (t) Cmin - [0, 1]

Gis (th)

Cm ax

Cooperative & Byzantine neighbor set

C; (t) =S {j E./\/;' (t) D Qg (t) ?é 0}
Bi (t) = N; (1) \ Ci (¢)

Benefits

« No exact model knowledge needed

« No bounds on neighbor quantities needed

« Enables re-integration of rehabilitated agents
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Ny

Assumption: The uncertain drift dynamics are linear in the uncertain

parameters, i.e., fi(xi (1) = y; (z3 (1)) 6;

where y; : R™ — R™*% |s a measurable regressor matrix and ¢; € R* isa
column vector of bounded but unknown coefficients.

Follower i dynamics:

i (1) = y; (x5 (1)) 0 + gi (x5 () w; (t) + d; (¢)
Estimate of uncertain parameters: 6; : [0,c0) — R%
where 9; : [0,00) — R%
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x\g{', Controller/Observer

Controller, Observer, and Event-Trigger of Follower i:

u; (t) = g7 (2 (1)) (k12 (t) + kaeas ()

zi(t) = 3 i (1) (& (1) — & (1) — vy + i) + i (t) (vi + @0 () — 33 (1))

JEN;(t) f \

: _ Positive only if connected to leader
Follower i1 knows the formation

£ y; (85 (1) 0; (1), t € [ththyy) JENi () Ui}

8; (1) 2 —proj (T ) (25 (1) easi (1))

Parameter used to exclude
User-defined positive definite matrix / Zeno behavior

7 : i 2 2
iy 2inf {t >t s dgllea; (OI° 2 dallz (O + 5 }

N

Positive parameters
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-45’\«:'/’, Error Signals

Agent-level FCLT errore; ; : [0,00) = R™
e1; (t) = a2 (t) — o (t) — v

Estimation error e ; : [0,00) = R™ ™ pegijred relative orientation
24 (t) 2 &5 (t) — ;i (1)
2; : [0,00) = R™ is the estimate ofz; (?)

Agent-level closed-loop error systems

€1 (t) = fi(zi (B)+kr D2 aij (t) (e (t) — e (t)—kibi (t) ea itk D aij (t) (er,; (t) — e (t))
JEN; (1) JEN; (1)

—k‘lb@' (t) 61,3' (t) -+ kgeg’i (t) -+ dl (t) — .i‘() (t)

é2,i (1) = —yi (2i (1)) 0 (1) +(yi (2: (1) — wi (2 (1)) =k _e%j_ a;j (t) (ea,; (1) — €2, (1))
_kl _ _/\Z[:( )a?;j (t) (81,5; (t) — 817%' (t)) + k‘lb%' (t) 6213' (t)l—F klbi (t) 61;; (t)—kgew (t) — dz (t)
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Ensemble-level closed-loop error systems
Ey=N+Ng—ky (H@t)®I,) By — ky (H () ® 1) By + ko Fo

By=-Y (X) 0+ (Y (X) _ Y(X)) O — koBy — D+ ky (H (1) @ L) By+hy (H (£) ® L) By

Theorem 1:
The trust model, reputation model, edge weight policy, state observer, and
controller ensure £ is globally uniformly ultimately bounded in the sense

that _
|E1]] < By + Bae™Pst

where 81, 82, 83 € R>¢ are known constants provided state feedback is
available as dictated by the event-trigger and all assumptions are satisfied,
including some sufficient gain conditions are satisfied

UFiisiin €
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Vi (W (t) =

LIEIP <wvi (W (@) <

WWw®) < =6 (IE + 1B)°) +

Sketch of Proof

1
2

ETE, + 1ETE, + 1076

2 Amax (I')e
L|E|? 4 2mex(Des

61 | B1]* =62 | Bl +3+ 5 (@3 lleas (DI = 6 126 (1))

1€V

< —¢2Vi (W (1) + dAmax (T) c6 + 6
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g\‘:’/’ Simulation Results

Desired formation Compromised formation

0 0

@ @ @ @

Type 11 Type I
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\~7 Simulation Results
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Simulation Results
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\~7 Simulation Results
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\~7 Simulation Results
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