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Verification by Statistical Model Checking

Probabilistic
Model M Yes
L. Advantages of SMC:
Statistical .
 Scalability
Model Checker * General black-box systems
Property ¢ — — No

Motivation: Enable Statistical Model Checking for security-related hyperproperties.

Wang, Nalluri, Bonakdarpour, Pajic, Statistical model checking for hyperproperties, CSF 21




What is a Hyperproperty?
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Toyota Powertrain Benchmark
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Hyperproperty: a property about the relation between

multiple system paths.
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Fuel Mass Injected into Intake Manifold Example: Sensitivity under parameter change

State  Unit Description
p bar Intake Manifold Pressure
A A/F Ratio in Cylinder
b - Transfer Function Output
Pe bar Estimated Manifold Pressure
i - Integrator State, PI
Maf g[S Inlet Air Mass Flow Rate
me  g/s Air Flow Rate to Cylinder
me  g/s Fuel Mass Aspirated into the Cylinder
my  g/s
Oin degrees Throttle Angle Input
7 degrees Delay-Filtered Throttle Angle
0 - O/P of Throttle Polynomial
F. g/s Command fuel
w rad/sec Engine Speed
n round/sec  Engine Speed (5-)

PrTl.'l,Tl.'z (lTT[l

— 12| <§)>1—¢
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Hyperproperty in Discrete Time

Probabilistic noninterference:
PTh=1(m;_, outputs l = 1) = P™r=2(m;,_, outputs [ = 1)

Example: Consider a parallel program P of two threads
thy: whileh >0do{h < h—1;l < 1} | thy:l < 2
where h € {1, 2} is hidden; and [ € {1, 2} is public.

The CPU chooses to run one step of a random thread at each time.
 Ifh =1, thy has 1 steps, and th, has 1 step. So when P stops, [ = 1 w.p. 1/2.
e If h =2, thy has 2 steps, and th, has 1 step. So when P stops, [ = 1 w.p. 1/3.

So, the value of h will be (unintentionally) leaked by the value of [.

General criterion: deciding the correctness of a hyperproperty requires
multiple path.




Our Work: Enabling SMC for Hyperproperties
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Outline

1. New logics HyperPCTL* for discrete-time hyperproperties.
2. New SMC tool for HyperPCTL*.

3. Case Studies on challenging security problems.

4. Related work I: Continuous-time hyperproperties

5. Related work II: Conformance

Probabilistic - e Yes
Model M
Statistical
Model Checker
Any property ¢ in . No

HyperPCTL*

With provable
statistical accuracy!
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PCTL*: p==a|-¢ | oA | X |loUr|P_, ¢ HyperPCTL: @ == a" | 9" |=@p | A | @ Ur¢@ |p~p
* ais an atomic proposition/event (if a happens p =Pl | P'p| f(p,...p)
now); * areplaced by a”, mis a path variable,
* -1means “not”; A means “and”; « P replaced by P”, IT is a set of path variables,
*  X¢ means ¢ holds next; Example: Probabilistic Noninterference
«  ¢$,1Ur¢, means ¢, holds until ¢, becomes P ((h =1),, > F(l= 1)7‘[1) =
true,; P72 ((h — Z)nz - F(l = 1)n2)
* ~€{> <25} Pyp ¢ means ¢ holds with « P, ¢ replaced by a set of rules p ==
probability > p P7¢ | P'p | f(p, ...,p) and p ~ p; fis an elementary

function
Example: KL-Divergence

KL (IP”l ((h =1y, > F( = 1)n1) , P72 ((h = 2)n,

Issue: all the events a and probability P, are
(implicitly) taken w.r.t. a single path. - F(l = 1)n2)) <c




Duke

PRATT SCHOOL of
ENGINEERING

Theorems on HyperPCTL*

Theorem 1: HyperPCTL* is well-defined.

Theorem 2: HyperPCTL* is strictly more expressive than PCTL*.
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Statistical Model Checking for HyperPCTL*

Model: Unknown Discrete-time Markov Chains

Challenges of SMC for HyperPCTL*
« Probabilistic quantifications of multiple parallel paths P("172) p(T172) < 5
* Nested probabilistic path quantification [P™1 ([P)”Zgo(”l'”z) < pz) < pq

* Joint probabilities (P'1¢,, P2¢,) € D
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Statistical Model Checking for (P71¢p,'*, P™2¢.?) € D

Assumption (Indifference region):
Py, P20, ) & D, /Dy
where Do € D € D4

SMC as Hypothesis Testing:
H, (True): (PM1¢;*, PM2¢)/) € D,
H, (False): (PT1¢."t, PM2¢)'2) ¢ D,

No existing statistical method for multidimensional D, and D, !




SMC for (P, ", P"2¢,>) € D
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SMC as Hypothesis Testing:

Ho (True): (P"1¢p;"t, P20} € D,
H, (False): (PM1¢;"",PM2¢.'?) ¢ D,

T1:

Simplified Hypothesis Testing:
H, (True): (IP”prl, [P’”2<pnz) =r
H, (False): (P”lgofl,[P’”%pgz) =gq

Iy

Vector , q are derided from Dy, Dy, p"'*

Theorem1: T2 - T1

Remark 1: (P1¢p;"%, P72¢p;'?) may be
neither r or q.

Remark 2: r or ¢ may change with samples



Statistical Model Checking for HyperPCTL*
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Challenges of SMC for HyperPCTL*

* Probabilistic quantifications of multiple parallel paths [P(”l'”Z)rp(”l'”Z) <p

* Nested probabilistic path quantification P™1 (IP’”Zga(”l'”Z) < pz) < p;

« Joint probabilities (P'1¢,, P2¢,) € D

Markov Model M —

Any property ¢ in
HyperPCTL*

Statistical

Model Checker

— Yes
* Hyperproperties

* Provable significance level
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HyperSMC Case Studies |

GabFeed

* Chat server with encryption o

« Encryption time may depend on private key P™ ((OsT!) = (O="F™))

° i i 7 <k 1
Check encryption time for several baskets of keys ~, P ([O 872) = (OS F’Tz})

e We verified a time side-channel

Horizon Significance . No. Samples Time (s)
60 0.05 0.01 1.00 5.5e+02 0.54
60 0.05 0.001 1.00 5.5e+03 5.76
60 0.1 0.01 1.00 6.1e+02 0.60
60 0.1 0.001 1.00 6.2e+03 7.16
90 0.05 0.01 1.00 3.7e+02 0.46
90 0.05 0.001 1.00 3.7e+03 4.94
90 0.1 0.01 1.00 4.1e+02 0.48
90 0.1 0.001 1.00 4.1e+03 5.37

120 0.05 0.01 1.00 3.8e+02 6.96
120 0.05 0.001 1.00 2.2e+03 11.24
120 0.1 0.01 1.00 3.8e+02 6.05
120 0.1 0.001 1.00 2.3e+03 9.46
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HyperSMC Case Studies Il

Parallel Program with N threads P ({O Ho™) = (Q(Fﬁl A Lgﬂ_l)))
* Markov model of N! States
* We verified probabilistic interference ~. P2 ((O H,™) = (O(F™ A L@“}))

Threads Significance . No. Samples
20 0.01 1.00 7.7e+02 0.49
20 0.001 1.00 7.6e+03 6.45
50 0.01 1.00 7.0e+02 0.48
50 0.001 1.00 6.8e+03 6.39
100 0.01 1.00 6.5e+02 0.54
100 0.001 1.00 6.6e+03 7.10
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HyperSMC Case Studies Il

Dining Cryptographers - -
P =S AOP™)) & P72 g2 A P72
+ [Chaum, 80s] (O(=87; AOP™)) (O(sT7 AOP™))

s m 7 — 7 m
« Markov model of at least 2V states e P (0(_'5*-&3'3 A OPTED ~e P (Q[Sﬁi A Opmj)
* We verified information security

Agents ) Acc. No. Samples Time (s)
100 0.05 1.00 1.0e+03 0.91
100 0.1 1.00 5.2e+02 0.39
100 0.2 1.00 2.8e+02 0.14
1000 0.05 0.98 1.1e+03 3.27
1000 0.1 1.00 5.5e+02 1.52
1000 0.2 1.00 2.8e+02 0.69

[Significance level 0.01]



HyperSMC Case Studies IV
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Randomized Cache Replacement Policy
e [Canones, Kopf, and Reineke, 17]
* Least recently used (LRU) is not secure

e Markov model of N! States

* We verified security

M2 __
T ]
b -

P [QENII DET H™) > [P (@(-“‘r"ll ©™) + &

(M™ A QH™ A ... AQT —V H™2)

‘-.v.-' "-..-"' (HWE AN ﬂO(T—Ej H’ﬂ'z :“'EO{T_]':I M?rg)

Horizon

10
10
10
10
20
20
20
20

0.05
0.05
0.01
0.01
0.05
0.05
0.01
0.01

Significance

0.01
0.001
0.01
0.001
0.01
0.001
0.01
0.001

1.00
1.00
1.00
1.00
1.00
1.00
0.99
1.00

No. Samples

1.1e+02
1.0e+03
1.2e+02
1.2e+03
6.0e+02
6.2e+03
1.2e+03
1.1e+04

0.13
2.56
0.14
2.79
1.49
16.73
2.97
28.99




Related Work |: HyperPSTL
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{5

throttle input (deg¢

[0, 81.2]

P(mym2) ((ﬁQ”1 A =~Q™)U ((Q™ A Fio5Q™2)Va(Q™2 A 7[0,6]0”1))) >1—¢

Fuel Control System Model

theta [0 90

Atmospheric Pres:
bar)

Toyota Powertrain Benchmark

Throttle Angle, theta (deg)

Manifold Pressure, Pm (bar) Throttle Flow, mdot (g/s

sure, Pa (bar)

Throttle

0.05
0.01
0.05
0.01
0.05
0.01
0.05
0.01

P mdot Input (g/s)

mdot to Cylinder (g/:

Omega (rad/s) Manifold Pressure, Pm (bar|

Intake Manifolc

1.00
1.00
0.99
1.00
0.98
1.00
1.00
0.99

airby fuel_r

5.9e+01
9.0e+01
6.6e+01
9.7e+01
5.9e+01
9.0e+01
3.0e+02
4.6e+02

8.1e+00
1.3e+01
9.1e+00
1.4e+01
8.1e+00
1.2e+01
4.2e+01
1.8e+02

Wang, Zarei, Bonakdarpour, Pajic, EMSOFT 19 Best Paper Finalist
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Related Work |: HyperPSTL

P (P2 ((~Q]* A =Q U™ A Cppany Q72)) — PT2((2Q A 2QTHUQT A G100y Q7)) < 8) = 1 —&.

—> Small: 1 server + 2 processers
7 t ) 5 a Acc. Sam. Time(s) Ans.
7 0.1 0.1 0.1 0.05 1.00 1.5e+02 8.0e+01 False
O 0.1 0.5 0.5 0.05 1.00 1.4e+02 8.2e+01 False
N 5.0 0.1 0.1 0.05 1.00 7.3e+02 3.9e+02 True
5.0 0.5 0.5 0.05 1.00 3.1e+01 1.9e+01 True
1 SEIVErs M Processors Large: 25 server + 20 processers
Queueing Network (Small) - t ) 5 a Acc. Sam. Time(s) Ans.
= =) 1 01 0.1 0.1 0.05 1.00 2.1e+02 3.2e+02 False
o 0.1 0.5 0.5 0.05 1.00 3.3e+02 4.9e+02 False
i 5.0 0.1 0.1 0.05 1.00 6.8e+02 1.1e+03 True
- 5.0 0.5 0.5 0.05 1.00 4.2e+01 6.6e+01 True




Related Work II: Conformance as Hyperproperty
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Conformance: two systems simultaneously satisfy the same set of temporal logic specifications.

Prs - m, (01 F CoD)

Pro,m, (o2 E Cpo,D)

Given

Input

‘ PUS M ) ]Sample path Jll

r—=—=—=-=-=-=-" |

i - Yes/No
| Monotonically Statistical / :
I parametrized STL Verificati (probabilistically
| formula llJ I erification correct)

| |
4’[ PUS M 2 Jsample path o,

For any t, |Pr01~M1(01 F @) — Pry, ., (0; F qbt)| <c.

Wang, Zarei, Bonakdarpour, Pajic, ICCPS 21 submitted
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Application |

Conformance of Simplified and Full Model of Toyota Powertrain

VT 2 O PrO'aNMa(O-a = 0[0_22,1-]( |eA/F| < 005))
e Pr0f~Mf(Uf E Oro22:(lea/rl < 0.05)).

= = = Abstraction model

Complex model

The desired working
regiom

c g Opm Samples Time (sec) A

0.40 099 1.00 3.9e+01 1.8e-02
0.40 095 1.00 1.9e+01  4.4e-03
025 099 1.00 25e+01  4.6e-03
025 095 1.00 13e+01  2.2e-03
010 0.99 1.00 1.8e+01 3.6e-03
010 095 1.00 9.0e+00  1.6e-03
0.05 099 100 1.6e+01  2.8e-03
0.05 095 1.00 8.0e+00 1.3e-03

A/F deviation percentage

M M T ™M M M M m

0 0.2 0.4 (. 0x
Time (sec.)



Application I
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Conformance of MPC and NN of Lane-Keeping System

Pr0'1~MNN (0-1 F 0[O,‘L‘]( |ejl>lN| < y))

vt = 0.
7 Pr0'2~MMpc(O-2 = <>[O,T]( |e
NN (30 Neurons per Layer) NN (45 Neurons per Layer)

c aqg Opm Samples T(s) A || Spm  Samples T(s) A
0.40 099 098 43e+01 7.4e-03 F 0.36  1.0e+04 9.6e+00 T
0.40 095 1.00 1.9e+01 3.1e-03 F 0.36 3.6e+03  2.0e+00 T
0.25 099 1.00 2.5e+01 4.1e-03 F 0.37 9.5e+02  3.2e-01 F
0.25 095 1.00 1.3e+01 2.1e-03 F 0.42 2.5e+02  59e-02 F
0.10 099  1.00 1.8e+01 3.0e-03 F 0.36 2.1e+02  4.2e-02 F
0.10 095 1.00  9.0e+00 1.6e-03 F 0.35 1.2e+02 2.2e-02 F
005 099 1.00 1l.6e+01 27e-03 F 0.38  1.3e+02 2.5e-02 F
005 095 1.00 8.0e+00 1.2e-03 F 0.36  7.3e+01 1.4e-02 F
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