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Motivation

How to design resilient control systems?

• Authenticating all the transmitted data

• Intermittently authenticating the transmitted data

We need to know which class of systems are vulnerable to cyber attacks



Introduction

What is the impact of stealthy adversarial attacks on 
nonlinear control systems? 

 We model the sensor attacks on nonlinear control
systems and formalize the attacker’s goal

 We consider the notion of stealthiness independent
of any existing intrusion detector

 We derive the condition for the existence of
impactful yet stealthy attacks
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• The previous works only consider systems with LTI model

• The notion of stealthiness is only limited to a specific class of intrusion detectors



System Architecture

Plant:   𝑥𝑥𝑡𝑡+1 = 𝑓𝑓 𝑥𝑥𝑡𝑡 ,𝑢𝑢𝑡𝑡 + 𝑤𝑤𝑡𝑡

Sensor model:   𝑦𝑦𝑡𝑡 = ℎ 𝑥𝑥𝑡𝑡 + 𝑣𝑣𝑡𝑡

Controller: 𝜒𝜒𝑡𝑡 = 𝑓𝑓𝑐𝑐 𝜒𝜒𝑡𝑡−1,𝑦𝑦𝑡𝑡𝑐𝑐

𝑢𝑢𝑡𝑡 = ℎ𝑐𝑐 𝜒𝜒𝑡𝑡,𝑦𝑦𝑡𝑡𝑐𝑐

𝑿𝑿 =
𝑥𝑥
𝜒𝜒 , 𝑾𝑾 = 𝑤𝑤

𝑣𝑣 , 𝑼𝑼 = 𝑢𝑢
𝑤𝑤

𝑿𝑿𝑡𝑡+1 = 𝐹𝐹 𝑿𝑿𝑡𝑡 ,𝑾𝑾𝑡𝑡

𝑥𝑥𝑡𝑡+1 = 𝑓𝑓𝑢𝑢 𝑥𝑥𝑡𝑡 ,𝑼𝑼𝑡𝑡

Closed-loop dynamic

Open-loop dynamic



Intrusion Detector

• 𝐻𝐻0: Normal condition (the ID receives Y = 𝑌𝑌−∞:𝑌𝑌𝑡𝑡 with distribution 𝑷𝑷)

• 𝐻𝐻1: Abnormal behavior (the ID receives 𝑌𝑌𝑎𝑎 = 𝑌𝑌−∞−1 ,𝑌𝑌0𝑎𝑎:𝑌𝑌𝑡𝑡𝑎𝑎 with distribution 𝑸𝑸)

𝑌𝑌𝑡𝑡 = 𝑦𝑦𝑡𝑡𝑐𝑐
𝜒𝜒𝑡𝑡

𝑌𝑌𝑡𝑡𝑎𝑎 = 𝑦𝑦𝑡𝑡
𝑐𝑐,𝑎𝑎

𝜒𝜒𝑡𝑡𝑎𝑎

Intrusion Detector:   𝒟𝒟 �𝑌𝑌 → {0,1}

𝑝𝑝𝐹𝐹𝐹𝐹 = ℙ 𝒟𝒟 �𝑌𝑌 = 1 �𝑌𝑌~𝑷𝑷

𝑝𝑝𝑇𝑇𝑇𝑇 = ℙ 𝒟𝒟 �𝑌𝑌 = 1 �𝑌𝑌~𝑸𝑸

𝑝𝑝𝐹𝐹𝐹𝐹 < 𝑝𝑝𝑇𝑇𝑇𝑇It is desired for the system:



Incremental Stability

Definition 1: The system is incrementally exponentially stable (IES) in the set

𝕏𝕏 ⊆ ℝ𝑛𝑛 if there exist 𝜅𝜅 > 1 and 𝜆𝜆 > 1 such that

𝑥𝑥 𝑡𝑡, 𝜉𝜉1,𝑑𝑑 − 𝑥𝑥(𝑡𝑡, 𝜉𝜉2,𝑑𝑑) ≤ 𝜅𝜅 𝜉𝜉1 − 𝜉𝜉2 𝜆𝜆−𝑡𝑡

holds for all 𝜉𝜉1, 𝜉𝜉2 ∈ 𝕏𝕏 and 𝑑𝑑𝑡𝑡 ∈ 𝔻𝔻 and 𝑡𝑡 ≥ 0. When 𝕏𝕏 = ℝ𝑛𝑛, the system is

referred to as globally incrementally exponentially stable.

Definition 2: The system is incrementally unstable (IU) in the set 𝕏𝕏 ⊆ ℝ𝑛𝑛 if for all

𝜉𝜉1 ∈ 𝕏𝕏 and any 𝑑𝑑𝑡𝑡 ∈ 𝔻𝔻 there exists a 𝜉𝜉2 such that for any 𝑀𝑀 > 0

𝑥𝑥 𝑡𝑡, 𝜉𝜉1,𝑑𝑑 − 𝑥𝑥(𝑡𝑡, 𝜉𝜉2,𝑑𝑑) ≥ 𝑀𝑀

hold for all 𝑡𝑡 ≥ 𝑡𝑡′ for some 𝑡𝑡′ ≥ 0.

𝑥𝑥𝑡𝑡+1 = 𝑓𝑓 𝑥𝑥𝑡𝑡 ,𝑑𝑑𝑡𝑡 𝑥𝑥𝑡𝑡 ∈ 𝕏𝕏 ⊆ ℝ𝑛𝑛,  𝑑𝑑𝑡𝑡 ∈ 𝔻𝔻 ⊆ ℝ𝑚𝑚,   𝑡𝑡 ≥ 0



Attack Model

• The attacker has full knowledge of the system, its
dynamics and the states 𝑥𝑥𝑡𝑡𝑎𝑎 and the input 𝑢𝑢𝑡𝑡𝑎𝑎.

• The attacker has the required computation power to
calculate suitable attack signals to inject a subset of
sensors, while planning ahead as needed

• The attacker can also compromise the sensor
measurements

𝑦𝑦𝑡𝑡
𝑐𝑐,𝑎𝑎 = 𝑦𝑦𝑡𝑡𝑎𝑎 + 𝑎𝑎𝑡𝑡



Stealthiness Definition

Definition 3: An attack sequence

• is strictly stealthy if there exists no detector that satisfies 𝒑𝒑𝒕𝒕𝑭𝑭𝑭𝑭 < 𝒑𝒑𝒕𝒕𝑻𝑻𝑻𝑻, for any 𝑡𝑡 ≥ 0,

• is 𝝐𝝐-stealthy if for a given 𝝐𝝐 > 0, there exists no detector such that 𝒑𝒑𝒕𝒕𝑭𝑭𝑭𝑭 < 𝒑𝒑𝒕𝒕𝑻𝑻𝑻𝑻 − 𝝐𝝐 for any 𝑡𝑡 ≥ 0.

Theorem 1: An attack sequence

• is strictly stealthy if and only if 𝑲𝑲𝑲𝑲 𝑸𝑸 𝑌𝑌−∞−1 ,𝑌𝑌0𝑎𝑎:𝑌𝑌𝑡𝑡𝑎𝑎 ||𝑷𝑷 𝑌𝑌−∞:𝑌𝑌𝑡𝑡 = 0 for any 𝑡𝑡 ≥ 0,

• is 𝝐𝝐-stealthy if it satisfies 𝑲𝑲𝑲𝑲 𝑸𝑸 𝑌𝑌−∞−1 ,𝑌𝑌0𝑎𝑎:𝑌𝑌𝑡𝑡𝑎𝑎 ||𝑷𝑷 𝑌𝑌−∞:𝑌𝑌𝑡𝑡 ≤ log( 1
1−𝝐𝝐2

) for any 𝑡𝑡 ≥ 0.



Formalizing the Attacker’s Goal

Definition 4: Attack sequence 𝑎𝑎0,𝑎𝑎1, … is an 𝜖𝜖,𝛼𝛼 -successful attack if there exists 𝑡𝑡′ ≥ 0 such

that 𝑥𝑥𝑡𝑡′
𝑎𝑎 ≥ 𝛼𝛼 for all 𝑡𝑡 ≥ 𝑡𝑡′ and the attack is 𝜖𝜖-stealthy for all 𝑡𝑡 ≥ 0. When such a sequence exists

for a system, the system is called 𝜖𝜖,𝛼𝛼 -attackable.

𝑥𝑥0𝑎𝑎

𝑥𝑥𝑡𝑡′
𝑎𝑎

𝛼𝛼

𝑅𝑅𝑆𝑆



Vulnerability Analysis of Nonlinear Control Systems

Theorem 2: The system is 𝜖𝜖,𝛼𝛼 -attackable for arbitrarily large 𝛼𝛼 and arbitrarily small 𝜖𝜖, if the closed-loop
dynamics is incrementally exponentially stable (IES) in the set 𝑆𝑆 and the open loop dynamics is incrementally
unstable in the set 𝑆𝑆.

𝑠𝑠𝑡𝑡+1 = 𝑓𝑓 𝑥𝑥𝑡𝑡𝑎𝑎,𝑢𝑢𝑡𝑡𝑎𝑎 − 𝑓𝑓 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 ,𝑢𝑢𝑡𝑡𝑎𝑎 𝑦𝑦𝑡𝑡
𝑐𝑐,𝑎𝑎 = 𝑦𝑦𝑡𝑡𝑎𝑎 + 𝑎𝑎𝑡𝑡 = ℎ 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 + 𝑣𝑣𝑡𝑡

𝑎𝑎𝑡𝑡 = ℎ 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 − ℎ 𝑥𝑥𝑡𝑡𝑎𝑎

𝑥𝑥𝑡𝑡
𝑓𝑓 ≜ 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 𝑿𝑿𝑓𝑓 = 𝑥𝑥𝑓𝑓

𝜒𝜒𝑎𝑎

incrementally 
exponentially stability 
of closed-loop system

𝑿𝑿𝑡𝑡
𝑓𝑓 − 𝑿𝑿𝑡𝑡 ≤ 𝜅𝜅 𝑠𝑠0 𝜆𝜆−𝑡𝑡

𝑥𝑥𝑡𝑡
𝑓𝑓

𝑥𝑥𝑡𝑡
𝑠𝑠0



Vulnerability Analysis of Nonlinear Control Systems

incremental 
exponentially stability 
of closed-loop system

𝑿𝑿𝑡𝑡
𝑓𝑓 − 𝑿𝑿𝑡𝑡 ≤ 𝜅𝜅 𝑠𝑠0 𝜆𝜆−𝑡𝑡

incremental instability 
of open-loop system 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑥𝑥𝑡𝑡

𝑓𝑓 ≥ 𝑀𝑀

𝑲𝑲𝑲𝑲 𝑸𝑸 𝑌𝑌0𝑎𝑎:𝑌𝑌𝑡𝑡𝑎𝑎 ||𝑷𝑷 𝑌𝑌0:𝑌𝑌𝑡𝑡 ≤
𝜅𝜅 𝑠𝑠0
1 − 𝜆𝜆2

(𝜆𝜆𝑚𝑚𝑎𝑎𝑚𝑚(Σ𝑤𝑤−1) + 𝐿𝐿ℎ𝜆𝜆𝑚𝑚𝑎𝑎𝑚𝑚(Σ𝑣𝑣−1))

𝑥𝑥𝑡𝑡𝑎𝑎 ≥ 𝑀𝑀 − 𝜅𝜅 𝑠𝑠0 − 𝑅𝑅𝑆𝑆

𝛼𝛼

𝑥𝑥𝑡𝑡
𝑓𝑓

𝑥𝑥𝑡𝑡
𝑠𝑠0



Attack on LTI Systems

𝑎𝑎𝑡𝑡 = ℎ 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 − ℎ 𝑥𝑥𝑡𝑡𝑎𝑎 = 𝐶𝐶 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 − 𝐶𝐶 𝑥𝑥𝑡𝑡𝑎𝑎 = −𝐶𝐶𝑠𝑠𝑡𝑡

𝑠𝑠𝑡𝑡+1 = 𝑓𝑓 𝑥𝑥𝑡𝑡𝑎𝑎,𝑢𝑢𝑡𝑡𝑎𝑎 − 𝑓𝑓 𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡 ,𝑢𝑢𝑡𝑡𝑎𝑎 = 𝐴𝐴𝑥𝑥𝑡𝑡𝑎𝑎 + 𝐵𝐵𝑢𝑢𝑡𝑡𝑎𝑎 − 𝐴𝐴(𝑥𝑥𝑡𝑡𝑎𝑎 − 𝑠𝑠𝑡𝑡) − 𝐵𝐵𝑢𝑢𝑡𝑡𝑎𝑎 = 𝐴𝐴𝑠𝑠𝑡𝑡

Corollary 1: The LTI system is 𝜖𝜖,𝛼𝛼 -attackable for arbitrarily large 𝛼𝛼 and arbitrarily small 𝜖𝜖, if the closed-
loop dynamics is asymptotically stable and the matrix 𝐴𝐴 is unstable.

𝑥𝑥𝑡𝑡+1 = 𝐴𝐴𝑥𝑥𝑡𝑡 + 𝐵𝐵𝑢𝑢𝑡𝑡 + 𝑤𝑤𝑡𝑡,           𝑦𝑦𝑡𝑡 = 𝐶𝐶𝑥𝑥𝑡𝑡 + 𝑣𝑣𝑡𝑡

𝜒𝜒𝑡𝑡 = 𝐴𝐴𝑐𝑐𝜒𝜒𝑡𝑡−1 + 𝐵𝐵𝑐𝑐𝑦𝑦𝑡𝑡𝑐𝑐 ,                     𝑢𝑢𝑡𝑡 = 𝐶𝐶𝑐𝑐𝜒𝜒𝑡𝑡



Case Study : Inverted Pendulum

The norm of the residue The angle of the pendulum of pod



Case Study: UAV Quadrotor – Following a moving vehicle






Case Study: UAV Quadrotor – Landing on a moving vehicle






Conclusion

• We considered the resiliency under sensing attacks for nonlinear control systems. 

• We introduced the notion of 𝜖𝜖 -stealthiness in a general form. 

• We derived sufficient conditions for an effective yet 𝜖𝜖-stealthy attack sequence to 
exists. 



Thank you
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