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{\”/J Outline of Recent Results

1. Safety

> Safety Certificates

ACC23a, CDC23a, CDC23b,

TAC (provisionally accepted) w/ Warren Dixon
> Applications of Safety to Security

.. . CCTA22a and ACC23b
2. Optimization

» Dynamical systems approach
ACC23c, Optimization journal (almost ready)

Automatica 2023, ACC23d w/ Matt Hale

> Optimization with Computational Constraints
CPSWeek-loT 23 Workshop
3. Motion Planning for Hybrid Systems

» RRT for feasibility and optimality
CDC22, CCTA22b, CDC23c, ADHS24 (work in progress)
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\”/J Outline of Recent Results

1. Safety

> Safety Certificates

ACC23a, CDC23a, CDC23b,

TAC (provisionally accepted) w/ Warren Dixon
> Applications of Safety to Security

.. . CCTA22a and ACC23b
2. Optimization

» Dynamical systems approach
ACC23c, Optimization journal (almost ready)

Automatica 2023, ACC23d w/ Matt Hale

> Optimization with Computational Constraints
CPSWeek-loT 23 Workshop

3. Motion Planning for Hybrid Systems

New MS student (Ryan Rodriguez) and postdoc (Himadri Basu)
Visited S. Phillips at AFRL/RV
Released new version of Hybrid Equations Toolbox (v3.0) for Matlab
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Security of a CPS from a Control-Theoretic Perspective

» Attacks: Sensor data.
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Security of a CPS from a Control-Theoretic Perspective

» Attacks: Sensor data.

> Attackers can disable the transmission of signals between
devices: a Denial of Service (DoS) attack.

UFiciioh € Duke B OTEXAS




A 2 i .
Ny

Security of a CPS from a Control-Theoretic Perspective

> Attacks: Sensor data.
> Attackers can disable the transmission of signals between

devices: a Denial of Service (DoS) attack.
> Potential violation of safety requirements.
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Security of a CPS from a Control-Theoretic Perspective

Goal: Keep a system's trajectories in a safe set even under DoS
attacks.
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Security of a CPS from a Control-Theoretic Perspective

Goal: Keep a system's trajectories in a safe set even under DoS

attacks.
Approach: Control scheme to bound the impact of an attack based

on the information available to guarantee safety.
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Security of a CPS from a Control-Theoretic Perspective

Goal: Keep a system's trajectories in a safe set even under DoS
attacks.

Approach: Control scheme to bound the impact of an attack based
on the information available to guarantee safety.

Assumption: Finite duration attacks, succeeded by intervals
without attacks.
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{\w»)‘ Safety Definitions

Consider the nonlinear system with state x and output y:

[& = F(t)
f"'{y — H(t.2)

» Fis the flow map » H is the output map
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{\\”}) Safety Definitions

Consider the nonlinear system with state  and outp
[& = F(to)
Fn . {y _ H(t, x)

» Fis the flow map » H is the output map

Definition: (Conditional invariance)

A closed set S C R" is said to be conditionally invariant for F,, with

respect to M C S if, for each zg € M, any solution to F,, from xg
remains in S.

..........
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{\\”/') Safety Definitions

Consider the nonlinear system with state x and output y:

[& = F(t)
f“'{y — H(t.2)

» Fis the flow map » H is the output map

Definition: (Conditional invariance)

A closed set S C R" is said to be conditionally invariant for F,, with
respect to M C S if, for each zg € M, any solution to F,, from xg
remains in S.

Definition: (Safety)

The system F,, is said to be safe with respect to (X, X,,), with
Xo C R™\ X, if for each g € Xy, any solution to F,, from xy remains in
R™\ X,.
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{\w/, Safety Definitions

Xu

Consider the nonlinear system with state  and outp

[z = F(t)
f“'{y — H(t.2)

» Fis the flow map » H is the output map

Definition: (Conditional invariance)

A closed set S C R" is said to be conditionally invariant for F,, with
respect to M C S if, for each zg € M, any solution to F,, from xg
remains in S.

Definition: (Safety)

The system F,, is said to be safe with respect to (X, X,,), with
Xo C R™\ X, if for each g € X, any solution to F,, from xy remains in
R™\ X,.
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System Model
Consider the LTI system with state x, input u and output y:

> = A B
}_:{z x4+ bu
y = Cx
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System Model
Consider the LTI system with state x, input u and output y:

> = A B
}_:{z x4+ bu
y = Cx

¢

al
Attack Model (Denial-of-Service (DoS))
Ys

a

where C =

The measured output: § = [ , where y, = Cz, and, along a solution
t— x(t),
Cxl(t ift ¢ T,,
v (t) = (t) ! ¢
Y(t,x(t)) ifteT,

» 7T,: the set of times of attack (known)
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\/ Formulation
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Secure OQutput

_ 4 1 1 I I I I
0 1 2 3 4 5 6 7

Vulnerable Output

4 Tha : Minimum time between attacks 7
y 2r —> T, : Maximum duration of an attac
a 0 \
—>

0 1 2 3 4 5 6 7
\ £1s

DoS Attack




{\ / Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem

1. Find a set of initial states Xy C S, and
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{\ J Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem

1. Find a set of initial states Xy C S, and

2. Design a control law & that uses the measured output § = (ys, ys)
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\/J Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem
1. Find a set of initial states Xy C S, and

2. Design a control law & that uses the measured output § = (ys, ys)

such that, for each xy € Xy, 2(0) = o implies z(t) € S for all ¢ > 0.
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{\"/} Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem

1. Find a set of initial states Xy C S, and
2. Design a control law & that uses the measured output § = (ys, ys)

such that, for each xy € Xy, 2(0) = o implies z(t) € S for all ¢ > 0.

Solution Approach:
Design an observer-based feedback law that induces conditional
invariance of S with respect to Xy using the measured output 3.
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{\"/, Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem

1. Find a set of initial states Xy C S, and
2. Design a control law & that uses the measured output § = (ys, ys)

such that, for each xy € Xy, 2(0) = o implies z(t) € S for all ¢ > 0.

Solution Approach:
Design an observer-based feedback law that induces conditional
invariance of S with respect to X using the measured output .

» System output under attack — the observer uses the
non-attacked output components.

UF [FLORIDA



4,\"/’ Problem Statement

Design an algorithm to render the set S conditionally invariant for the
system JF with respect to the set X using output measurements only.

Safety Problem

1. Find a set of initial states Xy C S, and
2. Design a control law & that uses the measured output § = (ys, ys)

such that, for each xy € Xy, 2(0) = o implies z(t) € S for all ¢ > 0.

Solution Approach:
Design an observer-based feedback law that induces conditional
invariance of .S with respect to X using the measured output 3.

» System output under attack — the observer uses the
non-attacked output components.

> System output not attacked — the observer uses the complete
output vector.
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- ‘:'J‘ Solution Approach

1. Design functions g; and g- for the observer

P A+ Bu+ ¢g,(Cz,C2) if t¢T,,
- | Aé+ Bu+ g2(Cx,C) if teT,,
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\ / Solution Approach
- Q>

1. Design functions g; and g- for the observer

. [A#+ Bu+t g:1(Cx,C2) if t¢ T,
Aé+ Bu+ ¢2(Cx,C2) if teT,,

2. design functions k1 and k5 for the observer-based feedback law

R T
YT o) i te T,
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*%‘\«:»J Solution Approach

1. Design functions g; and go for the observer

. [A#+ Bu+tg1(Ca,C2) if t¢ T,
Aé+ Bu+ ¢2(Cx,C2) if teT,,

2. design functions k1 and k5 for the observer-based feedback law
it d,9) = 00 E T
ko(Z,g) if teT,,
3. and, compute

> Xj: set of initial states,
> )N(U: set of estimates before an attack,
> X set of estimates after an attack,
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{\”, | Solution Approach

1. Design functions g; and g, for the observer

i Az + Bu+ ¢1(Cx,C%) if t¢T,,
| Aé + Bu+ g2(Cx,C) if teT,,

2. design functions k1 and k5 for the observer-based feedback law

A — Kl(ivg) if t¢7:17
Hg(.’fﬁ,g) if teT,,

3. and, compute

> Xj: set of initial states,
> )goz set of estimates before an attack,
> X: set of estimates after an attack,

> If 2(0) € Xo,2(0) € Xo(x¢) = z(t) € S during attacks.
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{\"'}J Solution Approach

1. Design functions g; and go for the observer

;. JAZ+ Bu+g1(Cx,C2) if t¢ 7T,
Aé+ Bu+ ¢2(Cx,C2) if teT,,

2. design functions k1 and k5 for the observer-based feedback law

o {m(:ﬁ,g) it te T,

k(t, T =
(’ ,y) KQ(JA?,?]) if te Ta,
3. and, compute

> Xj: set of initial states,
> )N(U: set of estimates before an attack,
> X set of estimates after an attack,

> If 2(0) € S,#(0) € X = x(t) € S when no attacks and belongs to
Xo at the beginning of the next attack.
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Switching Controller

Nominal Control

Recovery Control

/Y Y DoS

[ Nominal Observer 3 {

Recovery Observer

Switching Observer

Attack detector [Phillips et al - CDC 17]
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Switching Controller

Nominal Control

Recovery Control

7 =] %
Y Y DoS

/ Nominal Observer i {
| | z i

L Recovery Observer

Switching Observer

£ @i
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{\"'J Solution Approach

Switching Controller

Nominal Control

Recovery Control

Y S e DoS

[ Nominal Observer i {
| | z i

L Recovery Observer

Switching Observer
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A 4 .
{\"'J Solution Approach

Switching Controller

Nominal Control

Recovery Control

1Y S

Switching Observer
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{\"'J Solution Approach

Switching Controller

Nominal Control

Recovery Control

1Y S

Nominal Observer

| K Recovery Observer |

Switching Observer
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*%‘\«:»J Solution Approach

Switching Controller

Nominal Control

Recovery Control

S © %
'Yy DoS

[ Nominal Observer i {

Recovery Observer

Switching Observer
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PN J Switching Observer Design

Reconstruction of the state with potential unobservable modes when under
attack for feedback control design. The switching observer

5o A+ Bu+ L(Cx —Cz) if t¢T,,
"~ |Aié+Bu+ L(Cx—C#) if teT,,




\/) witching Observer Design

Reconstruction of the state with potential unobservable modes when under
attack for feedback control design. The switching observer

i JAi+But L(Cx—Ca) if t¢T,,
 |Aié+Bu+ L(Cx—C#) if teT,,

Basic Assumptions

» The pair (A4, B) is controllable and the pair (C, A) is detectable.

» We design L so that A — LC has all its eigenvalues in the open left-half
plane.

» We design L so that A — LC' has as many eigenvalues (but not
necessarily all of them) as possible in the open left-half plane.
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g\w/) switching Observer Design

Reconstruction of the state with potential unobservable modes when under
attack for feedback control design. The switching observer

i JAi+But L(Co—Ca) if t¢T,,
 |Aié+Bu+ L(Cx—C#) if teT,,

Basic Assumptions

» The pair (A4, B) is controllable and the pair (C, A) is detectable.

» We design L so that A — LC has all its eigenvalues in the open left-half
plane.

» We design L so that A — LC' has as many eigenvalues (but not
necessarily all of them) as possible in the open left-half plane.

Define the estimation error as e = x — 2 with

[A-LC)e it t¢T,,
TlA-LO) if teT,.

UFisiivh € Duke GTEXAS
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{\ / Estimation Error Bounds

Lemma 1. Under No Attacks

For given T,,,, €y > 0, if at the end of an attack the norm of the
estimation error ¢ = x — Z is bounded by €y, then

|€(t)| <M (t)éo vt € [07Tna]

where 7 (t) == c1 exp (—A1t) with ¢, A; > 0.

UFiiskiva €9



{\ / Estimation Error Bounds

Lemma 1. Under No Attacks

For given T,,,, €y > 0, if at the end of an attack the norm of the
estimation error ¢ = x — Z is bounded by €y, then

|€(t)| <M (t)éo vt € [07Tna]

where 7 (t) == c1 exp (—A1t) with ¢, A; > 0.

~ L
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{\ J Estimation Error Bounds

Lemma 2. Under Attacks

For given T}, &y > 0, if at the beginning of an attack the norm of the
estimation error ¢ is bounded by ég, then

le(t)] < 12(Tu)éo Vit €[0,T4]

where v (T,) = ten[Bax ¢1 exp (—Xlt) + éo exp (th)

»La

with &1, A1, é2, Ag > 0.

UFiiskiva €9



{\ J Estimation Error Bounds

Lemma 2. Under Attacks

For given T}, &y > 0, if at the beginning of an attack the norm of the
estimation error ¢ is bounded by ég, then

le(t)] < 12(Tu)éo Vit €[0,T4]

where v (T,) = ten[Bax ¢1 exp (—Xlt) + éo exp (th)

»La

with &1, A1, é2, Ag > 0.

0 lo t
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{\ 'J Bound on Estimation Error

Theorem 1.

Given E,Tna,Ta > 0, if the initial estimation error e¢(0) satisfies
le(0)] < E and v1(Tha)v2(Te) < 1, then

le(t)] <1 (0)2(Ta)E  VE>0
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{\ 'J Bound on Estimation Error

Theorem 1.

Given E,T,q, T, > 0, if the initial estimation error e(0) satisfies
le(0)] < E and v1(Tha)v2(Te) < 1, then

le(t)] <1 (0)2(Ta)E  VE>0

72(Ta)

eslles]l
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{\/J S3ound on Estimation Error

Theorem 1.

Given E,?na,Ta > 0, if the initial estimation error e¢(0) satisfies
le(0)] < E and v1(Tha)v2(Te) < 1, then

le(t)] <1 (0)2(Ta)E  VE>0

) NO0)n(T)E
Yo(To) Bt —
E 4
- le(2)] 1
O I I 1 I I I
0 T, Ta ¢
Using the proposed observer, the norm of the error always remains
bounded.
UF[FL.ORIDA UTEXAS
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{\w ) Switched Observer

Switching Controller

Nominal Control

Recovery Control

/Y Y DoS

[ b= Aé+Bu+Ly—Ci) [ T

& = A + Bu + L(y, — Ci)

Switching Observer
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{\‘: 'J ased Feedback Law Design

Construction of Sets of Initial Conditions

Pick e > (1 + 71 (0)y2(Tw))E
» Set of initial states: Xy := S5\ (05 + ¢B)
> Set of initial estimates: Xo(zq) = zo + E

> Allowed initial estimates: X := X, + EB
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{\w/’ ased Feedback Law Design

Construction of Sets of Initial Conditions

Pick e > (1 + 71 (0)y2(Tw))E
» Set of initial states: Xy := S5\ (05 + ¢B)
> Set of initial estimates: Xo(zq) = zo + E

> Allowed initial estimates: X := X, + EB

Lemma 3

With bounded estimation error and z(0) € X, (0) € Xo(zo):
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{\“ J sed Feedback Law Design

Construction of Sets of Initial Conditions

Pick e > (1 + 71 (0)y2(Tw))E
» Set of initial states: Xy := S5\ (05 + ¢B)
> Set of initial estimates: Xo(zq) = zo + E

> Allowed initial estimates: X := X, + EB

Lemma 3

With bounded estimation error and z(0) € X, (0) € Xo(zo):

If Z(t) € X for all t >0, then z(t) € S for all t > 0.
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{\w/) ased Feedback Law Design

Construction of Sets of Initial Conditions

Pick e > (1 + 71 (0)y2(Tw))E
» Set of initial states: Xy := 5\ (95 +B)
> Set of initial estimates: Xo(zq) == zo + E

> Allowed initial estimates: X := X, + EB

Lemma 3

With bounded estimation error and z(0) € X, (0) € Xo(zo):

If Z(t) € X for all t >0, then z(t) € S for all t > 0.

> The sets X, and X, are defined such that the |¢(0)| < E.

> Forward invariance of X for the observer implies conditional
mvanance of the set S for F with respect to Xj.

UNIVFRSITY of
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{\ / ased Feedback Law Design

QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Control Objective

Enforce the estimate 7 in the set X to guarantee safety of S.
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{\w/’ ased Feedback Law Design

QVIVD—based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Control Objective

Enforce the estimate 7 in the set X to guarantee safety of S.

Zero sublevel set representation of a set X based on function h: R* — R

X = {&|h(&) <0} C X
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{\w/) ased Feedback Law Design

QP—based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Control Objective

Enforce the estimate 7 in the set X to guarantee safety of S.
Zero sublevel set representation of a set X based on function h: R* — R
X = {&|h(&) <0} C X

Sufficient: Design an observer-based feedback law r such that for each
%(0) € X, the estimate &(t) € X C X, for all ¢ > 0.

UNIVFRSITY of

UF |FLORIDA




{\w/) sed Feedback Law Design

QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Control Objective

Enforce the estimate 7 in the set X to guarantee safety of S.

Zero sublevel set representation of a set X based on function h: R* — R
X = {&|h(&) <0} C X

Sufficient: Design an observer-based feedback law r such that for each
%(0) € X, the estimate &(t) € X C X, for all ¢ > 0.

CBF Conditions

Under no attacks:

2 h(2(t) (A2(t) + Bri(2(t), (1) + L) — C(t))) < a1 (—h((t))),
Under attack: . B
%h(i(t)) E’Ai(t) + Bra(2(t),9(t)) + L(¥s(t) — Ci(t))) < az(—h(2(t))).

UNI\/I’RSITY of
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\/) ased Feedback Law Design

QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Quadratic Programming (QP) Formulation to Compute Input «
Synthesize the control input via solving:

» For each # € X and § such that @ € S when there is no attack:

. 1 ~12 1 2

Zlo— K&|2+=

(nbrunr; 2|7} Z| 3"

s.t. gh(i) (Az + Bv+ L(y — C%)) < — nh(2),
i

» For each # € X and Ys = Cz such that = € S when under attack:

. 1 L2, 1o
min  —|vs — KZ|"+=
(vs,¢) 2‘ | 2C

st %h(i) (Aaf: + Bu, + L(ys — C'afc)) < — Ch(z).

where K is the optimal LQR gain for the pair (A, B).
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QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Theorem 2. Main Result
Under feasible QPs for all & € X:
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QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Theorem 2. Main Result
Under feasible QPs for all & € X:

For each zg € Xy and &9 € X N Xo(xo),

#(t) € X and z(t) € S for all t > 0.

UFiiskiva €9
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{\w/} a3sed Feedback Law Design

QP-based Feedback Law Synthesis
Control barrier function (CBF)-based approach for control design.

Theorem 2. Main Result
Under feasible QPs for all & € X:

For each zg € Xy and &9 € X N Xo(xo),
#(t) € X and z(t) € S for all t > 0.

> Feasibility of the QPs with proper state initialization renders the
estimate Z(t) € X at all times.

» Then the state z remains in S at all times.

UNIVFRSITY of
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{\\ 'J Solution Scheme

Switching Controller

arg min, ,) %|L — K&+ %nz

st Zh(2)(Ad+ Bu + L(y — C#)) < —nh(#)

argming,, o) 3lvs — K&* + 3¢?
st. 2h(#) (A% + Bo, + L(ys — C#)) < —Ch(&)
o9&
S

DoS

[ b=Ai+Bu+Liy-Ci) T 1L

&= A% + Bu+ L(y, — Ci)

Switching Observer

UFkisiiva €
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{\"'/J Numerical Example

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
1= + T2

2
.’tg =Uu
y = (71, 22)

B OTEXas & @i s
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{\"'/J Numerical Example

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
1= + T2

2
.’tg =Uu
y = (1,72)

» 1y, = x1 is only available when there are no attacks.

» Attacks of max. T, = 1.6s. No attacks for min. T;,, = 0.05s.

UFiisiin & £ @0 smm ca
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{\"'/J Numerical Example

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
1= + T2

T = U
y = (1,72)
g Attack
2 E2t
8 EN
2 &
1 i . . : : 2
0 1 2 3 4 5 6 7
1
Attack
5 05 .
2 o
3] 0
-0.5
0 1 2 3 4 6 7
— 1.5
5 ‘Attack
51 — |
g E
05k
5
=0

t[s]
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{\"'/J Numerical Example

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
1= + T2

T = U
y = (z1,22)
6 _
2 “Attack "
2 2 n
8 T2
b a of
-4 L L L L L &2 ool
0 1 2 3 4 5 6 7
1 2k
Attack N
5 05 N At
= e o
a0 ok
0.5 s 6 4 2 0 2 4 0 s
0 1 2 3 4 6 7
15
8 Attack
51 — |
a E
E 0.5k
8
0

t[s]
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{\"'/J Numerical Example

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
T = — + T2

.’tg =Uu
y = (21,22)
S \"‘\ﬁ;—; Attack Sr
2 4 Eat 4t
8 g ) ol
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=4 ris
=2 0 1 e .
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\/ Numerical Example
- ag»)'

Integrator with Nondetectable Modes under Attack
System F with state 2 = (71, 2) € R?, input u € R, and dynamics

. T
1= + T2

2
.’tg =Uu
y = (z1,22)
e | |
‘ 2\ - ne
) o 2t
i\v——// i; g ot
0 1 2 3 4 5 6 7 Wl
1 1 Attack b
5 05/\% — o )
A 0 | 2 S
Oo[; =
51“ Since 71 (Tha)72(Tw) < 1 then the error is bounded at all times.
51
2 0[; The QPs render Z(t) € X for all ¢, then z(t) € S for all ¢.
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\/ Conclusion
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» Switched controller design with a switched observer that
ensures a LTI system to recover safely from finite-time DoS
attacks in some of the system outputs.

» Conditional invariance of a set with respect to a subset of
initial conditions by employing a barrier function approach
and bounding the estimation error at all times.
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» Switched controller design with a switched observer that
ensures a LTI system to recover safely from finite-time DoS
attacks in some of the system outputs.

» Conditional invariance of a set with respect to a subset of
initial conditions by employing a barrier function approach
and bounding the estimation error at all times.

Future Work

P> Finite-time observer and tighter bound to relax the
conservatism.

Aknowledgements This research has been partially supported by the
Air Force Office of Scientific Research under Grant no. FA9550-19-1-0169

— 250 SANTR CRUOZ

UF |FLORIDA




