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Hyper-properties for Cyber-Physical Systems

e CPS properties of interest commonly include properties such as
* sensitivity to modeling errors,
e probabilistic fairness, and
* anomaly detectability

* These should capture a relationship between multiple simultaneous
continuous-time runs
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Example: System Sensitivity to Modeling Errors

. Walking Robot Benchmark With Reinforcement Learning
Toyota Powertrain Benchmark

Time

—

_ px  Dynamical response depends on system parameters
Y. Wang, M. Zarei, B. |

Bonakdarpour and M. Pajic,
“Statistical Verification of
Hyper-properties for Cyber-
Physical Systems”, 19t" ACM
SIGBED International
Conference on Embedded
Software (EMSOFT), Oct 2019,

Best Paper Award Finalist

How does dynamical response change due to modeling errors or wear-and-tear?
 For example, start time change under probabilistic uncertainty?

Probabilistic hyperproperties: Sensitivity under probabilistic parameter change
Pr, . ([t" —1t™2[<§)>1—c¢

We need new logic to reason over multiple random paths!
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HyperPSTL: Hyper Probabilistic Signal Temporal Logic

Add probabilistic
quantifications

Add reference to
different paths

] Add probabilistic
>|HyperPSTL | arithmetic

STL »| HyperSTL | »| (full) HyperPSTL |

a € AP, and AP is the finite set of atomic propositions, ¢ [P is the probability operator,

Syntax:
. o t; <tywithty, t; € Qu, s ME{L>,5,5,2),
= g N U X
v | (P_l[;;jp | |<P[Pn(p || ](Cp( [tl’tZ](g) Ipeap * 1 is a path variable, and I is a set of path variables, * f:R™ - Ris an-ary elementary function, constants
p =P plj..,p . fu(p) =0 are viewed as 0-ary functions,
For probabilistic arithmetic: - Semantics # For temporal operators:
SEpxply, ©S & lply, ® [Py, For AP and state formulas with fv(@) = @:  (S,Vx) E @1 A@, © (S,Vx) E @1 and (S,Vy) E ¢,

(S, Vx) E 91U, 6,102 © 3t € [t4, £5].

SELf@ Dy =S E fPlvy - [Plvy) o
(,Vx) F a" & a € L (m)(0)) v = U ey A G e g,

S i S bii S, -
E IPT(@)]vy © S F Pro_pyqiin (S, V[T = 0]) F 9) A R A

Vx[IT - o] is a revision of the assignment Vy. EX)EpeSEoly, where V;((t) is the t-shift of the assignment Vy

/ Expressiveness: I /Sensitivity: \
(=™ A~Q™)

Theorem: HyperPSTL strictly subsumes PSTL on CTMCs.
° > 1 — &
o 1 (w((er Aaner (e nsi0ner)
» Satisfaction probability of any STL is O,;,E, 1,s0 P(p) = 5

is always false for any (¢)

k- HyperPSTL P(T1.72) (T(a”l A a”z)) = % is true /
/" Workload Fairness: =il ® Queuing Nf?tworm

) wota Powertrain Benchmark Walking Robot BenchW

P ([P ((=Q;" A Q7 )UQ™ AV r.e0y Q7))
— P72 ((=Q" A =Q7)UQ[ AV jr.e0) Q) < 6)

>1—e.
\_




HyperSMC tool for SMC of HyperPSTL with desired confidence/significance level DU.](C
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Example: Sensitivity Verification for real-world CPS

P(1,72) < (2@™ A =Q™) ) >1—c¢
U((Q™ A Fo51Q™ )V(Q™ A Fo5Q™))

Walking Robot Benchmark Toyota Powertrain Benchmark
With Reinforcement Learning Controller

S . o) £ a Acc. Sam. Time (s) Ans.
£ a Acc. Sam. Time (s) ___Ans. 0.15 095 0.05 1.00 5.9e+01 8.1e+00 True

24 002 001 1.00 7.4e+01 3.0e-01 False

24 0.02 0.05 0.99 4.40+01 14e-01 False 0.15 095 0.01 1.00 9.0e+01 1.3e+01 True

24 012 001 1.00 4.2e+01 1.2e-01  True 0.15 0.99 0.05 0.99 6.6e+01 9.1e+00 False

24 012 005 100  21e+t01  7.0e-02  True 0.15 0.99 0.01 1.00 9.7e+01 1.4e+01 False

. . . 1. 1.3e+01 .0e-02

2.4 02001 1.00 3e+0 4.0e-02 True 020 095 005 098  59e+01 8.1e+00 True

30 002 001 1.00 1.1e+01 2.4e-02 False

30 002 005 100  6.5e+00 116-02  False 020 095 0.01 1.00 9.0e+01 1.2e+01 True

30 012 005 098  7.0e+01 43e-01 False 0.20 0.99 0.05 1.00 3.0e+02 4.2e+01  True

3.0 0.2 001 1.00 1.6e+02 5.5e-01  True 020 099 0.01 0.99 4.6e+02 1.8e+02 True

3.0 0.2 0.05 0.98 1.0e+02 2.9e-01 True

SMC procedure extended to support verification of learning enabled controllers

[1] M. Zarei, Y. Wang, and M. Pajic, “Statistical Verification of Learning-Based Cyber-Physical Systems”, 23rd ACM
International Conference on Hybrid Systems: Computation and Control (HSCC), 2020, to appear.


https://gitlab.oit.duke.edu/cpsl/hypersmc
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Hyperproperties for Motion Planning

Obstacle Goal Privacy-aware Motion Planning
/
//% 3m13my. (71 and 7 are different paths)

Region B

A (71 and 7; give identical observation)

A (71 and 7 reach goal).

Start

Region A Region C Im13ma. (sec(m1) # sec(ma)) A (obs(m1) = obs(m))

Optimality of Synthesized Plans Im V. (s™ Ase™) A (Or(g™ = Org™));
. ((77 reaches goal)A ImVma. (s0™ As™) A (Or(g™ = Org™))

(Vr'.((7" reaches goal) = (m reaches goal)))

Robustness of Synthesized Plans

IrVr'. (7 is derived by disturbing 7') Y :
2 s yT2) A ) "L A "2
A (7 and 7’ reach goal). miVa. clSg, (m1,m2) A clsa(m1, m2) = (™ A ™)
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As a HyperlLTL objective may contain multiple path variables, its satisfaction involves
assigning concrete (infinite) paths to all these path

V.1 — (QAP)“’

The satisfaction relation for the HyperLTL path formulas is then defined for V by

V = a™

V =

V =01 Ao
ViEOy
Vi=EoiUr e
V = dr. v
V =Vr. vy

(N

()

1 and V = po

©
. (V® = ¢, and
< v oy
there exists o € (2AP)«,
such that V[r +— o] =1
for all o € (2AP)¥,
V[m +— o] = 1 holds
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HyperLTL for Motion Planning

Obstacle Goal Initial-state opacity for fixed strategy
%
//% Im13m2.(s0™ A (—80™))
Region
: A (Or(@™ =a™)) A ((Org™) A (Org™)
Start

Current-state opacity

A\

Region A Region C

Jm13me.(s0™ Ase™)A
A (-Or(a™ =a™)) A (Or(o™ = 0™))

Shortest Path ImaVmy. (s0™ Ase™) A (O(g™ = Og™))

Longest Path ImoVmy. (s0™ Ase™) A (O(g™ = Og™))

Initial-state robustness Im1 Ve (80" ASG2)A(™ Ap™) A (Or(a™ = a™))

Action robustness dmq V. (807rl N Som) A ((’Om A ‘PM)



Symbolic Synthesis from HyperLTL Duke
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* A HyperLTL objective contains multiple paths => unlike with LTL formulas, the
required time horizon may be different among the utilized path variables

* H(@, ™) —the required time horizon for a path variable  in a HyperLTL objective ¢

0 if 7' = H(—p,m) = H(p,m),

—oo  otherwise. H(p1 N po, ) = max{H (¢1,7), H(pa, )},
HE3r' . n)=HW,7n), HN#.vV.7m)=H(,n«

H(Oom) = Hloom) + 1. 3., m) = (), H( ) = H(,m)

H((‘fol Ur ¥2, T‘-) — Ill&X{H((pl, W)a H(LP2* T‘-)} + T

Example:

H(ImaVm1. (s0™ A so™) A (Op(g™ = Opg™)),m1) = H(Op(g™ = Opg™),m) =
H(Org™,m) +T =2T



Symbolic Synthesis from HyperLTL Duke
Model Conversion for SMT-Based Synthesis BT caooL o

e Start from a Discrete-Transition System (DTS) M

* A general HyperlLTLf objective ¢
@ = Qqmq ...Qum, where Q; € {3,V}fori € {1, ...,n}

P, = /\té t) =Tm(si(t—1),2;(t—1)))
Qi = Qisi(O)Qz’ai(O) . Qiai(Hr — 1)

Resulting in a first-order formula:

Qumi] .- [Qual- (N

Can be solved with an SMT

P' /\ solver (e
ic(n] z) ¥ Iver (e.g., Z3)



Symbolic Synthesis from HyperLTL [ICRA’20]
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H BEHE B
H EHE B
H EHE B
H EHE B
H BN B
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Shortest path Current-state opacity Initial-state opacity

MPHyper tool — Motion Planning from HyperLTL: https://gitlab.oit.duke.edu/cpsl/mp hyper



https://gitlab.oit.duke.edu/cpsl/mp_hyper
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