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Cyber-Physical System with NN controller

Input

Hidden

Output

Why NN controller?

Low onboard computing cost ;

End-to-end implementation …

Safety
guarantee?



Stochastic Closed-Loop System

Measurement
𝑑(𝑥!)

Input

Hidden

Output

𝑢! = R𝑒𝐿𝑈(𝑑 𝑥! )

𝑥(!#$) = 𝐴𝑥! + 𝐵𝑢! + 𝑤
𝑤 ~ 𝑁(𝜇 , 𝜎&)

Natural disturbance, uncertain
modeling errors, etc.



Probabilistic Safety and Problem Formulation

Definition: Let a function                                 represents the probability of the robot ending up in 
an unsafe state after k time steps from being initialized at      , i.e.:

where                               is a projection operator that returns the robot's current position. In the 
remainder, we shall call a state x p-safe if                     , where                   .

Problem Formulation

Given the dynamical system , the measurement model , the noise model and a trained neural
network controller , our goal is to verify whether the system is p-safe from a specific state
after k time steps.

(A,B)

<latexit sha1_base64="WciIWX+kFrbRZkC4CzfWAAKbW2c=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahgpRdKai3qhePFewHtEvJptk2NpssSVYoS/+DFw+KePX/ePPfmLZ70NYHA4/3ZpiZF8ScaeO6305uZXVtfSO/Wdja3tndK+4fNLVMFKENIrlU7QBrypmgDcMMp+1YURwFnLaC0e3Ubz1RpZkUD2YcUz/CA8FCRrCxUrN8fYZuTnvFkltxZ0DLxMtICTLUe8Wvbl+SJKLCEI617nhubPwUK8MIp5NCN9E0xmSEB7RjqcAR1X46u3aCTqzSR6FUtoRBM/X3RIojrcdRYDsjbIZ60ZuK/3mdxISXfspEnBgqyHxRmHBkJJq+jvpMUWL42BJMFLO3IjLEChNjAyrYELzFl5dJ87ziVStX99VSzc3iyMMRHEMZPLiAGtxBHRpA4BGe4RXeHOm8OO/Ox7w152Qzh/AHzucPnseN0A==</latexit>

d(x)
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ReLU(d(x))

<latexit sha1_base64="aY+gg0+5QsPiFO57r4X1IXkneZo=">AAAB8XicbVBNS8NAEN34WetX1aOXxSK0l5JIQb0VvHjwUMW0xTaUzWbSLt1swu5GLKH/wosHRbz6b7z5b9y2OWjrg4HHezPMzPMTzpS27W9rZXVtfWOzsFXc3tnd2y8dHLZUnEoKLo15LDs+UcCZAFczzaGTSCCRz6Htj66mfvsRpGKxuNfjBLyIDAQLGSXaSA93cONWgspTtdovle2aPQNeJk5OyihHs1/66gUxTSMQmnKiVNexE+1lRGpGOUyKvVRBQuiIDKBrqCARKC+bXTzBp0YJcBhLU0Ljmfp7IiORUuPIN50R0UO16E3F/7xuqsMLL2MiSTUIOl8UphzrGE/fxwGTQDUfG0KoZOZWTIdEEqpNSEUTgrP48jJpndWceu3ytl5u2HkcBXSMTlAFOegcNdA1aiIXUSTQM3pFb5ayXqx362PeumLlM0foD6zPH9XDj64=</latexit>

x0
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System Abstraction and Safety over Regions

The system is abstracted
so that the measurement
model is affine at
each specific abstraction
[Sun, et al., 2019].

Definition:                          is a non-overlapping, polytopic partitioning of the state space. we 
define                             as the extension of the upper bound of      over the state abstraction

as follows:

d(x)
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Dynamic Programming on Transition Graph
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Unsafe
abstraction

Transition Probability Upper Bound:
P (xt+1 2 Sj |xt 2 Si)  P̂ (Si,Sj)

<latexit sha1_base64="Kv/mDtE6dGp2Ot7LUTScpPd4Bsk="></latexit>

Theorem 1: Let S' be a node of the Transition Graph and let k time step Collison probability ;𝐏𝐤
be known. Then, the following holds:

How to compute with
NN controller?

<latexit sha1_base64="gtcO/YcxyFzSi7zuy1f3eR2xycY="></latexit>

P̂k+1(Si) =
X

Sj2NSi

P̂k(Si)P̂ (Si,Sj) Give rise to very
loose bounds.



Chance constrained SMC with NN constraints

Chance augmented set

𝑆&
𝑆$

𝑥!"# = 𝐴𝑥! + 𝐵𝑢!

𝑥!

̅𝑆&(𝑞)

Feasibility to transit

ReLU Activation
Function Constraint

Increase q until we find a value of
q making the modified SMC
problem become infeasible.



Transition Probability Normalization
Theorem 1: Let S' be a node of the Transition Graph and let k time step Collison probability ;𝐏𝐤
be known. Then, the following holds:
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P̂k+1(Si) =
X

Sj2NSi

P̂k(Si)P̂ (Si,Sj)

Theorem 2: Let S' be a node of the Transition Graph and let k time step Collison probability ;P)
be known. Assume ;P) S* ≥ ;P)(S+) when a ≥ 𝑏. Then, the following holds:

Where m is the first index to make
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Abstraction Merging

Theorem 3: Let 𝑆,, 𝑆$, 𝑆& be the nodes of transition graph, and 𝑆$, 𝑆& ∈ 𝑁,.  Consider the set 
𝑆'-. = 𝑆' ∪ 𝑆-. If FS' p ∩ FS- p = ∅, then we could merge 𝑆$, 𝑆& into a new state S′'-.
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P̂ 0(So,S 0
ij) = max(max(P̂ (So,Si), P̂ (So,Sj)) + p, 2p)
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Chance Constrained SMC Based Refinement

Use SMC Several times until we 
find a good partition

A pair of
feasible points
returned from

SMC



NN Generated Path in the 2D Map

Case Study: Navigation with NN controller

Goal

System Abstraction in the 2D Map



(a) Without merging and refinement, k = 6 (b) With merging, k = 6

(c) With refinement, k = 6 (d) With refinement and merging, k = 6

Verification Results with Merging and Refinement



Bound on and actual probability of unsafe events at a given abstraction.

Correctness of the Safety Guarantee



Summary

We propose to add an abstraction merging step in the verification framework, which requires
less computation and can possibly achieve tighter bound on the probability of unsafe events
than just doing refinement on the original abstraction.

We modify the SMC formulation to compute the upper bound on the transition probability in the 
probabilistic transition graph with ReLU controller;



Ongoing Work: Safe Deep NN Control Learning

Arbitrary Robot Shape Complex Workspace

Problem: Given static workspace                   , polygonal robot                 , and dataset      
of points :
l Compute tight subset       of set of safe states .
l Re-train NN controller that fits       and renders        invariant.

Use reachability analysis on closed-loop system to encapsulate 
safety constraints.



Preliminary Results



Thank You for Your Attention!


