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Secure Control Design for Networked Control
Systems With Nonlinear Dynamics Under
Time-Delay-Switch Attacks

Arman Sargolzaei
Carl D. Crane

Abstract—A continuous controller is developed for a
centralized network control system (NCS), which is com-
posed of agents with nonlinear dynamics subject to a time-
delay-switch (TDS) attack and additive disturbances. Since
the state tracking error is unmeasurable during TDS at-
tacks, controllers cannot use the state tracking error to
coordinate the NCS. Therefore, a novel error signal is de-
signed to address this unique challenge and enable the
NCS to achieve a formation control objective. Furthermore,
a TDS attack mitigation strategy is developed, which uses
both learning- and model-based approaches to estimate an
agent’s state for TDS attack detection and compensation.
Lyapunov—Krasovskii functionals are used in the stability
analysis to prove that the tracking errors converge to a
steady-state residual, which is a function of the system
uncertainty and TDS attack properties. The leader-follower
formation control problem for unmanned aerial vehicles
based on a pure pursuit guidance law is selected for a sim-
ulation study to validate the performance of the proposed
method.

Index Terms—Lyapunov—Krasovskii (LK), nonlinear sys-
tems, security of networked control systems (NCSs), time-
delay-switch (TDS) attack.

[. INTRODUCTION

ENTRALIZED network control systems (NCSs) are
C widely employed in small-scale industrial applications,
such as formation flight, reconnaissance, power grid automation,
and search and rescue [1], [2], where it is paramount that NCSs
provide these services even in the presence of cyberattacks. In a
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centralized NCS, every follower agent has a direct line of com-
munication with the leader agent, which is a highly capable asset
that can compute control commands for all agents in the NCS
using the information provided by the followers. The use of a
communication network between the leader and followers gives
NCSs a distinct advantage in terms of scalability and design cost
when compared with single-agent control systems. However,
these benefits come at the expense of increased vulnerability to
arange of cyber-physical attacks as any agent or communication
link can be targeted. Past results have focused on securing NCSs
against two major categories of cyber-physical attacks, namely,
false-data-injection (FDI) attacks [3]-[5] and denial-of-service
(DoS) attacks [6], [7].

Along with prevention strategies, cyberattack countermeasure
algorithms have explored a variety of techniques to manage the
operation of control systems under attack. A series of studies [4],
[51,[7], [8] analyzed a set of different FDI mitigation techniques.
Similarly, Zegers et al. [9] used redundant state information to
detect and mitigate against Byzantine adversaries, which are
the agents capable of launching FDI attacks or ceasing com-
munication with neighboring agents. The results in [10]-[13]
investigated DoS attacks and, their more effective counterpart,
distributed DoS attacks. Despite these results, NCSs are vulnera-
ble to additional emerging threats, such as the time-delay-switch
(TDS) attack [14]. A TDS attack occurs when an adversary
injects unknown time-varying delays into any signal used by
an NCS, e.g., reference, control, and feedback signals.

Several research efforts have investigated the impact of natural
time delays on control systems [15]-[22] and their effects on
stability [23], [24]. Pajic et al. [23] presented a method for state
estimation in control systems in the presence of time delays,
noise, and modeling errors. However, the developed algorithm
solely relies on state estimation. In [24], a delay-dependent
robust method was developed for linear systems under mea-
surement delay. Assuming knowledge of the delays, Zhang et
al. [24] designed a method, which is robust to the largest delay
in the communication channel, leading to a worst-case design
approach that may not be as energy efficient when compared
to adaptive methods that use less conservative time-varying
estimates of the delay. Moreover, such results focus on linear
dynamic systems, where the linearity can be exploited to facili-
tate prediction of the state trajectory despite the delay.
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Prediction and delay compensation for nonlinear systems is
inherently more challenging, and while there are fewer results
developed for such systems, there has been recent progress.
The results in [25]-[33] focused on nonlinear systems with
input delays. The proposed techniques only considered actuator
delays and have not investigated delays in state measurements or
nonlinear systems with state delays. Compensation for known
nonlinear systems with state delays was investigated in [34]
and [35], and compensation for uncertain nonlinear systems
with state delays was explored in [36]-[39]. However, these
techniques assume that the state is measurable, where such a
strategy is not applicable when TDS attacks are applied to the
state. Tan [40] proposed two different estimation methods that
use a neural network (NN) for a class of nonlinear systems with
time-varying time delays that are caused naturally. The method
is more general and accurate than linear time-delay estimation
procedures that focus on state measurement delays. However,
the method in [40] considered an entirely offline data-driven
technique that requires heavy computation and cannot be used
to estimate TDS attacks in real-time.

There are only a few studies that investigated TDS-attack de-
tection and compensation [14], [41], [42]. An emotional learning
control strategy was developed in [41] to enable a nonlinear
system to compensate for TDS attacks. While the design was
effective in counteracting the TDS attack, responsiveness was
limited to systems with recurrent dynamic behavior. In [14],
real-time detection and management of TDS attacks via an
adaptive control algorithm was studied. The suggested adaptive
control algorithm was further extended by an adaptive channel
allocation method in [42]. Moreover, the abovementioned TDS
attack detection and compensation techniques are designed for
a system with linear dynamics.

The main objective of this article is to design a centralized
continuous controller for all agents in an NCS, such that the state
of each agent tracks a virtual leader trajectory in the presence
of exogenous disturbances and TDS attacks. To the best of
our knowledge, previous published methods are not capable
of generating robustness to TDS attacks for NCS composed of
agents with nonlinear control-affine dynamics. In this work, the
state tracking error is only measurable during the absence of
TDS attacks, which is unknown a priori. Hence, it is not practical
to design a controller that utilizes the state tracking error. The
proposed controller uses alternative auxiliary error signals,
which are always measurable, unaffected by TDS attacks,
and facilitate the objective. The stability analysis employs
Lyapunov—Krasovskii (LK) functionals to prove uniformly ulti-
mately bounded (UUB) convergence of the tracking error despite
the system being exposed to TDS attacks and disturbances [43,
Def. 4.6].

In summary, we provide following multiple contributions.

1) Alternative signals capable of rendering safe and stable
closed-loop control of an NCS, which is subjected to TDS
attacks.

2) A control strategy for nonlinear control-affine dynamical
systems that subsume linear time-invariant and linear
time-varying systems.

Secure Links
= = = Links under TDS Attack

O Agents

Fig. 1. lllustration of a centralized NCS subject to TDS attacks. In this
article, a star graph communication topology is considered, where the
leader is denoted by the central node and the followers are denoted by
the external nodes. The vulnerable and secure communication/sensor
links are shown with dashed and solid lines, respectively.

3) An observer for each agent that leverages model knowl-
edge and an NN architecture to detect TDS attacks and
facilitate both safe and stable closed-loop control.

II. NOTATION

Let R and Z denote the set of real numbers and integers,
respectively. Let R”*™ and Z™*" denote the the sets of real
and integer matrices of dimension m X n, respectively. We
write Ry, 2 (2,00), Rs, £ [2,00), and Zs, £ R<, N7Z,
and Z>, = R>, NZ given € R. Let C* denote the set of
k-continuously differentiable functions for k£ € Z~(. The Eu-
clidean norm of a vector r € R” is denoted by ||| £ vV Tr.
The function composition operation is denoted by o, where given
suitable functions f and g, (f o g)(z) = f(g(x)).

[ll. PROBLEM FORMULATION

In this section, we discuss the agent dynamics and the TDS
attack model. We then provide a detailed problem statement.

A. Agent Dynamics, Network Topology, and TDS Attack

Asillustrated in Fig. 1, consider a centralized NCS composed
of N € Z~¢ agents indexed by V = {1,2,..., N}. The NCS
consists of a single leader, indexed by 1, and N — 1 follower
agents. The communication topology of the centralized NCS
is modeled by an undirected and static star graph G £ (V, &),
where V represents the node set and £ C V' x V specifies the
edge set. With respect to the star graph, the leader is modeled
by the central node and the followers are modeled by the outer
nodes. In the centralized NCS, each follower ¢ € V' broadcasts
their measurable output y; € R™ to a leader, which computes
a corresponding control input, which is broadcast back to the
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follower . The motion model of agent ¢ is
&i(t) = fi(wi(t)) + gi(wi(t))uit) + dizi(t), 1)
yi(t) = mi(wi(t), (1)) Q)

where ¢y € R denotes the initial time, n; denotes the dimen-
sion of the state, z; € R™ denotes the state, f; : R™ — R™ de-
notes the known drift dynamics, g; : R — R™*"i denotes the
known control effectiveness matrix, d; : R™ X [tg, 00) — R™
denotes an unknown disturbance, u; € R™¢ denotes the control
input,and 7; : R™+! — R™ denotes the known output function
of agent ¢.

A TDS attack is generated when an adversary injects a time-
delay into a state feedback signal of the NCS. We model a TDS
attack on the output of agent ¢ through the use of the output
function 7;, defined as

mi(ai(t), (1)) = @it — 7i(t)) 2

where 7; : [tg,00) — R>( denotes an unknown delay.

Assumption 1: For all i € V, f; is C' and bounded given
a bounded argument, i.e., if ||z|| < Z for some T € R+, then
| fi(z)|| < f for some f € Rxp [36].

Assumption 2: For all i € V, g; is C'' and bounded given a
bounded argument.

Assumption 3: For all i € V, the exogenous disturbance is
bounded, i.e., ||d;(x;(t),t)|| < d; ¥Vt > t, where d; € R~q.!

Assumption 4: For all i € V), the control effectiveness matrix
g; is invertible, where the inverse of g;, i.e., g; L is bounded
given a bounded argument.

Assumption 5: The graph G is connected Vt > tg [44).2

Assumption 6: For all i € V, the delay is differentiable and
bounded, i.e., |7;(t)| < Ti max Vt > to for some 7; max € Rso.?
Moreover, the derivative of the delay is bounded such that
|75 (6)] < Timax < 1Vt > tq forsome 7; max € (0, 1) [27], [45].

B. Objective

The main objective is to design a centralized-and-continuous
controller for each agent in an NCS such that the state x; de-
scribed by (1) tracks a virtual leader trajectory x4, : [to, 00) —
R™ for all time, even in the presence of TDS attacks. The
tracking error e; € R"™ of agent 7 is defined as

ei(t) = mq, () — xi(t). 3)

Assumption 7: For all ¢ € V, the virtual leader trajectory
x4, € R™ is C* where 24, and 4, are bounded.

Problem Statement: Given the motion model of agent ¢ in (1),
a centralized NCS modeled by G, and Assumptions 1-7, design
a continuous controller, observer, and TDS attack estimator that
renders e; in (3) UUB for each agent i € V.

While (3) is only measurable during normal operation, it is
unmeasurable during a TDS attack. However, each agent can
measure their output y;, i.e., z;(t — 7;(t)), which is a signal

'In practice, the upper bound on the exogenous disturbance can be estimated
from experiments, simulations, prior history, or human expert knowledge [36].

2In this work, fixed communication radii are not considered.

3Tolerable amount of delay originates from the need to satisfy the inequality
in (51).

that the leader can use to compute the corresponding control
for follower . It should be noted that even though f; and g; are
known, this article’s main technical challenge lies in the fact that
the state is not measurable under TDS attacks, which implies
fi(z;) and g;(x;) are also unmeasurable under TDS attacks.
Nevertheless, model knowledge can be leveraged to develop
state and delay estimates to facilitate safe and stable control. To
overcome the challenge of control with state delays, our second
objective is to design an observer to estimate the states of the
NCS in real-time. The state estimation error Z; : [tg, 00) — R"™
of agent ¢ is defined as

Ti(t) £ xi(t) — &4(t) “4)

where ; € R™ is the state estimate of agent ¢. Observe that (4)
is only measurable during normal operation and is unmeasurable
during a TDS attack.

The estimation tracking error, defined as the error between
the desired state trajectory and the estimated state of agent 1, is
denoted by é; € R™ and is given by

éi(t) 2 xq,(t) — #i(t). (3)

The estimated output of agent ¢ is denoted by ¢; € R™¢. The
output error between the true output and estimated output of
agent ¢ is denoted by y; € R™ and is defined as

i) £ yi(t) — 4a(t). (6)
Let 0t € R-( be a user-defined parameter that determines

the time interval [t — dt, t]. The integral of the output error over
[t — 6t,t] is denoted by e,,, € R™ and is defined as

t
cwl® [ s )

While the signals needed for closed-loop system, i.e., x; and
e;, are not measurable during TDS attacks, and the auxiliary
error r; € R™ defined as

ri(t) £ ei(t) + ey, (t) (8)

is always measurable and facilitates the objective. Using the
measurable error signal in (8), we will develop a controller,
observer, and TDS attack compensator that satisfies the problem
statement for each follower ¢ € V.

The rest of this article is organized as follows. The error
signals, state observer, and the Lyapunov-based controller are
presented in Section IV. The proposed TDS attack estimation
algorithm is introduced in Section V. In Section VI, we provide
the stability analysis for the control strategy. An application of a
centralized NCS, namely, leader—follower formation control of
unmanned aerial vehicles (UAVS), is described in Section VII.
Finally, the performance of the proposed secure controller is
evaluated in Section VIII.

[V. CONTROLLER AND OBSERVER DEVELOPMENT

We now derive the pertinent closed-loop error systems and
present both the controller and state observer of agent ¢ € ).
Let D C R*%%5 be a user-defined compact and convex set.
All subsequent bounds derived using the mean value theorem
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(MVT) are computed with respect to D. Substituting (1) into
the time derivative of (3) yields*

éi = aq, — fili) — gi(wi)u; — d;. ©)

Observe that f;(x;) and g;(z;) should be interpreted as
(fiox:)(t) = fi(zi(t)) and (g; 0 z:)(t) = gi(wi(t)), respec-
tively. Based on the subsequent stability analysis,’ the controller
for agent 7 is designed as

u; = (gi(wa,)) (10)

where g;(z4,) = (g © zq,)(t), U; = &q, — fi(xq,) + Kiri, and
K, € Ry is a user-defined gain. Re-expressing the definition
of @, for 4,, substituting the result into (9), multiplying both
sides of (10) on the left-hand side by g;, and substituting the
result into (9) yields

éi = — [fi(zi) — fi(wa,)] — Kiri

— [gi(xi) — gi(xa,)uwi — d;. (11)
Let n; € R™*™ be defined as
ni = [gi(2:) — gi(xa,)] (g5(wa,)) " (12)

where applying Assumptions 2, 4, and 7 along with the MVT to
(12) implies
lm:ll < 7illes |l (13)

for some 7; € R+ . Substituting (8), (10), and (12) into (11),
while adding and subtracting K;x;, yields the closed-loop track-

ing error as
e = — Kie; — Kieyi + x1,; + Ndi (14)

where the auxiliary terms x;, € R and N4, € R"™ are, respec-
tively, defined as

X1, £ = [filz:) = filwa,)] — Kimiri — K@

and

15)

Na, & —nita, +nifi(za,) — d;. (16)

Using the MVT, (3), and (13), the auxiliary term in (15) can
be upper bounded as

Il < eilleall + Kamillealllrall + Kallzll - (A7)

for some ¢; € R+. By applying Assumptions 1, 3, and 7 and
using (13), the auxiliary term in (16) can be upper bounded as

||Ndz H g i'di.,maxﬁi”eiH + fi,maxﬁi”eiu + Jz (18)

“4For brevity, time dependencies are henceforth omitted and the disturbance
d;(xi(t),t) is expressed as d;.

SFunctions f and g are assumed to be bounded given a bounded argument
as stated in Assumptions 1 and 2, respectively. By Assumption 7, 24, is a
bounded trajectory, which is contained within a compact set D. Since f and g
are continuous functions, they admit a maximum over D by the extreme value
theorem. In addition, by the proof of Theorem 1, we show that if IT} (o) € Sp,,
then the trajectories of & are bounded for all time ¢ > 0. Similarly, the function
f is restricted to a compact domain containing & is bounded by the extreme
value theorem.

where ||Zg,| < @4, max and ||fi(zq,)|| < fimax for some
Zd; max, fi,max € Rso.The state estimate of agent 7 is generated
by the following observer:

2i 2 fi(@:) + gi(va,)ui + Lié;

9 = (24, 71) (19)

where L; € R+ is a user-defined gain. Substituting (1), (10),

and (19) into the time derivative of (4) yields the closed-loop
estimation error as

T; = —LiZ; + x2, — Nu, (20)

where X2, 2 fi(xs) — fi(#;) + Kynir; — Lie;. Using  the
MVT, (4), and (13), the auxiliary term Y2, can be upper

bounded as
Ixz. || < éll@ill + Kimille||[lra|l + Lilleq]] 21

for some ¢; € R<. Substituting (10) and (19) into the time
derivative of (5) yields the closed-loop estimation tracking error
as

éi =-—-K;é; — Kieyi + X3,

where Y3, = —[fi(2;) — fi(wa,)] — Lié; € R™. Using the
MVT and (5), the auxiliary term in )3, can be upper bounded
as

(22)

lIxs, [l < (& + Li)lléll

for some ¢; € R+ (. Applying the Leibniz integral rule to (7)
and substituting in the output definition in (1), (2), (6), and (19),
while adding and subtracting Z; (¢t — 7;), yields

(23)

by, = Ti(t —7i) + [Tt — 1) — Ti(t — 73)] — Ga(t — 01).
(24)
Substituting (22) and (24) into the time derivative of (8) yields
the closed-loop auxiliary error

7= — Kiri + x3, + Ti(t — 1) + [2:(t — 1) — Ti(t — 73)]
— it — ot). (25)

V. TDS ATTACK COMPENSATION

This section presents a TDS attack detection and compensa-
tion strategy. Since the unknown delay function 7; of agent 7 is
defined over a noncompact domain, i.e., [to, o), the following
nonlinear mapping is defined to map [ty,00) into a compact
spatial domain [46]. Let k,, € R+ be a user-defined saturation
coefficient and f, : [to, o0) — [0, 1] be defined as

kﬂ(t_to)
kﬁ(t - tO) + 1

Observe that f,! : [0,1] — [to, o0) defined as

1y Fnto1 = +€
110 = T s

is the inverse of f.,, where f (t) = ¢ and f.'(£) = . Hence,
substituting f-!(£) = ¢ into 7;(t) yields

7i(t) = 77,1 (6))-

fr(t) =

(26)
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Since (7; 0 ') : [0,1] — R is a continuous function de-
fined over a compact domain, the Stone—Weierstrass Theorem
in [47] is leveraged to express (26) as

ni(f71(€) = Wlo (Vi'6:) + e

With respect to the right-hand side (RHS) of (27), ¢; € R de-
notes the function reconstruction error corresponding to the NN
representation of 7;, n,, € Z~ denotes the number of neurons,
a € Z~g is a subsequently defined constant, W; € R(mn+1)x1
and V; € R(@+2)*7n denote the ideal and unknown weights for
the outer and inner layer of the NN, respectively, J; : [0, 1] —
R?*2 denotes the subsequently defined input to the NN, and o :
R"» — R"»*1 denotes the stacked vector of bounded and con-
tinuous activation functions, which are selected to be C? [48].

Let 7; : [to,0) — Rxq denote the delay estimate of agent ¢
induced by a TDS attack. The NN approximation for the time
delay affecting agent 7 with respect to the spatial domain [0, 1]
is denoted by (7; o f;.) : [0, 1] — R and defined by

27)

A(f19) 2 W (VTs,) (28)
where W; € R(mnt1x1 apd Vi € R(@+2)xmn denote the outer
and inner NN weight estimates, respectively. Note that W; and
V; are composed with f.- ! to ensure all arguments in the RHS of
(28) originate from the common domain [0, 1]. Let A¢ > 0 and
a € Z>qbethe user-defined parameters that determine sampling
points for the input of the NN corresponding to agent 7, namely,
0;. We then define the NN input as

[1,7(f5,1(€), ([ (&) — AL, 7 (f1(€) — 2A8), ..,
#(f1E) —are)] "

5 2

(29)

Observe that by selecting a > 1, previous samples of the
estimated delay are used as inputs for the NN, which can be
shown to improve estimation performance.® Note that, fora = 0,
6 = [1,7(f-1(£))]" denotes the traditional NN input that only
contains the estimated delay evaluated at the current time, which
is expressed in terms of the corresponding spatial point. The

delay estimation error 7; € R~ is defined as
7i(t) £ 7i(t) — ().
The outer NN weight error T; € R("»+1*1 i5 defined as
Wi(t) & Wi — Wy(t). (31)

And, the inner NN weight error V; € R(@+2)%"n ig defined as

(30)

Vi(t) £ V; = Vi(t). (32)
Substituting (27) and (28) into (30) yields
7 =Wlo (VI5) - Wia (f/iTai) e (33)

®Future works will characterize the performance benefits produced by the
construction of the NN input in (29).

Using a Taylor series approximation, (33) can be expressed
as

7 =WTlo (ViTai) + Wl (f/iT(si) VIS + N (34)

where

N2 W' (f/f&i) VT + Wro (f/ﬁéi) te

VTS,

Observe that O denotes the higher order terms and that
||]\77|| < Ni71nax for some N,;max e Ry [49]. Let I'y, €
R et D> (mat1) and Ty, € R(@+F2)x(a+2) be the symmetric and
positive-definite gain matrices. Based on the subsequent stability
analysis, let W; £ vec(W;) and V; £ vec(V};), such that

W, £ proj (vec (I‘lia (ViT&-) wa, ||gj1||2) ,VAV1) (35)

and

\A/vi £ proj (VCC <F2i(5iW4i :ljl||2 WiTO'/U;;T(SZ')) ,Vi) (36)
wherew,, € R isaparameter defined in the following section.
With respect to (35) and (36), the function proj(-, -) denotes a
Lipschitz continuous projection operator defined in [50, Equa-
tion 4], that is, used to bound Wi and ‘A/Z within user-defined
compact sets.

Remark 1: Recall that 7; is bounded by Assumption 6. Fur-
thermore, observe that WW; and o (V;78;) are bounded by con-
struction. Hence, (28) implies that there exists a 7; max € Rsq
such that |7;(¢)| < 7; max ¥t > to, i € V. Moreover, (30) im-
plies that there exists a 7; max € Rsg such that |7 (¢)| < 7i max
YVt > tg, ¢ € V since 7; and 7; are bounded.

VI. STABILITY ANALYSIS

To facilitate the stability analysis and the use of LK-based
functionals, let the stacked error system of agent ¢ be denoted
by z; € R*™ and defined as

zi 2 el &l rl, éel]t.

Moreover, let II; € R*™+* be defined as

IL &[], /Pik,, VQik,, VEik,, V/Six,]" 37)
where

t

P e, [ [o)Pds (38)
t—7;
t t

Qu, 2 WQi/ (/ |5ci(s)|2ds) do (39)
t*T,; %
t

Rue 2o, [ )]s (40)
t—ot
t t

Sik; éw%/ (/ ||§i(5)2d3) do (41)
t—ot 0
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where wy,,ws,, w3, ,ws, € Ry g are user-defined constants. The
following objects are presented to further facilitate the stability
analysis. Let [; € R>( be defined as
al oo 1s L oTp1y
H; = itr(Wi Ly W)+ atr(Vi Ly Vi) (42)
And, observe that there exits an H; nax € Rso such that
|H;(t)| < Himax Vt>to,i €V since (31) and (32) are
bounded.” Furthermore, note that H; max can be made small
through the selection of I'y, and I's, . Using the Cauchy—Schwarz
inequality, (6) and (7), one obtains the following useful
inequality:

/t 193 ( )”2 < | ’ 2 /t 193 ( )”2
w4, i(S S € (S S.
4; : Yi ds< o5t I1€vi 2 Jis Yi d

—ot
(43)

Another pair of useful inequalities are [36]

’ - 2 w2, ! ~ 2
e | 1Z:(s)[I"ds < = = t [|2:(s)]I°ds

—T;

wa, t t
gz [ [t Pass
2Timax Jt—r, Jo 44)
and
t t
Wy, - Wy, -
S [ s < -2 [ as)Pas
t—ot t—6t
t t
Wy, ~ 2
— Ui (s)||7dsdb.
w [ [1ael -

Using the MVT over D, Remark 1, and (30), it follows that
|2:(t = 73) — 2:(t = 7)|| < &7l

S éiﬁ,lna»x (46)
for some ¢; € R+q. The following parameter definitions and
sufficient conditions are provided for convenience. Let € > 0
and kp, > 0, forp € {1,2,...,12}, be user-defined parameters

that are selected as

d;)? 1
k1, k2, € (0,1), K3 K7y > (216) y K4, > 5
02~
3T
Ko, > i ;,max, k12, € (0,2). 47)
€

Let ¢; =1 — 7;, and note that |(;| > Ci,min> Where ; min £
1 — 75 max > 0 by Assumption 6. Once the parameters in (47)

TFrom the Stone—Weierstrass theorem and the construction of (27), one can
show that W; and V; are fixed matrices of ideal weights. Moreover, the update

laws for W; (t) and V; () are embedded within the projection operator, which
ensures that W;(t) and V;(t) are bounded for all time-independent of the
argument for the projection algorithm. Therefore, W; (¢) and V; (¢) are bounded
a priori.

Fig. 2. Aircraft coordinate system [51]. The roll, pitch, and yaw rates
about the body-fixed frame of the aircraft are shown by p, ¢, and r,
respectively. The angle of attack («), side slip angle (3), the Euler angle
(¢), and pitch angle (0) are illustrated. Note that the pitch angle will be
controlled through the angle of attack.

are fixed, we can then select the following parameters:

0t < min {7 max : 0 € V}

K;
> S S A Ti + Fimancli + 2
max C; €T, <Ni . Tl 24
9 _ (Kli T fi2i> 7 d;,ma i i,ma: n; 9
jf’di,maxﬁi"ﬁf)i fi,maxﬁi“ﬁi 1 ~
+ + , = (Cilﬁgi + Ko, + K10,
2 2 2
2¢; 1
), — (— +1
—H{lh) 2- K12; <2"€81‘ >
1 K; K,
wy, > 0, w3, > s w4i>5t< L4 1)
2K10 K1, K12,
1 -
Wi, >maxy ————, —— (wgi + (5150.141. + W4, Ti max
Cimin”ll,y Cimin
+ Wy, Ni,max)
2"{/4 ~ :td- maxﬁi fi maxﬁi
L. > i . is s
! 2/%41 —1 ( it 2H51‘ + 2"{6@-
/{71
+ 2 + Wi, + Ti,maxW2;
(48)

where 0t is used in (7), K; is used in (10), L; is used in (19),
and wy,, forg € {1,2,...,4},is used in (38)—(41), respectively.
Based on the sufficient conditions presented in (47) and (48),
define the following positive constants:

¢1, = Ki (1 o B

2 2

) — C; — i'di,maxﬁi - fi,maxﬁi
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R3; o :tdi.,maxﬁiﬁf)i fi,maxﬁi"?(}i

2 2 B 2
bo, 2 wi,  Ki K
2 20t 2;‘{1 2%121,
¢ 271 (1— 1 e jjdi,rnaxﬁi - fi,max’r_]i B R,
s 2%, 2k, 2k, 2
— W1; — TimaxW?2;
s Cikg, Ko, Kio;, K11
A g e Wi W i
01 = Bi = =5 2 2 2
K12, ¢ R
oo 2K (1= 5 ) - g (49
¢)61: N ws, 1 ¢7i A <1minWlZ _ 1
2,‘{2101. 2 2%11
N ~
¢)81, £ C“m: ! — w3, — w4¢Ni,max
¢) A Jf + JZQ + Cz Tz ,max Ct Inmwllcz Tz2max
% 2Ry 2m, 2k, 2

Qbi,min = min {(bll 3 ¢3i P ¢4i ) ¢5i}

. d)i,min Ci,minw%
min s
2 2w1i

1>

¢*
4, min

Ci,min w4,i L
4w3i ’ 46t

3
2Ti,max

where ¢ ; through ¢g; originate from (58). Let II} S
7, H;)T € R*"+5, and define the bounding function p; :
R — Ras

_ Liky, K; Liksg,
A K] K3 (3
i (2il]) = 2K57; ||z - -
pilal) 2 28 ] + 2252 1 KL Lo
L;
o L (50)

Observe that p; is a positive, nondecreasing, and radially
unbounded function. The domain over which the Lyapunov
analysis is performed is defined by

D; £ {Il e R*™*° ||| < inf p; " ([4 smins 00)) }

where D; C D and the preimage of A C R under p; is defined
asp; '(A) £ {a € R : p;(a) € A}. The set of admissible initial
conditions is defined by

Sp, 2 {H e R¥+5 |1 < glnfp

(S}
Given the abovementioned definitions, select I';,, I's,, and
the parameters in (47) and (48) such that

\/QHZ max + ¢ 29, < infpi_1

Note that the condition in (51) implies that 7; .« cannot
be too large, otherwise the desired UUB result is unattainable.
Recall that H; max can be made small through the appropri-
ate selection of I'y, and T'y,. The term ¢ ;. can be made
large through the selection of large K;, L;, and wy, and small

w1,,Ws;, Ti max, and dt. Since p; is a nondecreasing function,

([¢z,minvoo)) . (51)

it follows that the RHS of (51) is nondecreasing with respect
to ¢} i, Hence, (51) can be satisfied for some selection of
parameters, provided the delay is small enough. We now present
the main result.

Theorem 1: The controllerin (10), observerin (19), and TDS-
attack estimator in (28) ensure the semiglobal UUB tracking, in
the sense that

¢9,

7, min

t—o0

provided Assumptions 1-7 are satisfied, the sufficient conditions
listed in (47), (48), and (51) are satisfied, and the initial condition
of the system is selected such that IT}(¢g) € Sp,.

Proof: LetVy, : D — R~ beacommon Lyapunov function
candidate for agent ¢ € V) defined as

1 1 1 1
Vi, & §€;f€z+ 5 i Tg. + 27‘ZT7’Z+ QA;“FeZ—&-PLK

+ Qik; + Rik, + Sik, + H;. (53)

Note that V7, characterizes the objective at the agent level.
The Lyapunov function candidate can be bounded below and
above as

1 *
I < Ve, < L + Hi (54)

Using (14), (20), (22), and (25), applying the Leibniz integral
rule to (38)—(41), substituting the result into the time derivative
of (53), and applying the Cauchy—Schwarz inequality, yields

Vi, < — Killesl| +Ki |le:]| lley,

+le:

— Li ||| — K ||ri|”

Hlrall s 1 Nl {126 (8 = )l + [lral| [l 2 (¢ = 73)

=& (t = 73) |+ IIrill 13 (¢ = d0) )| — K |

Kl lewa | + 11es E(1)]?
G, [t — )P + 7 ~<<t>||2 G2
s |t — 88) 2 + St | (0) 1

t t
~ G, / :(5)|2ds — wa, / () 12ds

t—T7; t—ot
+tr (Wfr;}ﬁ/,») +tr (f/iTnglffi) :

(55)
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TABLE |
LEADER AND VIRTUAL LEADER TRAJECTORY SPECIFICATIONS

Leader’s Position

| Virtual Leader’s Position

Longitudinal Direction (X axis)

X; =110 + 150t

| X, = 100 4 150¢

Lateral Direction (Y axis)

Y; = 110 4 40sin(0.1t) + 2t

| Yy =100+ 40sin(0.1¢) + 2¢

Horizontal Direction (Z axis)

H; = 1100 + 40 cos(0.1¢) + 2t | Hyy = 1100 4 40 cos(0.1t) + 2¢

TABLE Il
RooT MEAN SQUARE ERROR OF FOLLOWER TRACKING DESIRED ROLL,
PITCH, AND YAW RATES IN THE PRESENCE OF A TDS ATTACK FOR

SCENARIO |
State Traditional controller [51] | Proposed controller
Roll rate 4.24 3.86
Pitch rate 1.81 1.78
Yaw rate 0.18 0.16
Using (17), (18), (21), (23), V; = —V;, and W; = —WW;, (55)

can be upper bounded by

Vi, < =K |lei|> + Ki |les]| [ley,

+ llesll (ci llesll + K (12|
+Kifi |leill lImill) + lleill (Za, maxi leill + fimaxi lleqll
i) + (& @il + Kadgs lleall llrall + L [les]]) 12|

— Li | %] + (Za, maxi €]l + fimaxi leall + di) 1]
— Killrall® + (& + L) lIrall esll + [lrall N1 (¢ — 7:)

— & (¢ = 7) |+ Irall 19 & = SO+ Nrall 1|25 (¢ — )l
— K |léill* + K lléill lley, | + (& + L) [léil|®
+wr, [ & ()17 = G, 1Z:(t — 73) |17 + Tawn, [|12:(8) ||

+ dtwy, |G (O + ws, [1G: (D11 — ws, |1:(¢ — at)]|?

t t
f@%/ M@W@f%/
t—7; t—5t

—tr (WZ—TI‘I} Wl> —tr (\ZTFQil‘j}) .

17:(s)1ds

(56)

Using the MVT over D;, Remark 1, (1), (2), (6), (19), and (30)

while adding and subtracting Z; (¢t — 7;), it follows that ||7;|| <
|2;(t = 72)|| + €iTi max> Where the Young’s inequality yields

)H +cz i,max

sllade — 77

[19ill* < 11:(t = 7)1 + 263 7i max||(t —
- 1
< asle = 717 + 2 (38 +

°2~2
+¢ Tz max

<2 H‘%Z(t - TZ)” + 202 i,max:*
(57)

Using (35), (36), (43), (46), (57), and the Young’s inequality,
(56) can be upper bounded by

R3;
2

i + fi,maxﬁi +

. Ki,‘{ ) Ki:‘i i .
Vi, < (21 ci 22

Td; maxTiks, | fimaxTiKe, 2 K;
7 k3 9 k3 _ [{v .
+ 5 + 5 > sl + <2mi

+ f(z W4, ” L*K4. Kl
2/&12i 25t y7

2K ||z -
( il + L0 4

Likg, L; 2 - L; Td; maxTi
+ 1 . . . + 73
3 o Th) B G g
fz2max7h + UJl + T»L mawa o Ll) ||£2 H2
K6i

d? d? CiminW1, o9~ 1 5.
+ (2’;3 + 2/{,17 + 7’““51 C?Tiz,max + %C?Timax

i

2
Kz‘) [l
¢ Kikia, . .2 1
— + 6 —K; i — —ws,
+ <2581 + 5 + ¢ ) lé:]]” + (21_{101 w3,

1 IIlln
_ & “) NOEESTE

i

Cikg, | Ko, . K10, , K11,
Jr( 2 + 2 + 2 + 2

2:‘{11I

~ 2
x [lgs (¢ = 0t)|” + (
~ w
+ <W3i +w41,Ni,max - C”mn L ) || z”

L. 2 Wy, L. 2
G, [ T (s)Pds = 22 [ (o) s,
t—7; t—ot
(58)

Using (44), (45), the auxiliary parameters in (49), and the
bounding function in (50), (58) can be further upper bounded by

) (b',min ¢',min
Vi, < = (252 = il ) Il = 2552 P 4,

Ci,minW2, Ci,min Wy, SLK;
— ’71P _ ’ o i - i
2n, LK ~ 5 S Qik, T, LK~ s
* * 2
< = (& i — i (12:])) 12il1* = &5 poin ITL 7 + @0, (59)
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East (m)
Fig. 3. Leader, virtual leader, and follower trajectories under the pro-

posed strategy, where the follower is subjected to a TDS attack and an
environmental disturbance for Scenario |. The simulation is 100-s long.
A TDS attack is injected at the 1-s time point. The follower tracks the
virtual leader under disturbances and TDS attacks.

Using (54) and recalling that II} € D;, it follows that

y * i, mi 2
Vi, < = (6 min — pi (12]) ll2:lI* = — I + oo,

*
% 72, min %112
+ (bi,minHi,max - 74 ||Hz H

bo,

Hz,max + ¢f£7min .
(60)
Invoking [43, Th. 4.18], we conclude the semiglobal UUB
tracking, where (52) holds, provided IT}(¢y) € Sp,. Last, ob-
serve that II7 € L., which implies e;, Z;, 7;, é; € L. Hence,
(10), r; € L, and Assumptions 1, 4, and 7 can be used to
conclude thatu,; € L. Moreover, &; € L sinceé;, 4, € L.
Last, ey, € L since 7y, €; € L. |

*
< _ 4, min HH:HQ

YL > 2
< - o HE

VIIl. SIMULATION STUDY: LEADER—FOLLOWER FORMATION
CONTROL OF UAVsS

The proposed algorithm is implemented and evaluated on a
centralized leader—follower NCS, where each agent is modeled
as a WVU YF-22 unmanned aircraft. This model was chosen
to exemplify the capability of the proposed result in which a
six-degrees-of-freedom (DoFs) nonlinear system is controlled
to achieve leader—follower formation flight. The objective is to
perform the formation control while tracking a virtual leader
trajectory in the presence of TDS attacks and environmental
disturbances.

A. Nonlinear Dynamic Model of UAV

The nonlinear dynamic model of the aircraft is described by
the six-DoFs equations of motion in [52]. As illustrated in the
Fig.2,p; € R, ¢; € R, and ry, € R are the roll, pitch, and yaw
rates, respectively, about the body-fixed frame of the aircraft,

which are described by
b= g e L
Vo, (L, — Iy, + L,)pids
+ (L (y, = L) = I2.,) iy, (61)
Gi = Ilyi[piryi (L. — L)) + 1, + Lo (72— 9)] (62)
iy ! L.~ I, + L)L) giry,

T L — 12 (€

+ (Iﬂﬁa (II7 - Iy7) + Igzl) Digqi + (IIZlIaW + ILnth)]
(63)

where the moments of inertia about the x-, y-, and z-axis are
I, € R, I,, € R,and I, € R,respectively. Note thatn,, € R,
lo; € R, and m,,; € R are aerodynamic yawing, rolling, and
pitching moments, respectively, and the inertia moment about
the x—z-plane is defined by I, € R.

The angle of attack «; € R, the side slip angle 3; € R, the
Euler angle ¢; € R, and the pitch angle 6; € R for agent ¢ are
described by

. 1
Bi = [Mmiga, sin(0; — ;) sin ¢; — T} sin B; cos o
m;v;
+Fy, cos B;] — r; cos a; + p; sin oy (64)
1
vy =——[-L* i9a; cos(0; — a;) cos ¢;
& mivicosb’[ T4+ m;ga, cos( ;) cos ¢

— Tisiney] + g — (ry, sin; + p; cos ;) tan B; (65)
(/.51‘ = p; + (g;sin ¢; + 1y, cos ¢;) tan ;
0, =

(66)
(67)

where m; € R>¢ is the mass of UAV and g,, € R>¢ is the
magnitude of the acceleration due to gravity. The indicated air
speed v; € R is described as

— Ty, Sin @; + q; cos @;

1
b; = —[Fy, sin B; — m;gq, sin(6; — ;) — D;

K2

+ T; cos f3; cos «] (68)

where T; € R is the thrust, L] € Ris thelift, D; € R is the drag
force, and Fy, € R is the aerodynamic side force.

B. Dynamic Model of NCS

For simplicity, we assume that all agents have the same nonlin-
ear dynamic model. Moreover, this article uses a 3-D pure pursuit
(PP) guidance law for the guidance system design. The guidance
system’s task in a formation flight is to ensure the follower UAVs
track the leader UAV while preserving a desired relative spacing.
This is achieved by maintaining the line of sight between the fol-
lower and leader aircrafts. More details about the PP algorithm
can be found in [51]. Due to the fact that the PP algorithm is not
designed to control velocity, we designed a velocity controller
based on the developed dynamic inversion technique. The veloc-
ity controller has two loops. The inner-loop controls the velocity
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Fig. 4.

Plot of the p, ¢, and r states in the presence of a TDS attack and disturbance for Scenario I. The proposed controller is able to track

the command with more accuracy than the traditional control technique in [51]. Both controllers perform well at steady-state (almost after 30 s of
simulation), where the deviation between the delayed and actual signals is small.
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Fig. 5. Aileron, elevator, and rudder signal of the follower under a
TDS attack and disturbance for Scenario |. The control signals approach
steady-state values after almost 24 s.

using throttle, and the outer-loop controls the relative distance
by feeding the desired velocity to the inner loop (see [51]).

1) Inner Control Loop: The fast states of the aircraft are the
attitude rates that are controlled with actuator inputs J,, € R,
de, € R, and d,, € R, which are shown in Fig. 2. The desired
reference values of the attitude rates come from the outer control
loop. Considering the dynamic system described in (1) and the
aircraft model in (61)—(63), the inner dynamic model of the ¢th
agent can be written as

@it = fin(gin) + gin(@M)ul (m (2, 7, 1) +d; (69)

30 , , , ,
—Roll rate tracking error
— = = =Pitch rate tracking error| |
o 20
0] ==="Yaw rate tracking error
3 )
% 10 .
~ LY
i L Ao
g 0 ||"'"IY
i) AN
@10 {
o ]
= |
w 20
-30 L L L L
0 20 40 60 80 100

Time (sec)

Fig. 6. Tracking error signals of roll, pitch, and yaw rates for the follower
under a TDS attack and disturbance for Scenario I. Tracking errors
approach zero after 25 s.

where 2" £ [p; ¢; 7,,,]T € R3and ul® £ [4,, e, 6,,]T € R® are
the inner control loop state and input, respectively, for the ith
agent. Let 7" € R denote the time-delay injected into the inner
control loop state of the system. The nonlinear function f" can
be derived from (61)—~(63). The matrix g is

Lsa 0 L
P =10 Mg 0 (70)
Nsa 0  Ng
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—Roll rate estimation error

= = =Pitch rate estimation error
==="Yaw rate estimation error

0 10 20 30 40 50 60
Time (sec)

State Estimation Errors (deg/sec)

Fig. 7. State estimation errors for roll, pitch, and yaw rates of the fol-
lower under a TDS attack and disturbance for Scenario |. The proposed
nonlinear state estimator can accurately estimate the yaw, roll, and pitch
signals after almost 10, 30, and 35 s, respectively.
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Fig. 8. TDS attack estimation error for Scenario |. The delay estimation
error, defined in (30), approaches zero after 8 s, illustrating the perfor-
mance of the delay estimation algorithm.

where L(;g, L5Z’ M(;f, N,;;_z, N5Z € R are rolling, pitching, and
yawing moments about deflections of the control input axis.

2) Controller Design of Outer Control Loop: The slow
states a; € R, 3; € R, and ¢; € R are used for the outer control
loop design. Based on this literature, the assumption of the
time-scale separation between the outer control loop and the
inner control loop is implemented to ensure that the deflections
of the control surfaces have no interaction with the states of the
outer control loop. Considering the dynamic system described
in (1) and the airplane dynamic model in (64)—(66), the outer
control loop dynamic model of the ith agent is defined as

B )+ g )l @

where 29" £ [3; a; ¢;]T € R3, £ € R3, and g € R3*3 can
be obtained from (64)—(66). Since we are controlling the flight
path, by controlling the angle of attack («), the pitch angle (6)
will be controlled as well. Thus, the dynamic inversion controller
for aircraft attitude is designed based on the angle of attack
instead of the pitch angle [51].
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Fig. 9. Plot of the p, ¢, and r states in the presence of a TDS attack,
disturbance, and measurement noise for Scenario Il. While the tradi-
tional control technique in [51] has better tracking performance than the
proposed strategy during the first 25 s of the simulation (i.e., prior to the
TDS attack), only the proposed strategy is robust to the TDS attack,
which attains a maximum delay of 10.1 s. The traditional controller
causes the system to go unstable as a result of the TDS attack, leading
to safety concerns.

o

N

N

Delay Estimation Error (sec)
w

=N
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Fig. 10.  TDS attack estimation error for Scenario Il. The delay estima-
tion error approaches zero as time progresses.

VIII. SIMULATION RESULTS AND DISCUSSION

A six-DoFs model of an aircraft with all actuator and sensor
limitations is used to demonstrate the proposed strategy through
a MATLAB Simulink simulation. The details of the parameters
can be found in [51]. The virtual leader’s and leader’s direction,
distance, and relative velocity are presented in Table I. The
virtual leader trajectory is selected to enable validation with the
results presented in [51].

A. Scenatrio |

In this scenario, a TDS attack modeled by 73 =
0.04 tanh((1/30)t) + 0.08 has been injected at the 1-s time point
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to the rolling rate (p1), pitching rate (¢;), and yawing rate (1)
sensors of the follower. The injection of a TDS attack during
the transmission of these states can directly affect the controller
performance. A disturbance defined by dy = 0.01sin(¢/8) +
0.02sin(t/9) is applied in the simulation. Fig. 3 shows the
trajectories of the virtual leader, the leader, and the follower
using the virtual trajectory defined in Table I. Fig. 3 shows that
the follower can follow the virtual leader despite the injection of
a TDS attack. In Fig. 4, the inner-loop controller performance
of the proposed controller with TDS attacks compensation and
a traditional controller (dynamic inversion) without the TDS
attack compensation are compared. The inner-loop is respon-
sible for controlling the rolling, pitching, and yawing rates of
the aircraft. And, as can be seen in the breakout windows of
Fig. 4, the proposed controller significantly outperforms the
dynamic inversion controller provided in [51]. Table II gives
the follower’s tracking error for the roll, pitch, and yaw rates
in the presence of a TDS attack on the system’s sensors for
the proposed controller and the controller in [51]. The actuator
inputs for the follower are illustrated in Fig. 6. The estimation
error signals for roll, pitch, and yaw rates are shown in Fig. 7.
Finally, the error between injected and estimated TDS attack is
shown in Fig. 8.

B. Scenario Il

This scenario illustrates the proposed controller’s perfor-
mance under a TDS attack with a large delay. We also added
Gaussian noise to the sensor measurement signals. A TDS attack
modeled by 71 = 10tanh(0.4¢) + 0.1 has been injected at the
25-s time point to the rolling rate, pitching rate, and yawing
rate sensors of the follower. The performance comparison of
proposed and traditional controller is shown in Fig. 9. It can
be seen that our strategy achieves robustness to a TDS attack
with a delay magnitude of 10.1 s. Fig. 10 illustrates the delay
estimation error indicating the TDS attack compensator’s ability
to estimate a maximum delay of approximately 10 s.

IX. CONCLUSION

For a centralized NCS subjected to disturbances and TDS
attacks, a continuous secure controller, observer, and TDS-attack
compensator were developed to enable an NCS consisting of
agents with nonlinear control-affine dynamics to track a desired
trajectory. A Lyapunov stability analysis along with LK func-
tionals were used to prove that the trajectory tracking error is
UUB. The NN-based design of the TDS-attack estimator was de-
rived from the presented Lyapunov analysis. Simulation results
showed that the tracking errors converge to a neighborhood of
the origin, where the objective of having the NCS track, a virtual
trajectory in the presence of TDS attacks and environmental
disturbances was achieved. Future works may investigate the
identification of TDS attacks and extend the development to
systems with unknown dynamics. One may also extend the
development to systems that utilize intermittent state or output
feedback as dictated by a timer or event trigger mechanism. This
result is focused on a particular class of bounded TDS attacks,

and future works can consider how to generate robustness to
more general classes of TDS attacks.
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