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Event-Triggered Formation Control and Leader
Tracking With Resilience to Byzantine
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and Warren E. Dixon , Fellow, IEEE

Abstract—A distributed event-triggered controller is de-
veloped for formation control and leader tracking (FCLT)
with robustness to adversarial Byzantine agents for a class
of heterogeneous multi-agent systems (MASs). Assuming
each agent can accurately measure the state of a neighbor
whenever the neighbor broadcasts its state, a reputation-
based strategy is developed for each agent to detect Byzan-
tine agent behaviors within their neighbor set and then se-
lectively disregard Byzantine state information. Selectively
ignoring Byzantine agents results in a time-varying graph
topology. Nonsmooth dynamics also result from intermit-
tent communication due to an event-triggered strategy,
which facilitates the efficient use of resources. Nonsmooth
Lyapunov methods are used to prove stability and FCLT of
the MAS consisting of the remaining cooperative agents.

Index Terms—Decentralized control, fault tolerant con-
trol, multi-agent systems, networked control systems.

I. INTRODUCTION

EVENT-TRIGGERED control (ETC) is an intermittent state
feedback strategy motivated by advantages such as the

efficient use of resources, like communication energy and band-
width, through trigger-based sensing, actuation, and/or com-
munication (see [1]–[5]) and the ability to design the trigger
condition to ensure stability properties [6]. ETC has been applied
for the coordination of multi-agent systems (MASs), especially
in mobile network applications, given the limited energy in
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portable power supplies and constrained networks available in
operational scenarios (see [2], [3], [7]). Results such as [1], [3],
[5], [8], and [9], among many others, are developed under the
implicit assumption that the MASs operate in a benign environ-
ment that is free from adversaries (i.e., all agents are cooperative
in the sense that they communicate true state information and
follow the network objective).

With respect to ETC, if the update of state variables is delayed
and/or updated with incorrect information, the resulting system
performance may degrade, especially if state updates are infre-
quent. Because the communication timing conditions of ETC
methods create potential vulnerabilities, resilient strategies are
motivated for assured coordination in contested environments.
Common threats in contested environments include: Denial-of-
service (DoS) attacks, time-delay switch (TDS) attacks, and
Byzantine attacks. A DoS attack occurs when an adversary
interrupts communication within a network [10]; a TDS attack
occurs when an adversary imparts time delays on communica-
tion within a network [11]; and a Byzantine attack is a more
general threat where communication can be delayed, corrupted,
and/or interrupted arbitrarily [12].

In this article, we focus on Byzantine threats since they are a
generalization of DoS and TDS attacks. As in [13], we consider
two types of Byzantine behavior. A Type I Byzantine agent
remains in the mobile network, where it can halt, delay, or
corrupt information communicated to its neighbors temporarily
or indefinitely. A Type II Byzantine agent abandons the mobile
network while communicating true or no state information about
itself temporarily or indefinitely. These designations are not
fixed for all time, and any adversary can be categorized as either
type at any time.

Results, such as [14]–[16], attain consensus in the presence
of Type I Byzantine adversaries. However, they are not able
to identify Byzantine threats nor can they alter the communi-
cation network to stop data sharing between the cooperative
and Byzantine agents as in [13]. In [13], Byzantine adversaries
are identified through a Lyapunov-based detector that compares
communicated state information to worst-case state estimates
that are based on accurate past neighbor state information. While
such a strategy enables Byzantine agent detection, it is limited
in the sense that the detector requires an upper bound on the
control of each neighboring agent, which may be unknown a
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priori. Moreover, once an agent is categorized as a Byzantine
adversary, it cannot be reincorporated back into the cooperative
neighbor set even if it becomes cooperative. Such a scenario
can occur when the communication links between a group of
cooperative agents are temporarily jammed by an adversary.
These limitations can potentially be circumvented through the
use of a reputation algorithm [17], which does not require exact
model knowledge of each neighbor’s dynamics, does not require
bounds on neighbor quantities such as control, and enables the
reintegration of rehabilitated agents, i.e., agents that convert
from Byzantine to cooperative.

In this work, we expand our precursory result in [13] and
investigate formation control and leader tracking (FCLT), also
referred to as leader–follower formation control in [18], in the
presence of Byzantine adversaries. Specifically, FCLT refers to
a set of follower agents tracking the trajectory of a leader agent
while the follower agents preserve a predefined formation. The
Byzantine adversaries are assumed to operate independently,
i.e., Byzantine agents do not work together against the coop-
erative followers. Since only the cooperative followers must
collaborate to perform secure FCLT, a traditional unsigned graph
is used to model the network of cooperative followers. Moreover,
an ETC method is developed that facilitates assured FCLT while
promoting the efficient use of resources and providing resilience
to Byzantine adversaries. While the coordination strategy in [13]
relies on exact model knowledge, this result enables coordi-
nation for agents modeled with uncertain nonlinear dynamics
subject to an exogenous disturbance.

Inspired by the reputation-based method for adjusting the
network edge weights in [17], we develop a reputation-based
Byzantine detection strategy that enables coordination between
cooperative agents only, while enabling the capability of reinte-
grating rehabilitated agents. The reputation strategy also enables
malfunctioning agents to be isolated from the cooperative MAS
to ensure safety and enable the remaining agents to achieve the
objective. A malfunctioning agent can be reintegrated into the
network once functional operational control can be established.
By coordinating only with cooperative neighbor information, the
influence from each Byzantine adversary is cut out from the net-
work consisting of only the cooperative followers. The Byzan-
tine detection strategy is based on two-point authentication, e.g.,
comparing communicated and sensed state information, where
the redundancy in state information enables Byzantine agent
detection. Stability of the ETC strategy is examined through
nonsmooth Lyapunov analysis.

In our preliminary result in [19], we established the concept
of using a zero-order hold to enable formation control and
leader tracking with intermittent communication between the
followers only and the use of trust and reputation models to
impart resilience to Byzantine adversaries. In this article, a
more complete development of the ideas in [19] is provided
by: 1) A revised, more detailed, and more rigorous narrative
and presentation; 2) a generalization of the mathematics to
relax the previous requirement of continuous communication
with the leader to allow only intermittent feedback; 3) a proof
of the existence of a positive uniform lower bound for the
difference between consecutive broadcast events for each agent,

including the leader; and 4) simulation results that demonstrate
the performance of the developed methods.

II. PRELIMINARIES

A. Notation

Let R and Z denote the sets of real numbers and inte-
gers, respectively, where R≥0 � [0,∞),R>0 � (0,∞), Z≥0 �
R≥0 ∩ Z, and Z>0 � R>0 ∩ Z. Let p, q, n ∈ Z>0. The p× q
zero matrix and the p× 1 zero column vector are denoted
by 0p×q and 0p, respectively. The p× p identity matrix and
the p× 1 ones column vector are denoted by Ip and 1p, re-
spectively. The Euclidean norm of a vector r ∈ Rp is de-
noted by ‖r‖ �

√
r�r. The Frobenius norm of A ∈ Rp×q is

denoted by ‖A‖F �
√

1�p (A	A)1q, where 	 denotes the

Hadamard product. The block diagonal matrix, whose diago-
nal blocks consist of G1, G2, . . ., Gn ∈ Rp×q , is denoted by
diag(G1, G2, . . ., Gn) ∈ Rnp×nq. Given a symmetric matrix
A ∈ Rn×n,λmin(A),λmax(A), and λi(A) denote the minimum,
maximum, and ith eigenvalue of A, respectively. The class C1

refers to the set of continuously differentiable functions. Let f
be an essentially bounded measurable function. Then, f ∈ L∞
if and only if inf{C ≥ 0 : |f(x)| ≤ C for almost every x} ∈
R≥0. The Kronecker product of A ∈ Rp×q and B ∈ Ru×v is
denoted by (A⊗B) ∈ Rpu×qv. The complement and power set
of the set S are denoted by SC and 2S , respectively.

B. Algebraic Graph Properties

Let G(t) � (V, E(t),A(t)) be a time-varying, weighted, and
undirected graph with node set V � {1, 2, . . . , N}, for N ∈
Z>0, edge mapping E : [0,∞) → 2V×V , and weighted adja-
cency mapping A : [0,∞) → RN×N , where A(t) � [aij(t)],
such that aij : [0,∞) → [0, 1]. Within the context of this work,
no self-loops are considered and, therefore, aii(t) � 0 for all
i ∈ V and for all t ≥ 0. An undirected edge is defined as an
ordered pair (j, i), where (j, i) ∈ E(t) if and only if (i, j) ∈
E(t). Note that (j, i) ∈ E(t) implies agent i can obtain infor-
mation from agent j and vice versa. An undirected path is a
sequence of undirected edges in E(t). An undirected graph is
called connected if and only if there exists an undirected path
between any two distinct nodes. The time-varying neighbor set
of node i is defined by Ni : [0,∞) → 2V , where j ∈ Ni(t)
if and only if (j, i) ∈ E(t). The weighted degree matrix of
the undirected graph G(t) is defined by Δ : [0,∞) → RN×N ,
such that Δ(t) � [Δij(t)], where Δij(t) � 0 for all i = j and
Δii(t) �

∑
j∈V aij(t).

The weighted graph Laplacian L : [0,∞) → RN×N of the
undirected graph G(t) is defined by L(t) � Δ(t)−A(t). Let
node 0, where 0 /∈ V, be independent of the graph structure
and bmax ∈ R>0. Let the diagonal (pinning) matrix encoding
the edge weights between node 0 and node i ∈ V be defined
by B : [0,∞) → RN×N , where B(t) � [bij(t)], such that bi �
bii : [0,∞) → [0, bmax] for all i ∈ V and bij(t) � 0 for all i = j.
If bi(t) > 0, then node i can receive information from node 0.
The time-varying weighted connectivity matrix H : [0,∞) →
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RN×N , encoding the flow of information between all nodes in
V ∪ {0}, is defined by H(t) � L(t) +B(t).

III. AGENT DYNAMICS AND NETWORK TOPOLOGY

Consider a heterogeneous MAS consisting of a single leader
agent indexed by 0 and a set ofN ∈ Z>0 follower agents indexed
by V. The uncertain nonlinear model for agent i ∈ V ∪ {0} is

ẋi(t) � fi (xi(t)) + gi (xi(t))ui(t) + di(t) (1)

where xi : [0,∞) → Rn denotes the position, ẋi : [0,∞) →
Rn denotes the velocity, fi : Rn → Rn denotes the uncertain
drift dynamics, gi : Rn → Rn×m denotes the known control
effectiveness matrix, ui : [0,∞) → Rm denotes the control in-
put, and di : [0,∞) → Rn denotes an exogenous disturbance
for agent i. Let B : [0,∞) → 2V define the time-varying set of
Byzantine agents and C : [0,∞) → 2V define the time-varying
set of cooperative agents, where B(t) ∩ C(t) = ∅ and B(t) ∪
C(t) = V for all t ≥ 0. The following assumptions are made to
facilitate the subsequent analysis.

Assumption 1: For each i ∈ V ∪ {0}, the uncertain drift
dynamics fi is classC1 and bounded given a bounded argument,
i.e., if ‖x(t)‖ ≤ c̄1 for some c̄1 ∈ R>0, then ‖fi(x(t))‖ ≤ c̄2 for
some c̄2 ∈ R>0.

Assumption 2: The control effectiveness matrix gi is C1,
bounded given a bounded argument, and full-row rank for all
i ∈ V ∪ {0}.Moreover, the right pseudoinverse of gi is denoted
by g+i : Rn → Rm×n, where g+i (·) � g�i (·)(gi(·)g�i (·))−1 is
bounded given a bounded argument for each i ∈ V ∪ {0}.1

Assumption 3: The exogenous disturbance di is continuous
and bounded in the sense that ‖di(t)‖ ≤ di,max for all t ≥ 0
and i ∈ V ∪ {0}, where di,max ∈ R>0 is a known bounding
constant.

Assumption 4: The leader is cooperative for all t ≥ 0.2

Assumption 5: Agent i is capable of measuring its own
position xi(t) for all t ≥ 0 and all i ∈ V ∪ {0}.

Assumption 6: [17] The control and position of the leader
are bounded, i.e., there exist u0,max, x0,max ∈ R>0, such that
‖u0(t)‖ ≤ u0,max and ‖x0(t)‖ ≤ x0,max for all t ≥ 0.

Assumption 7: For each instant t ≥ 0 that follower j ∈ Ni(t)
broadcasts its state to follower i, follower i can accurately
measure the state of follower j.

Let xij : [0,∞) → R≥0 be defined as xij(t) � ‖xi(t)−
xj(t)‖. Agent i can broadcast information to agent j if and
only if xij(t) ≤ RC,i, where RC,i ∈ R>0 denotes the commu-
nication radius of agent i. Similarly, agent i can sense agent
j if and only if xij(t) ≤ RS,i, where RS,i ∈ R>0 denotes the
sensing radius of agent i. Without loss of generality, let R �
min
i∈V

{RC,i, RS,i} ∈ R>0, where R is defined as the interaction

radius of all agents in the MAS. The neighbor set of follower

1The assumption of a full-row rank control effectiveness matrix is potentially
restrictive for some applications (e.g., underactuated systems) and is a topic
for future investigation. For LTI systems with a full-column rank control effec-
tiveness matrix, the algebraic Riccati equation or linear matrix inequalities can
potentially be used to develop stabilizing controllers.

2In the absence of a manned leader, multiple leaders can be added to the MAS
through the pinning matrix strategy to impart additional resilience to Byzantine
adversaries. Assumption 4 can then be reduced to requiring that at least one
leader is cooperative for all time.

i is given by Ni(t) � {j ∈ V : xij(t) ≤ R}, where followers
i and j ∈ Ni(t) can both broadcast information to and sense
each other. Followers i and j are said to be paired if and only if
i ∈ Nj(t) and j ∈ Ni(t). Similarly, followers i and j are said
to be connected if and only if aij(t) = 0 and aji(t) = 0.

Observe that follower i can be influenced by follower j if
and only if aij(t) = 0. The influence relationships between the
followers of the MAS are modeled by a time-varying, weighted,
and undirected graph G(t) � (V, E(t),A(t)). Let EC(t) denote
the undirected edge set and AC(t) denote the weighted adja-
cency matrix associated with all cooperative followers in C(t).
Moreover, the sub-MAS consisting of only the cooperative fol-
lowers is modeled by the time-varying, weighted, and undirected
graph GC(t) � (C(t), EC(t),AC(t)) and is referred to as the
cooperative MAS (CMAS).

Assumption 8: The graph GC(t) is connected for all t ≥ 0,
and bi(t) > 0 for some i ∈ C(t) for all t ≥ 0.3

Remark 1: Assumptions 4 and 8 ensure that each cooperative
agent has at least one cooperative neighbor for all t ≥ 0, even
in the presence of a DoS attack. Moreover, Assumptions 4 and
8 ensure that the Byzantine agents cannot enter the MAS in a
manner that partitions GC(t) for any t ≥ 0.

IV. OBJECTIVES

The goal is to design distributed controllers for all followers
in the MAS that maneuver the followers to a desired formation
while tracking the leader. However, as FCLT is taking place,
some followers may transform into Byzantine agents as a result
of operating within a contested environment, e.g., if they suffer
cyber-attacks. The objective is to design distributed controllers
for all followers i ∈ V governed by (1) that enable the coop-
erative followers to achieve FCLT while identifying Byzantine
agents and removing all Byzantine influence from the CMAS.
The distributed controllers are event-triggered to promote the
efficient use of communication and sensing resources. Coop-
erative and Byzantine agents are managed through the edge
weight policy, which is based on a reputation algorithm. The
policy enables all agents to differentiate between cooperative
and Byzantine neighbors, coordinate their motion by using only
information from cooperative neighbors, and reintegrate agents
into the CMAS once an agent converts from Byzantine to coop-
erative. The separation between communication and influence is
made to enable the reintegration of remediated followers, which
requires communication between cooperative–Byzantine pairs.
The ability to reintegrate cooperative agents is key for defense
against adversarial behaviors such as mobile jammers that can
temporarily affect agents before moving on to jam other agents.
To quantify the objective, let the FCLT error e1,i : [0,∞) → Rn

be defined as

e1,i(t) � xi(t)− x0(t)− vi (2)

where vi ∈ Rn denotes the desired relative position between
follower i and the leader.

3An alternative to Assumption 8 is to assume GC(t) is connected for all
time, upper bound the number of Byzantine adversaries within a network by
f ∈ Z>0, use more than f leaders, and employ connectivity models like the
2f + 1 model described in [14].
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Assumption 9: The relative position vector vi is fixed for all
i ∈ V . Moreover, each follower knows vi for all i ∈ V , i.e., each
follower knows the entire formation.

By allowing each follower to know vi for all i ∈ V, any reha-
bilitated agent can be reintegrated into any available formation
vacancy, if there are multiple options. The FCLT problem can
be converted into a leader–follower consensus problem provided
vi � 0n for all i ∈ V. The use of ETC also motivates the devel-
opment of an estimator to provide continuous state estimates
between communication events. The state estimation error of
follower i is defined by e2,i : [0,∞) → Rn, where

e2,i(t) � x̂i(t)− xi(t) (3)

such that x̂i : [0,∞) → Rn denotes the state estimate of xi.

V. CONTROLLER DEVELOPMENT

A. Trust Model

As Byzantine agents emerge in the MAS, the remaining
cooperative followers require a method to identify their cooper-
ative neighbors. Let τij : [0,∞) → [0, 1] denote the piecewise
constant trust that follower i has in follower j ∈ Ni(t), where 0
and 1 represent no trust and maximum trust, respectively. Each
follower i can obtain state information from any neighbor j
through communication and sensing, where the redundancy in
state information is used to compute τij .Letxi,1 : [0,∞) → Rn

and xi,2 : [0,∞) → Rn denote the communicated and sensed,
i.e., measured, state of follower i, respectively. Subscripts 1 and
2 denote the type of data, i.e., 1 refers to communicated data
and 2 refers to sensed data, where both types of data describe
the same quantity.

Let {tjk}∞k=0 ⊂ R≥0 be an increasing sequence of event-
times determined by the event-trigger mechanism of follower
j,where the event-time tjk denotes the kth instance of follower j
broadcasting its state information to its neighbors, all of which
are received simultaneously. Let treset ∈ R>0 be a user-defined
parameter that denotes the length of time over which trust is
determined. The trust follower i has in neighbor j is determined
by (see the motivating result in [17])

τij(t) �

⎧⎨⎩
1, |Sj | = 0

1
|Sj |

∑
tjk∈Sj

e−s1Ψij(tjk), |Sj | = 0 (4)

Ψij

(
tjk

)
�
∥∥∥xj,1 (tjk)− xj,2

(
tjk

)∥∥∥
where Sj � {tjk ∈ R≥0 : t− treset ≤ tjk < t}, xj,1(t

j
k) and

xj,2(t
j
k)denote the communicated and sensed version of the state

of follower j at event-time tjk, respectively, and s1 ∈ R>0 is a
user-defined parameter that determines how fast trust decreases.
Note that Ψij(t

j
k) measures the discrepancy in the state infor-

mation follower i has about follower j ∈ Ni(t) at time tjk.Other
trust models can be used instead of (4) provided agreement and
disagreement between the communicated and sensed version of
the state of follower j results in high and low trust, respectively.
In (4), all agents begin with maximum trust. However, as dis-
crepancies in the two-point authentication of follower j grow,

the trust value of follower j decreases to zero. Conversely, the
trust of follower j may increase given the discrepancies in the
two-point authentication of follower j are negligible for each
tjk ∈ Sj , i.e., if Ψij(t

j
k) ≈ 0 for each tjk ∈ Sj , then τij(t) ≈ 1.

In the event that follower j ∈ Ni(t) does not provide state infor-
mation to follower iwhen required, i.e.,Δtjk � tjk − tjk−1 > Δj ,

then Ψij(t
j
k) = ϑ,where Δj ∈ R>0 is a user-defined parameter

based on either a simulation/experimental study or an analysis-
based derivation, and ϑ ∈ R>0 is a user-defined penalty. Simi-
larly, if the distance between follower j ∈ Ni(t) and follower i
is beyond a user-defined threshold a time tjk, i.e., r < ωij(t

j
k) �

‖xi(tjk)− xj,2(t
j
k)‖ ≤ R, for r ∈ (0, R), then Ψij(t

j
k) = ϑ.

Remark 2: Assumption 7 affords each agent access to ground-
truth state information for each of its neighbors, where compar-
isons between the communicated and sensed states enable Type I
Byzantine agent detection. Moreover, Type II Byzantine agents
can abandon the MAS while potentially communicating true
state information that could pull the remaining agents with them
in their attempt to maintain connectivity. Such a scenario may
perturb and destabilize the MAS. Therefore, agent i requires
access to accurate state information for each j ∈ Ni(t) that is
r−close to xi(t) to ensure Type I and Type II Byzantine agent
detection for each i ∈ V.

Remark 3: By Assumption 7, follower i is able to measure
the state of follower j ∈ Ni(t) each time follower j broadcasts
its state. Therefore, Assumption 7 implies that the broadcast
state of follower j is synchronized with the measured state of
follower j. In practice, achieving synchronization between the
broadcast and sensed states of follower j may be unattainable,
where the sensed state may be obtained δt > 0 time units after
the broadcast state is received. However, the s1 parameter in
(4) can be tuned to account for the asynchronous state infor-
mation provided δt > 0 is small enough, such that ‖xj,1(tjk)−
xj,2(t

j
k + δt)‖ ≤ ε(δt) for small ε(δt) > 0. Future works aim at

developing trust models that enable Byzantine agent detection
through the use of asynchronous state information, where [20]
and [21] serve as potential inroads.

B. Reputation Model

Because a Byzantine agent can provide different state in-
formation to each of its neighbors, each neighbor may have a
different trust value for the same Byzantine agent. However,
multiple trust values for a common neighbor can be consoli-
dated into an overall reputation for the common neighbor. Let
Nij(t) � Ni(t) ∩Nj(t) denote the set of common neighbors
shared between followers i and j.Motivated by [17], the contin-
uous reputation ζij : [0,∞) → R≥0 follower i has for follower
j ∈ Ni(t) is

ζ̇ij(t) � proj

(
ητ (τij(t)− ζij(t))+

∑
n∈Nij(t)

ηζζin(t) (ζnj (t
n
k )− ζij(t))

)
(5)
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where ζij(0) = 1 and proj(·) denotes the continuous projection
operator defined in [22] that is used to ensure ζij(t) ∈ [0, 1]
for all t ≥ 0. In (5), the parameters ητ ∈ R>0 and ηζ ∈ R>0

allow the user to select whether the reputation model places
more emphasis on measured information, i.e., τij(t)− ζij(t);
observed information, i.e., ζin(t)(ζnj(tnk )− ζij(t)); or weighs
both measured and observed information equally.

Like the trust model in (4), reputation values of 0 and 1
correspond to no and maximum reliability, respectively. At
event-time tnk , follower i receives reputation values held by
follower n ∈ Ni(t) for all followers j ∈ Nn(t), i.e., ζnj(tnk ),
where follower i computes ζin(t)(ζnj(tnk )− ζij(t)) over n ∈
Nij(t). The measured information in (5) contributes toward
the reputation held by follower i for follower j based on the
trust measurements follower i has of follower j. The observed
information in (5) contributes to the reputation held by follower
i for follower j based on the reputation of follower j held by
common neighbors n ∈ Nij(t), which is weighted based on
the corresponding reputation of follower n ∈ Nij(t). Hence, a
common neighbor n1 ∈ Nij(t) with a low reputation has less
influence on the reputation of neighbor j than common neighbor
n2 ∈ Nij(t) \ {n1} with a higher reputation.

C. Edge Weight Policy

The edge weights of G(t) encode the degree of influence each
neighbor j ∈ Ni(t) has on follower i. Since the objective is to
achieve FCLT by the cooperative followers, and the reputation
model captures the degree of reliability of each follower, the edge
weights can be continuously updated according to the reputation
model. The edge weight aij(t) is defined by

aij(t) �
{
ζij(t), ζij(t) ≥ ζmin and j ∈ Ni(t)
0, ζij(t) < ζmin or j /∈ Ni(t)

, (6)

where ζmin ∈ [0, 1] is a user-defined parameter that determines
whether follower i categorizes follower j ∈ Ni(t) as cooperative
or Byzantine.

The set of cooperative and Byzantine neighbors of follower
i at time t are given by Ci(t) � {j ∈ Ni(t) : aij(t) = 0} and
Bi(t) � Ni(t) \ Ci(t), respectively. Remark 4 explains the time-
varying nature of the cooperative and Byzantine neighbor sets.
Furthermore, B(t) � {j ∈ V : j ∈ Bi(t) for some i ∈ V} and
C(t) � V \ B(t). From (6), the edge weight aij(t) is positive
if follower j is a cooperative neighbor of follower i.Conversely,
edge weight aij(t) is zero if followers i and j are not neighbors
or if follower j is a Byzantine neighbor of follower i. Note
that if j ∈ Bi(t), then follower j cannot influence follower i.
However, follower i can still compute trust and reputation for
follower j ∈ Ni(t), where follower j can be reintegrated into
Ci(t) once ζij(t) ≥ ζmin provided j ∈ Ni(t). This enables a
remediated Byzantine agent to enter the CMAS and become
cooperative neighbors with any cooperative agent. Hence, the
information exchange and influence between agents are decou-
pled. Furthermore, if follower j ∈ Bi(t), then follower iwill not
communicate any true state information about itself to follower
j until follower j becomes a cooperative neighbor of follower i.
Note that the leader will only communicate state information to

its cooperative neighbors by also using (6). Hence, cooperative
state information is only communicated between cooperative
agents.

Remark 4: The cooperative and Byzantine neighbor sets
are time-varying because cooperative agents may be attacked
within contested environments and converted into Byzantine
agents. Moreover, it may be possible for operators to employ
countermeasures to convert Byzantine agents back into coop-
erative agents. Hence, a follower may be initiated as coopera-
tive, eventually become Byzantine, and then eventually become
cooperative again. While the Byzantine neighbor set of a fol-
lower may be empty at some time, Assumption 8 ensures the
cooperative neighbor set of each cooperative follower is never
empty. This also implies that each cooperative agent cannot have
all neighbors be Byzantine if there are at least two cooperative
followers in the network. Relaxing Assumption 8 is the subject
of future work.

D. Event-Triggered Control Development

The state estimate of agent i ∈ V ∪ {0}, which is synchro-
nized among all agents j ∈ Ni(t) ∪ {i}, is generated by the
zero-order hold

x̂i(t) � xi,1
(
tik
)
, t ∈ [tik, tik+1

)
. (7)

According to (7), agent i samples its position at time tik and
broadcasts it to all agents j ∈ Ni(t). Each agent j ∈ Ni(t) ∪ {i}
equates the state estimate of agent i, i.e., x̂i(t), to xi(tik) for all
time until the next broadcast event of agent i. Recall that xi,1(t)
denotes the broadcast state of agent i at time t,which cooperative
agents communicate accurately, i.e., xi,1(tik) = xi(t

i
k). Based

on the subsequent stability analysis, the controller for follower
i ∈ V is

ui(t) � g+i (xi(t)) (k1zi(t) + k2e2,i(t)) (8)

zi(t) �
∑

j∈Ni(t)

aij(t) (x̂j(t)− x̂i(t)− vj + vi)

+ bi(t) (vi + x̂0(t)− x̂i(t)) , (9)

where

k1 � 1

Λmin

(
k1,1 +

ρ21
δ1

)
∈ R>0,

k2 � k2,1 +
ρ2
2

δ2
∈ R>0, k1,1 � k1,2 + k1,3 ∈ R>0, and

k1,2, k1,3, k2,1, ρ1, ρ2, δ1, δ2 ∈ R>0 are parameters defined
in Theorem 1. Note that Λmin ∈ R>0 is a parameter defined
in Lemma 2, and zi : [0,∞) → Rn is the estimate-based
distributed FCLT control effort. The stacked form of (9) is
defined by Z � [z�1 (t), z

�
2 (t), . . ., z

�
N (t)]� ∈ RnN .

The stacked error systems for the leader–follower rel-
ative position error in (2) and state estimation error in
(3) are E1 � [e�1,1(t), e

�
1,2(t), . . ., e

�
1,N (t)]� ∈ RnN and E2 �

[e�2,1(t), e
�
2,2(t), . . ., e

�
2,N (t)]� ∈ RnN , respectively. Substitut-

ing (1)–(3), (8), and (9) into the time-derivative of (2) yields

ė1,i(t) = fi (xi(t)) + k1
∑

j∈Ni(t)

aij(t) (e2,j(t)− e2,i(t))
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+ k1
∑

j∈Ni(t)

aij(t) (e1,j(t)− e1,i(t)) + k1bi(t)e2,0(t)

− k1bi(t)e1,i(t)− k1bi(t)e2,i(t) + k2e2,i(t) + di(t)

− ẋ0(t). (10)

Substituting (1)–(3), and (7)–(9) into the time-derivative of (3)
yields

ė2,i(t) = −fi (xi(t))− k1
∑

j∈Ni(t)

aij(t) (e2,j(t)− e2,i(t))

− k1
∑

j∈Ni(t)

aij(t) (e1,j(t)− e1,i(t))− k1bi(t)e2,0(t)

+ k1bi(t)e1,i(t) + k1bi(t)e2,i(t)− k2e2,i(t)− di(t).
(11)

Substituting (10) and (11) into the time-derivative of E1 and
E2, respectively, and compactly expressing the results with the
Kronecker product yields

Ė1 = Ñ +Nd − k1 (H(t)⊗ In)E2 − k1 (H(t)⊗ In)E1

+ k1 (B(t)1N ⊗ e2,0(t)) + k2E2 (12)

Ė2 = −F (X) + k1 (H(t)⊗ In)E2 + k1 (H(t)⊗ In)E1

− k1 (B(t)1N ⊗ e2,0(t))− k2E2 −D, (13)

where Ñ � F (X)−F (X0)∈RnN , Nd � F (X0) +D − Ẋ0∈
RnN ,F (X)� [f�1 (x1(t)), f

�
2 (x2(t)), . . ., f

�
N (xN (t))]�∈RnN ,

F (X0) � [f�1 (x0(t)), f
�
2 (x0(t)), . . . , f

�
N (x0(t))]

� ∈ RnN ,
D � [d�1 (t), d

�
2 (t), . . ., d

�
N (t)]� ∈ RnN , X0 � 1N ⊗ x0(t) ∈

RnN , X � [x�1 (t), x
�
2 (t), . . ., x

�
N (t)]� ∈ RnN , and V �

[v�1 , v
�
2 , . . ., v

�
N ]� ∈ RnN . Given the dynamics in (1)

and Assumptions 1–3, and 6, there exists a c1 ∈ R>0,
such that ‖Nd‖ ≤ c1. By Assumption 3, there exists a
c2 ∈ R>0, such that ‖D‖ ≤ c2. By Assumptions 1 and
6, there exists a c3 ∈ R>0, such that ‖F (X0)‖ ≤ c3.
Using Assumption 9, there exists a c4 ∈ R>0, such that
‖V‖ ≤ c4. Using [23, Lemma 5], we can bound Ñ as
‖Ñ‖ ≤ μ(‖E‖)‖E‖+ c5, where E(t) � [E�

1 , E
�
2 ]

� ∈ R2nN

denotes the MAS error, μ : R≥0 → R≥0 is a positive,
nondecreasing, and radially unbounded function, and c5 ∈ R>0

is a bounding constant. Note that E(0) = [E�
1 (0), E

�
2 (0)]

�,
where Ek(0) = [e�k,1(0), e

�
k,2(0), . . ., e

�
k,N (0)]� for k ∈ {1, 2}.

Recall that the objective is to minimize e1,i(t) as given by (2)
for each i ∈ C(t). However, E1 and E2 may contain error sys-
tems belonging to Byzantine agents, which cannot be controlled,
may be unbounded, and may prevent the objective. Therefore,
the FCLT error and the state estimation error are set to zero
for all Byzantine agents, i.e., e1,i(t) � 0n and e2,i(t) � 0n for
all i ∈ B(t), which allows the objective to apply only to the
cooperative followers.

VI. STABILITY ANALYSIS

To facilitate the subsequent stability analysis, consider the
following lemmas.

Lemma 1: There exists a bounding constant Λmax ∈ R>0,
such that ‖H(t)⊗ In‖ ≤ Λmax for all t ≥ 0.

Proof: See Appendix A.
Lemma 2: If Assumptions 4, 7, and 8 are satisfied for all

t ≥ 0, then a bounding constant Λmin ∈ R>0 exists, such that
E�

1 (H(t)⊗ In)E1 ≥ Λmin‖E1‖2 for all t ≥ 0.4

Proof: See Appendix B.
Furthermore, consider the following. Substituting (2), (3), and

(9) for all i ∈ V into Z yields

Z = − (H(t)⊗ In)E1 − (H(t)⊗ In)E2

+ (B(t)1N ⊗ e2,0(t)) . (14)

Using Lemma 1, (14), and Young’s inequality, it follows that:

−k1,3 ‖E1‖2 ≤ k1,3 ‖E2‖2 − k1,3
(2Λ2

max + Λmax)
‖Z‖2

+
k1,3
Λmax

‖B(t)1N ⊗ e2,0(t)‖2 . (15)

Note that (15) is a useful inequality that facilitates the devel-
opment of the event-trigger mechanisms for the leader and the
followers. Moreover, observe that

‖B(t)1N ⊗ e2,0(t)‖2 ≤ Nb2max ‖e2,0(t)‖2 (16)

since ‖B(t)1N ⊗ e2,0(t)‖2 =
∑

i∈V b
2
i (t)‖e2,0(t)‖2 and

bi(t) ∈ [0, bmax] for all t ≥ 0 and each i ∈ V by construction.
The subsequent stability analysis uses several auxiliary
parameters. Let

φ1 �
(
1− 1

κ

(
2Λmax + 1

2Λmin

))
k1,2 − 1

2

− 1

κ

(
k1,3 +

ρ21
δ1

)(
2Λmax + 1

2Λmin

)
− k2

2κ
,

φ2 � k2,1 − 1

2
, φ3 � k1

2
+
κk1
2

+
k1,3
Λmax

,

φ4 � k1
2

+ k1,3 + k1Λmax +
κ (2k1Λmax + k2)

2
,

φ5 � k1,3
(2Λ2

max + Λmax)
, φ6 � min {φ1, φ2} ,

δ∗ � δ1 + δ2 + c0 + ε. (17)

Note that κ, c0, and ε are defined in Theorem 1. The set over
which the stability analysis is performed is

D �
{
ξ ∈ R2nN : ‖ξ‖ < inf μ−1

([√
φ6/4,∞

))}
,

where, given a set Ω ⊂ R, the preimage μ−1(Ω) ⊂ R is defined
as μ−1(Ω) � {ω ∈ R : μ(ω) ∈ Ω}.The admissible set of initial
conditions is

SD �
{
ξ ∈ R2nN : ‖ξ‖ <

√
2

2
inf μ−1

([√
φ6/4,∞

))}
.

4The use of Assumption 7 the trust model in (4), reputation model in (5),
and edge weight policy in (6) ensure Type I and Type II Byzantine agents are
detected and removed from the CMAS.
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Let Emax �
√
2
2 inf μ−1([

√
φ6/4,∞)), and recall that μ is

a nondecreasing function. If ‖E‖ < Emax, then μ(‖E‖) ≤√
φ6/4. In the Appendix, we present an algorithm that sum-

marizes the control strategy used by each agent to achieve the
objective. The algorithm is expressed with respect to follower
i, and a similar algorithm follows for the leader. Recall that
ωij(t

j
k) = ‖xi(tjk)− xj,2(t

j
k)‖ and Δtjk = tjk − tjk−1 as defined

in Section V-A.
Theorem 1: The trust model in (4), reputation model in (5),

edge weight policy in (6), estimator in (7), and controller in (8)
and (9) ensure the MAS errorE is uniformly ultimately bounded
(UUB) in the sense that

lim sup
t→∞

‖E‖ ≤ 2

√
4c25 + 2δ∗

φ6
(18)

provided the leader broadcasts its state as dictated by the event-
trigger mechanism in

t0k+1 � inf
{
t > t0k : Nb2maxφ3 ‖e2,0(t)‖2 ≥ c0

}
, (19)

each follower i ∈ V broadcasts its state as dictated by the event-
trigger mechanism in

tik+1 � inf
{
t > tik : φ4 ‖e2,i(t)‖2 ≥ φ5 ‖zi(t)‖2 + ε

N

}
,

(20)

Assumptions 1–9 are satisfied, the initial condition of the system
is selected, such that E(0) ∈ SD, and the following sufficient
user-defined parameter conditions are satisfied:

κ >
2Λmax + 1

2Λmin
, k1,3 > 0, k2,1 >

1

2
, ρ1 ≥ c1,

ρ2 ≥ c2 + c3, c0 > 0, δ1 > 0, δ2 > 0, ε > 0,

k1,2 >
2κΛmin

2 (κΛmin − Λmax)− 1

(
1

2
+
k2
2κ

+
1

κ

(
k1,3 +

ρ21
δ1

)(
2Λmax + 1

2Λmin

))
,

√
(8c25 + 4δ∗) /φ6 <

√
2

2
inf μ−1

([√
φ6/4,∞

))
. (21)

Proof: Consider the candidate Lyapunov function V1 : D →
R≥0 defined as

V1 (E(t)) � 1

2
E�

1 E1 +
1

2
E�

2 E2, (22)

which can be bounded as

α1 (‖E‖) ≤ V1 (E(t)) ≤ α2 (‖E‖) , (23)

where α1, α2 : R≥0 → R≥0 are user-defined class K func-
tions. Without loss of generality, let α1(‖E‖) � 1

2‖E‖2 and
α2(‖E‖) � ‖E‖2. Suppose g : [0,∞) → R2nN is a Filippov
solution to the differential inclusion ġ(t) ∈ K[h](g(t)), where
g(t) = E(t), the mapping K[·] provides a calculus for com-
puting Filippov’s differential inclusion as defined in [24], and
h : R2nN → R2nN is defined as h(g(t)) = [Ė�

1 , Ė
�
2 ]

�. The

time-derivative of V1 exists almost everywhere (a.e.), i.e., for
almost all t ∈ [0,∞), and

V̇1 (g(t))
a.e.∈ ˙̃

V 1 (g(t)) , (24)

where ˙̃
V 1(g(t)) is the generalized time-derivative of V1

along the Filippov trajectories of ġ(t) = h(g(t)). By [25,

eq. 13], ˙̃
V 1(g(t)) �

⋂
ξ∈∂V1(g(t))

ξ�[K[h]�(g(t)), 1 ]�, where
∂V1(g(t)) denotes the Clarke generalized gradient of
V1(g(t)). Since V1(g(t)) is continuously differentiable in g(t),
∂V1(g(t)) = {∇V1(g(t))}, where ∇ denotes the gradient oper-
ator. The generalized time-derivative of (22) is

˙̃
V 1 (g(t)) ⊆ E�(t)K [h] (g(t)) . (25)

Using the calculus of K[·] from [24], (25), and simplifying the
substitution of (12) and (13) into the generalized time-derivative
of (22) yields

˙̃
V 1 (g(t)) ⊆

{
E�

1 Ñ + E�
1 Nd − E�

2 F (X)− E�
2 D

}
+ k1E

�
2 K [(H(t)⊗ In)E2] + k2E

�
1 K [E2]

− k1E
�
1 K [(H(t)⊗ In)E2]− k2E

�
2 K [E2]

+ k1E
�
2 K [(H(t)⊗ In)]E1

− k1E
�
1 K [(H(t)⊗ In)]E1

+ k1E
�
1 K [(B(t)1N ⊗ e2,0(t))]

− k1E
�
2 K [(B(t)1N ⊗ e2,0(t))] , (26)

where set addition is defined by the Minkowski sum. Adding
and subtracting E�

2 F (X0) and using (24), Lemma 1, Lemma
2, ‖Nd‖ ≤ c1,‖D‖ ≤ c2, ‖F (X0)‖ ≤ c3, ‖V‖ ≤ c4, ‖Ñ‖ ≤
μ(‖E‖)‖E‖+ c5, and Young’s inequality, (26) can be upper
bounded as

V̇1 (E(t))
a.e.≤ 1

2
‖E1‖2 + 2μ2 (‖E‖) ‖E‖2 + 2c25

+ c1 ‖E1‖+ 2k1Λmax ‖E1‖ ‖E2‖ − k1Λmin ‖E1‖2
+ k1 ‖E1‖ ‖B(t)1N ⊗ e2,0(t)‖+ k2 ‖E1‖ ‖E2‖
+ c3 ‖E2‖+ 1

2
‖E2‖2 + k1Λmax ‖E2‖2

+ k1 ‖E2‖ ‖B(t)1N ⊗ e2,0(t)‖ − k2 ‖E2‖2
+ c2 ‖E2‖ . (27)

Sinceρ1 ≥ c1 andρ2 ≥ c2 + c3 by the hypothesis of Theorem 1,

we then see that (c1 − ρ2
1

δ1
‖E1‖)‖E1‖ ≤ δ1 and (c2 + c3 −

ρ2
2

δ2
‖E2‖)‖E2‖ ≤ δ2. Using these bounds, k1 = 1

Λmin
(k1,1 +

ρ2
1

δ1
), k1,1 = k1,2 + k1,3, k2 = k2,1 +

ρ2
2

δ2
, (15), Young’s inequal-

ity, the inequality in (16), and the auxiliary parameters in (17)
and (27) can be upper bounded by

V̇1 (E(t))
a.e.≤ −φ6

2
‖E‖2 −

(
φ6
2

− 2μ2 (‖E‖)
)
‖E‖2

+
∑
i∈V

(
φ4 ‖e2,i(t)‖2 − φ5 ‖zi(t)‖2 − ε

N

)
+ 2c25 +Nb2maxφ3 ‖e2,0(t)‖2 − c0 + δ∗, (28)
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where satisfying the parameter conditions in (21) ensuresφi > 0
∀i ∈ {1, 2, . . ., 6}. Based on (28), the event-trigger mechanism
for the leader is given by (19), and the event-trigger mechanism
for each follower i ∈ V is given by (20). Since each agent pro-
vides state feedback according to the event-trigger mechanisms
in (19) and (20), (28) can be upper bounded as

V̇1 (E(t))
a.e.≤ −φ6

2
‖E‖2 −

(
φ6
2

− 2μ2 (‖E‖)
)
‖E‖2

+ 2c25 + δ∗. (29)

Using (23), we see that ‖E‖ ≤ α−1
1 (α2(‖E‖)) and

α−1
2 (α1(‖E‖)) ≤ ‖E‖, where α−1

1 (α2(‖E‖)) = √
2‖E‖

and α−1
2 (α1(‖E‖)) =

√
2
2 ‖E‖ given the selected class K

functions. Note that φ6/2− 2μ2(‖E‖) > 0 provided Emax =√
2
2 inf μ−1([

√
φ6/4,∞)) > ‖E‖. Moreover, −(φ6/4)‖E‖2 +

2c25 + δ∗ ≤ 0 provided ‖E‖ ≥
√

(8c25 + 4δ∗)/φ6. It then

follows that (29) can be upper bounded as V̇1(E(t))
a.e.≤

−φ6

4 ‖E‖2 for all Emax > ‖E‖ ≥
√
(8c25 + 4δ∗)/φ6.

Let Z � {ξ ∈ R2nN : ‖ξ‖ ≥
√

(8c25 + 4δ∗)/φ6}. Since√
(8c25 + 4δ∗)/φ6 <

√
2
2 inf μ−1([

√
φ6/4,∞)), we then see

that V̇1(E(t))
a.e.
< 0 for all E ∈ SD ∩ Z. If E ∈ SD ∩ ZC ,

then V̇1(E(t))
a.e.≤ −φ6

4 ‖E‖2 + 2c25 + δ∗, which may allow
V1(E(t)) to grow. However, E will exit ZC before exiting
SD, and, therefore, flow into SD ∩ Z. It then follows that SD
is forward invariant, where initializing the MAS, such that
E(0) ∈ SD ensuresE is uniformly ultimately bounded with the
ultimate bound presented in (18).

We now show that the state, state estimate, control signal,
FCLT error, and state estimation error are bounded for each
agent. Since E ∈ L∞, it follows that E1 ∈ L∞ and E2 ∈ L∞
given the definition of E. Since E1 ∈ L∞, e1,i(t) ∈ L∞ for all
i ∈ V given the definition of E1. From Assumption 6, x0(t) ∈
L∞. Since e1,i(t) ∈ L∞, vi ∈ L∞, and x0(t) ∈ L∞, (2) implies
xi(t) ∈ L∞ for each i ∈ V.

Since E2 ∈ L∞, we also see that e2,i(t) ∈ L∞ for all i ∈
V given the definition of E2. Since xi(t) ∈ L∞ and e2,i(t) ∈
L∞, (3) implies x̂i(t) ∈ L∞ for all i ∈ V. Since x0(t) ∈ L∞ by
Assumption 6, (7) implies x̂0(t) ∈ L∞. Since x̂i(t) ∈ L∞ for
all i ∈ V ∪ {0}, aij(t) ∈ [0, 1] for all t ≥ 0 and each i, j ∈ V
by construction, vi ∈ L∞ for all i ∈ V by design, and bi(t) ∈
[0, bmax] for all t ≥ 0 and each i ∈ V by construction, (9) implies
zi(t) ∈ L∞ for each i ∈ V. Since zi(t) ∈ L∞, e2,i(t) ∈ L∞,
xi(t) ∈ L∞, and g+i (xi(t)) ∈ L∞ by Assumption 2, it follows
that (8) implies ui(t) ∈ L∞ for all i ∈ V. �

Remark 5: With respect to (21), c0 is a user-defined parameter
that determines the rate at which the leader broadcasts its state
to its neighbors. Moreover, c0 is used to uniformly lower bound
the difference between consecutive broadcast events performed
by the leader away from zero. Similarly, ε is a user-defined
parameter used to uniformly lower bound the difference between
consecutive broadcast events for each follower i ∈ V away from
zero.

Remark 6: Based on the definition of φ1 and φ2 in (17), φ6
can be increased by increasing k1,2 and k2,1 provided k1,2 and

κ are selected according to (21). Given E(0), select φ6, such
thatE(0) ∈ SD.Observe that

√
(8c25 + 4δ∗)/φ6 decreases with

increasing φ6, where c5 and δ∗ are fixed. Furthermore, since μ
is a nondecreasing function, it follows that μ−1([

√
φ6/4,∞)) is

nondecreasing with respect to φ6. Hence,
√

(8c25 + 4δ∗)/φ6 <√
2
2 inf μ−1([

√
φ6/4,∞)) can be satisfied for some φ6.

We now show the event-trigger mechanisms in (19) and (20)
are free from Zeno behavior.

Theorem 2: The difference between consecutive broadcast
times generated by the event-trigger mechanism of the leader in
(19) is uniformly lower bounded by

t0k+1 − t0k ≥ 1

bmaxθ0,max

√
c0
Nφ3

(30)

for all k ∈ Z≥0, where θ0,max ∈ R>0 is a user-defined param-
eter selected, such that ‖f0(x0(t))‖+ ‖g0(x0(t))‖‖u0(t)‖+
‖d0(t)‖ ≤ θ0,max.

Proof: See Appendix C. �
Theorem 3: The difference between consecutive broadcast

times generated by the event-trigger mechanism of follower i ∈
V in (20) is uniformly lower bounded by

tik+1 − tik ≥ 1

k2
ln

(
k2

θi,max

√
ε

Nφ4
+ 1

)
(31)

for all k ∈ Z≥0, where θi,max ∈ R>0 is a user-defined param-
eter selected, such that ‖fi(xi(t))‖+ k1‖zi(t)‖+ ‖di(t)‖ ≤
θi,max.

Proof: See Appendix D. �

VII. SIMULATION STUDY

A simulation study is included to validate the devel-
oped approach. The simulated MAS consists of five
follower agents and a single leader agent. The initial
positions of each agent are x0(0) = [500, 10]�, x1(0) =
[465,−51]�, x2(0) = [566,−52]�, x3(0) = [417,−103]�,
x4(0) = [518,−104]�, and x5(0) = [619,−105]�. The
uncertain drift dynamics5 and known control effectiveness
matrix of agent i are fi(xi(t)) � [ā1iψ(x1i(t)) + ā2i, ā3i +
ā4iψ(x2i(t))]

� ∈ R2 and

gi (xi(t)) �
[
cos (ϕi(t)) − sin (ϕi(t))
sin (ϕi(t)) cos (ϕi(t))

]
∈ R2×2,

respectively, where xi(t) � [x1i(t), x2i(t)]
� ∈ R2, āi �

[ā1i, ā2i, ā3i, ā4i]
� ∈ R4,

ψ(x) � 1

σ
√
2π

exp

(
− x2

2σ2

)
∈ R>0,

and

ϕi(t) � arctan

(
x2i(t)

x1i(t)

)
∈ R,

such that arctan(·) is the four quadrant inverse tangent,
i.e., atan2(·) with respect to MATLAB. The uncertain drift

5The leader knows its drift dynamics while the followers do not know their
drift dynamics.
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dynamics coefficients for each agent are ā0 � [1, 1, 1, 1]�,
ā1 � [1, 1.5, 3, 2]�, ā2 � [0.5, 0.5, 1.9, 0.7]�, ā3 � [1.5,
2.1, 1.2, 0.5]�, ā4 � [3, 1.75, 1.15, 3]�, and ā5 � [2,
1, 1, 1.6]�. The exogenous disturbance acting on all
agents is random, drawn from a normal distribution, and
scaled by dmag ∈ R>0, which is subsequently defined. The
relative position vectors defining the desired formation are
v1 � [−50,−50]�, v2 � [50,−50]�, v3 � [−100,−100]�,
v4 � [0,−100]�, and v5 � [100,−100]�. The known
desired trajectory xd : [0,∞) → R2 of the leader is
xd(t) � 500[cos(2π10−2t), sin(2π10−2t)]�, while the leader’s
trajectory tracking error e0 : [0,∞) → R2 is defined as
e0(t) � xd(t)− x0(t). The leader’s tracking error can be
globally exponentially regulated using the following con-
troller: u0(t) � g+0 (x0(t))(−f0(x0(t)) + ẋd(t) + k0,1e0(t)
+k0,2sgn(e0(t))), where k0,1 ∈ R>0 and k0,2 ∈ R>0 are
user-defined parameters. The simulation is 50 time units long
and uses an integration time-step of 1.00× 10−3 time units.
The following parameters are used to generate the simulation
results: bmax = 1.25, ϑ = 10, σ = 100, R = 110, k0,1 = 1,
k0,2 = 0.25, dmag = 0.03, c1 = 3, c2 = 1, c3 = 0.008,
Λmin = 1, Λmax = 10, ρ1 = 4, δ1 = 0.25, ρ2 = 2.008,
δ2 = 0.25, κ = 105, k1,3 = 1, k2,1 = 1, k1,2 = 15.74,
ε = 106, c0 = 104, N = 5, s1 = 5, treset = 1, Δi = 0.125
for each i ∈ {1, 2, . . ., 5}, ητ = 70, ηζ = 70, and ζmin = 0.95.
The adjacency matrix of the communication graph of the
followers and the leader pinning matrix are

A =

⎡⎢⎢⎢⎢⎣
0 0 1 1 0
0 0 0 1 1
1 0 0 1 0
1 1 1 0 1
0 1 0 1 0

⎤⎥⎥⎥⎥⎦
and B(t) = bmax · diag(1, 1, 0, 0, 0), respectively.

Figs. 1 and 2 display the simulation results. The simulation
subjected the MAS to at most two Byzantine agents, where
Follower 3 was converted to a Type II Byzantine agent for
t ∈ [10, 40] time units, and Follower 5 was converted to a Type
I Byzantine agent for t ∈ [13, 40] time units. Follower 3 does
not communicate with its neighbors during t ∈ [10, 40]. For
t ∈ [10, 30], Follower 3 was first maneuvered to [225, 150] in
an attempt to strain the network and destabilize the CMAS. For
t ∈ [30, 40], Follower 3 was maneuvered toward the CMAS,
where it was converted back to a cooperative follower for t > 40
time units.6

The controller used to maneuver Follower 3 to [225, 150]
and then back to the CMAS is identical in form to that of
the leader, where exact model knowledge was used only for
the purpose of moving the follower away from the CMAS and
simulating unanticipated behavior of an initial member of the

6An adversary may corrupt a cooperative agent and cause it to abandon the
CMAS. However, it may be possible to execute countermeasures to convert
the Byzantine agent back into a cooperative agent. In such a case, it may be
desirable to maneuver the cooperative agent back into the formation formed by
the remaining cooperative agents.

Fig. 1. Trust, reputation, and edge weight values that Follower 4 has
for its neighbors. Since Followers 1 and 2 are cooperative agents for
all time, they communicate true state information about themselves to
Follower 4, which results in maximum trust, reputation, and edge weight
values for all time. Conversely, Followers 3 and 5 are Byzantine for t ∈
[10, 40] and t ∈ [13, 40], respectively, which results in their zero trust,
reputation, and edge weight values with respect to Follower 4 during
their Byzantine status. The trust, reputation, and edge weight values
that Follower 4 has in Followers 3 and 5 are quickly restored to the
maximum once Followers 3 and 5 become cooperative for t > 40 and
t > 40, respectively.

Fig. 2. Illustration of event-times for the leader and each follower dur-
ing the first 2.5 time units of the simulation. A 0 or white space, denotes
no communication and 1, or blue line, denotes a communication event.
The first 2.5 time units of the simulation are shown, rather than entire
simulation, to better exhibit the intermittency in communication.

CMAS. The communication protocol used by Follower 5 during
t ∈ [13, 40] was x5,1(t) = −0.1 · x5(t), i.e., the communicated
information was negative one-tenth the true state of Follower
5. Since Follower 5 remained with the CMAS for t ∈ [13, 40],
its tracking error e1,5(t) is similar to that of the cooperative
followers.

The cooperative followers, i.e., Followers 1, 2, and 4, satisfied
the objective for all time, even in the presence of the Byzantine
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adversaries. Followers 3 and 5 also satisfied the objective during
their periods of cooperation. Fig. 1 depicts the trust, reputa-
tion, and edge weights of the neighbors of Follower 4, which
illustrates the Byzantine behavior of Followers 3 and 5. The
trust, reputation, and edge weight figures for Followers 1, 2, 3,
and 5 are omitted since they are similar to those of Follower 4.
Fig. 1 shows that Follower 4 detected the Byzantine behavior
of Followers 3 and 5 at t = 10 and t = 13, respectively. As a
result of the detected Byzantine behavior, the trust that Follower
4 had in Followers 3 and 5 decreased to 0, which caused the
corresponding reputation values and edge weights to decrease
to 0. Fig. 1 shows that Follower 4 detected cooperative behavior
from Followers 3 and 5 at t > 40 and t > 40, respectively, which
caused the trust, reputation, and edge weights of Followers 3 and
5 with respect to Follower 4 to increase to 1.

Fig. 2 depicts the event-times for the leader and each follower
for the first 2.5 time units of the simulation. The average differ-
ences between consecutive event-times for the entire simulation
for the leader and Followers 1–5 are 0.0282, 0.0144, 0.0136,
0.0016, 0.0141, and 0.0197 time units, respectively. The mini-
mum differences between consecutive event-times for the leader
and Followers 1–5 are 0.028, 0.002, 0.002, 0.001, 0.003, and
0.003 time units, respectively.

VIII. CONCLUSION

This work examines the formation control while leader track-
ing problem for a heterogeneous MAS consisting of agents with
uncertain nonlinear dynamics. A distributed event-triggered
controller is developed along with a reputation-based detection
method that enables each follower to discern between coopera-
tive and Byzantine neighbors. The edge weight policy alters the
interaction among agents to enable the cooperative followers to
achieve the objective. Future efforts will focus on developing
controllers capable of ensuring the connectivity of the CMAS
and collision avoidance while also considering time-varying
formations. Moreover, more sophisticated Byzantine agent de-
tectors that relax Assumption 7 and provide detection guarantees
are motivated. While we study the fundamental case of multiple
Byzantine adversaries that act independently within this work,
future efforts are motivated to examine the case, where multiple
Byzantine adversaries collaborate between each other to thwart
the objective. Several open questions still remain. For example,
how can accurate state information be determined in the absence
of a ground-truth? Moreover, for agents with multiple common
neighbors and no available ground-truth information, how can
an agent determine its cooperative neighbor set if both the true
cooperative neighbor set and the true Byzantine neighbor set
seem cooperative?

APPENDIX

A. Proof of Lemma 1

Proof: Let H � {‖H(t)⊗ In‖ : t ≥ 0}. Fix t1 ≥ 0, and
suppose C(t1) = V, G(t1) is complete, and B(t) = bmax · IN .
Then, ‖H(t)⊗ In‖F is maximum at t1, where Λmax �√
n(N(N − 1 + bmax)2 +N2 −N) = ‖H(t1)⊗ In‖F .

Since ‖H(t)⊗ In‖ ≤ ‖H(t)⊗ In‖F ≤ Λmax for all t ≥ 0,
H is a nonempty set that is bounded above. Therefore,
Λmax ≥ sup{H}.

B. Proof of Lemma 2

Proof: Fix t2 ≥ 0, and suppose that at time t2 the MAS
consists ofNC(t2) ∈ Z≥0 cooperative followers andNB(t2) ∈
Z≥0 Byzantine adversaries, whereNC(t2) +NB(t2) = N.Us-
ing Assumptions 4 and 7, the trust model in (4), the reputation
model in (5), and the edge weight policy in (6), the connectivity
matrix H(t2) can be expressed as the block matrix

H (t2) =

[
HCC (t2) HCB (t2)
HBC (t2) HBB (t2)

]
,

where HCC(t2) ∈ RNC(t2)×NC(t2) is a diagonally dominant
matrix with positive diagonal entries by construction,
HBB(t2) ∈ RNB(t2)×NB(t2), HBC(t2) ∈ RNB(t2)×NC(t2),
and HCB(t2) ∈ RNC(t2)×NB(t2). Note that H(t2) =
P (t2)H(t2)P

−1(t2), where H(t2) is permutation-similar
toH(t2), and P (t2) is an orthogonal permutation matrix. Since
HCC(t2) is irreducibly diagonally dominant by Assumption
8, HCC(t2) is nonsingular, i.e., HCC(t2) is invertible [26,
Corollary 6.2.27].7

Next, we show that the eigenvalues ofHCC(t2) have positive
real parts. Since P (t2) is orthogonal, P (t2) is invertible,
where P−1(t2) = P�(t2). Let E1 � (P (t2)⊗ In)E1 ∈ RnN ,
where E1 � [E�

1,C , E
�
1,B ]

� ∈ RnN , such that E1,C �
[e�1,1(t2), e

�
1,2(t2), . . ., e

�
1,NC(t2)

(t2)]
� ∈ RnNC(t2) andE1,B �

[e�1,NC(t2)+1(t2), e
�
1,NC(t2)+2(t2), . . ., e

�
1,N (t2)]

� = 0nNB(t2)

by convention. Substituting H(t2) and E1 into E�
1 (H(t2)⊗

In)E1 yields E�
1 (H(t2)⊗In)E1=E

�
1,C(HCC(t2)⊗In)E1,C .

Let Hsym(t2) � 1
2 (HCC(t2) +H�

CC(t2)) and Hskew(t2) �
1
2 (HCC(t2)−H�

CC(t2)), where Hsym(t2) and Hskew(t2)
are symmetric and skew-symmetric matrices, respectively,
by construction. Moreover, HCC(t2) = Hsym(t2) +
Hskew(t2). Since Hskew ⊗ In is a skew-symmetric matrix,
E�

1,C(Hskew(t2)⊗ In)E1,C = 0 and E�
1,C(HCC(t2)⊗

In)E1,C = E�
1,C(Hsym(t2)⊗ In)E1,C . Since HCC(t2) is

a diagonally dominant matrix with positive diagonal entries,
the real part of the eigenvalues of HCC(t2) are nonnegative by
the Gershgorin disk theorem in [27, The. 3.9.]. Moreover, since
the real part of the eigenvalues of HCC(t2) are nonnegative
and HCC(t2) is invertible, the real part of the eigenvalues of
HCC(t2) are positive.

We next show that the symmetric component of
HCC(t2) is positive definite. Since HCC(t2) is invertible,
for all nonzero w ∈ RNC(t2) HCC(t2)w = 0NC(t2) and
H�

CC(t2)w = 0NC(t2). Moreover, HCC(t2)w +H�
CC(t2)w =

0NC(t2) since HCC(t2) +H�
CC(t2) = 0NC(t2)×NC(t2), i.e.,

7Every graph Laplacian is diagonally dominant because it has zero row sums.
For connected graphs, their Laplacians are irreducible. Adding the Laplacian of
a connected graph to a diagonal matrix with at least one positive entry makes
at least one row strictly diagonally dominant. Hence, summing a connected
graph Laplacian with the leader pinning matrix yields an irreducibly diagonally
dominant matrix.

Authorized licensed use limited to: University of Florida. Downloaded on September 19,2021 at 17:17:12 UTC from IEEE Xplore.  Restrictions apply. 



ZEGERS et al.: EVENT-TRIGGERED FCLT WITH RESILIENCE TO BYZANTINE ADVERSARIES 1427

HCC(t2) is not skew-symmetric. It then follows that
Hsym(t2)w = 1

2 (HCC(t2)w +H�
CC(t2)w) = 0NC(t2) for

all nonzero w ∈ RNC(t2). Hence, Hsym(t2) has the trivial null
space and 0 fails to be an eigenvalue of Hsym(t2). Furthermore,
Hsym(t2) is a diagonally dominant matrix by construction with
nonnegative eigenvalues by the Gershgorin disk theorem. Since
Hsym(t2) is a symmetric matrix with positive real eigenvalues,
Hsym(t2) is positive definite.

We next show E�
1 (H(t)⊗ In)E1 ≥ Λmin‖E1‖2 for

all t ≥ 0, where Λmin ∈ R>0. By the Rayleigh quotient,
it follows that E�

1,C(HCC(t2)⊗ In)E1,C ≥ λmin(Hsym(t2)⊗
In)E

�
1,CE1,C . Since E�

1,BE1,B = 0, E�
1,C(HCC(t2)⊗ In)

E1,C ≥ λmin(Hsym(t2)⊗ In)E
�
1E1. Since E�

1 (H(t2)⊗ In)
E1 = E�

1,C(HCC(t2)⊗ In)E1,C , E�
1,C(HCC(t2)⊗ In)E1,C

≥ λmin(Hsym(t2)⊗ In)E
�
1E1, and E

�
1E1 = E�

1 E1,
E�

1 (H(t2)⊗ In)E1 ≥ λmin(Hsym(t2)⊗ In)E
�
1 E1. Since t2

was arbitrary,E�
1 (H(t)⊗ In)E1 ≥ λmin(Hsym(t)⊗ In)‖E1‖2

for all t ≥ 0. Let λmin(Hsym) � {λmin(Hsym(t)⊗ In) : t ≥
0} ⊂ (0,∞). Since λmin(Hsym(t)⊗ In) > 0 for all t ≥ 0 and
λmin(Hsym) = ∅, λmin(Hsym) is a nonempty set that is bounded
below. Hence, Λmin � inf(λmin(Hsym)) ∈ R>0.

C. Proof of Theorem 2

Proof: Similar argument to proof of Theorem 3.

D. Proof of Theorem 3

Proof: Let t ≥ tik ≥ 0 and i ∈ V. Substituting (1), (7),
and (8) into the time-derivative of (3) yields ė2,i(t)

a.e.
=

−fi(xi(t))− k1zi(t)− k2e2,i(t)− di(t). By Assumption 3,
‖di(t)‖ ≤ di,max. Recall that xi(t) ∈ L∞ and zi(t) ∈ L∞ from
the proof of Theorem 1. Therefore, there exists xi,max ∈
R>0 and zi,max ∈ R>0, such that ‖xi(t)‖ ≤ xi,max and
‖zi(t)‖ ≤ zi,max, respectively. Since ‖xi(t)‖ ≤ xi,max, As-
sumption 1 implies that ‖fi(xi(t))‖ ≤ fi,max for some fi,max ∈
R>0. It then follows that ‖ė2,i(t)‖ ≤ k2‖e2,i(t)‖+ θi,max,
where θi,max ≥ fi,max + k1zi,max + di,max ∈ R>0. Let υi :
[tik,∞) → R≥0 satisfy υ̇i(t) = k2υi(t) + θi,max with initial
condition υi(tik) = ‖e2,i(tik)‖. Then, υi(tik) = 0 and

υi(t) =
θi,max

k2
(ek2(t−tik) − 1).

Observe that

d

dt
‖e2,i(t)‖ =

e�2,i(t)ė2,i(t)
‖e2,i(t)‖

a.e.≤ ‖ė2,i(t)‖.

Since d
dt‖e2,i(t)‖

a.e.≤ ‖ė2,i(t)‖ and ‖ė2,i(t)‖ ≤ k2‖e2,i(t)‖+
θi,max, it follows that d

dt‖e2,i(t)‖
a.e.≤ k2‖e2,i(t)‖+ θi,max.

Using the solution of d
dt‖e2,i(t)‖

a.e.≤ k2‖e2,i(t)‖+ θi,max

and υi(t) =
θi,max

k2
(ek2(t−tik) − 1), we see that ‖e2,i(t)‖ ≤

υi(t) for all t ∈ [tik,∞). Since ‖e2,i(t)‖ ≤ υi(t) and υi(t) =
θi,max

k2
(ek2(t−tik) − 1), equation (20) yields (31).

E. Control Algorithm

Algorithm 1: Control Algorithm for Follower i.
1: Select Λmax > 0 and Λmin > 0 according to Lemmas

1 and 2, respectively.
2: Select x0(0), xi(0), x̂i(0), and vi for all i ∈ V .
3: Set N = |V|. Select bmax > 0.
4: Select κ, c0, ε, k1,3, k2,1, ρ1, ρ2, δ1, δ2, and k1,2

according to (21) and E(0) ∈ SD.

5: Compute k1 = 1
Λmin

(k1,1 +
ρ2
1

δ1
), k2 = k2,1 +

ρ2
2

δ2
, and

k1,1 = k1,2 + k1,3.
6: Compute φ1 through φ6 according to (17).
7: Set τij(0) = 1 and ζij(0) = 1 for all i, j ∈ V .
8: Select s1 > 0, ζmin ∈ [0, 1], treset > 0, ητ > 0, and

ηζ > 0.
9: Select ϑ > 0, r ∈ (0, R), and Δi > 0 for all i ∈ V .

10: Set k(i) = 0 and ti0 = 0 for all i ∈ V ∪ {0}.
11: Set aij(t) = 1 for all j ∈ Ni(0).
12: Set x̂j(t) = xj(t

j
k(j)) for all j ∈ Ni(0) ∪ {i}.

13: if 0 ∈ Ni(0) then
14: Set x̂0(t) = x0(t

0
k(0)). Set bi(t) = bmax.

15: end if
16: while true do
17: Compute ζij(t) according to (5) for each j ∈ Ni(t).
18: Compute aij(t) according to (6) for each j ∈ Ni(t).
19: Compute zi(t) according to (9).
20: Compute e2,i(t) = x̂i(t)− xi(t).
21: Compute ui(t) = g+i (xi(t))(k1zi(t) + k2e2,i(t)).
22: if φ4‖e2,i(t)‖2 ≥ φ5‖zi(t)‖2 + ε

N then
23: Set k(i) = k(i) + 1. Set tik(i) = t.

24: Set x̂i(t) = xi(t
i
k(i)).

25: Broadcast xi(tik(i)) to all j ∈ Ni(t).

26: Broadcast ζij(tik(i)) to all j ∈ Ni(t).
27: end if
28: if agent j ∈ Ni(t) ∪ {0} broadcasts then
29: Set k(j) = k(j) + 1. Set tjk(j) = t.

30: Receive xj,1(t
j
k(j)). Set x̂j(t) = xj,1(t

j
k(j)).

31: Measure xj,2(t
j
k(j)).

32: Receive ζjp(t
j
k(j)) for each p ∈ Nj(t).

33: if ωij(t
j
k(j)) ≤ r and Δtjk(j) ≤ Δj then

34: Compute Ψij(t
j
k(j)) according to (4) for each

tjk(j) ∈ Sj .
35: else
36: Set Ψij(t

j
k(j)) = ϑ.

37: end if
38: Set Sj = {tjk(j) : t− treset ≤ tjk(j) < t}.

39: Store {Ψij(t
j
k(j)) : t

j
k(j) ∈ Sj}.

40: Compute τij(t) = 1
|Sj |

∑
tj
k(j)

∈Sj

e
−s1Ψij(t

j
k(j)

).

41: end if
42: end while
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