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Lyapunov-Based Control of a Nonlinear
Multiagent System With a Time-Varying Input
Delay Under False-Data-Injection Attacks

Arman Sargolzaei“, Brendon C. Allen

Abstracit—This article introduces a Lyapunov-based non-
linear control scheme that mitigates false-data-injection
(FDI) attacks in real time for a centralized multiagent system
(MAS) with nonlinear Euler-Lagrange dynamics with addi-
tive disturbances and input delays. Since the state track-
ing error is faulty during FDI attacks, the central controller
cannot solely rely on the state tracking error to coordinate
the MAS. Therefore, a novel feedback signal is designed to
address this challenge and to ensure that the MAS achieves
the control objective. The proposed controller combines
both learning and model-based approaches to estimate the
agents’ states and to detect and respond to FDI attacks. A
neural network (NN) is used to detect the FDI attacks, where
the update laws for the NN weights are designed based on
the corresponding stability analysis. Lyapunov—Krasovskii
functionals are used in the Lyapunov-based stability anal-
ysis to ensure semi-global uniformly ultimately bounded
tracking. A simulation of multiagent robots with nonlinear
Euler-Lagrange dynamics is provided, demonstrating the
promising performance of the developed method to re-
spond to FDI attacks.

Index Terms—Euler-Lagrange system, false-data-
injection attack, Lyapunov-Krasovskii, nonlinear systems,
time-varying input delay.

[. INTRODUCTION

N a centralized multiagent system (MAS), agents share
I their data with a central processing unit and receive control
commands. Centralized MASs are extensively used in industrial
applications such as load frequency control of smart grid sys-
tems, formation flight, manufacturing automation, and search
and rescue [1], [2]. The physics of such systems can be modeled
by general Euler-Lagrange (EL) dynamics. Furthermore, due
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to communication constraints, control signals are transmitted
to the agents with time-varying delays, which can significantly
degrade the performance or destabilize the MAS under certain
conditions. This article presents the design and analysis of
an observer/controller and investigates the robustness of such
practical dynamic systems. The performance of the closed-loop
systems is examined through a numerical simulation for a set of
coordinated robot manipulators.

The use of a communication network between agents gives
a MAS a distinct advantage in terms of efficiency, design cost,
and simplicity. However, this benefit comes at the expense of
increased vulnerability to a range of cyber-physical attacks such
as false-data-injection (FDI) attacks. An adversary can inject an
FDI attack by gaining access to the communication channels and
injecting faults to the information transmitted from the agents
to the control center. The vulnerability of control systems to
FDI attacks have been well established in the literature [3], [4].
Further, the adverse impact of FDI attacks on nonlinear systems
has been discussed in the literature [5]. Thus, the performance of
the MAS is disrupted in the presence of FDI attacks. Therefore, it
is essential to design control systems that can detect and provide
resilience to FDI attacks.

There has been progressive development of novel detection
mechanisms to FDI attacks imposed on a MAS. FDI attack
detection can be classified into model-based methods [6]-[11]
and learning-based methods [12]-[18]. Model-based methods
use an observer to estimate the system’s dynamics. For exam-
ple, an adaptive sliding-mode observer with online parameter
estimation is used to detect state and sensor attacks in [6].
Manandhar et al. [10] designed a Kalman filter estimator as well
as a means to detect different types of faults and cyber-attacks,
such as FDI attacks. Deng et al. [8] designed a least-budget
defense strategy to protect control systems under an FDI attack.
Principal component analysis (PCA) was used in [9] and [19] to
ensure data integrity during state estimation of control systems.
Despite the advantages of model-based methods, including real-
time anomaly detection and low computational complexity, pure
dependency on a mathematical model makes them vulnerable
to model uncertainties and disturbances. Such uncertainties
could be alleviated by learning-based methods (e.g., artificial
neural networks (NNs) [12]-[14] and machine learning algo-
rithms [15]-[18]) that can estimate complex nonlinear func-
tions. However, learning-based methods often require extensive
training, which presents a challenge for real-time detection of an
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FDI attack. In this article, a detection and estimation strategy is
developed by combining model and learning-based techniques,
which increases the accuracy of estimation and does not require
extensive offline training.

Of the prior efforts to mitigate FDI attacks on control systems,
few investigated the real-time detection and mitigation of FDI
attacks and each only considered systems with linear dynam-
ics [3], [4], [20]-[22]. The work in [20] proposed a secure hybrid
dynamic-state estimation approach that is designed based on an
unknown input observer. The work in [3] suggested a likelihood
ratio testin response to FDI attacks, which are injected for a short
period and cannot be identified using threshold-based detection
algorithms. State-estimation-based techniques are used in [4]
to mitigate FDI attacks. The work in [21] developed a simul-
taneous input and state estimation-based algorithm to mitigate
FDI attacks injected into the measurements of a control system.
The proposed technique considered the FDI attack signal as an
unknown input and designed a state estimator to compensate
for the FDI attack. The work in [22] proposed a mitigation
algorithm using a Kalman filter for networked control systems
under FDI attacks. The algorithm used an NN-based architecture
to detect and mitigate FDI attacks in real-time. However, the
aforementioned results rely on an accurate system model and
only considered linear systems.

FDI compensation for nonlinear systems is inherently more
challenging. Therefore, few methods have been developed for
such systems [5], [23]-[26]. An FDI attack mitigation approach
is developed in [5] for a class of nonlinear systems based
on a retrospective cost-based adaptive controller; however, the
method only works when the FDI attack is injected into the
actuator signals. A nonlinear-based observer is developed in [23]
to detect and mitigate faults injected into sensors and actuators
of a control system. The proposed approach in [23] used an NN-
based technique to detect injected faults in real time. However,
the stability of the designed controller has not been investigated.
The work in [24] developed an adaptive control approach for a
class of nonlinear systems under FDI attacks. A stable controller
is developed in [25] and [27] for a class of nonlinear systems
but is limited to random and impulsive deception attacks. The
work in [26] proposed a resilient state estimation scheme for
nonlinear systems under sensor attack. The developed scheme
can detect sensor attacks in real time, but compensation requires
further investigation.

Lyapunov—Krasovskii (LK) functionals are often used to in-
vestigate the stability of nonlinear systems with actuator de-
lays. LK functionals are used in [28] to ensure the stability of
controllers for an EL system subjected to delayed actuation
and additive bounded disturbances. The work was extended
in [29] to include a time-varying input delay. A Lyapunov-based
controller was developed in [30] for a nonlinear system with an
uncertain time-varying input delay and additive disturbances.
However, since FDI attacks are added into the measurement
signals by an adversary, the main technical challenge is that
the state tracking error is not measurable under FDI attacks.
Therefore, the results in [28]-[30] are not practical during FDI
attacks, since their controllers include the state tracking error.

To address this challenge, we develop alternative auxiliary error
signals that are always measurable, despite the injection of FDI
attacks, and can be used to facilitate the objective.

To the best of our knowledge, previous methods cannot gener-
ate robustness to FDI attacks for MASs composed of agents with
EL nonlinear dynamics under disturbances and input delays.
Therefore, the contributions of this article include the following:
1) areal-time FDI attack detection and compensation scheme is
developed for a centralized MAS featuring agents with nonlinear
EL dynamics, 2) a secure Lyapanuv-based control strategy is
designed for a class of nonlinear systems with input delays that
is robust to the injection of FDI attacks, additive disturbances,
and measurement noise, and 3) the stability of the proposed con-
troller is investigated to prove that the tracking errors converge
to a steady-state residual.

There has been a notable increase in the use of centralized
MAS:s in robotic applications. Applications vary from perform-
ing usual tasks in manufacturing to space exploration [31]—[34].
In addition, the physics of these systems and a large class of
industrial systems such as electromechanical systems and cyber-
physical systems can be modeled with EL dynamics. Due to the
increased application of two-link planar manipulators in indus-
trial applications, and the recent focus of the Lyapanuv-based
control of such systems [35]-[40], the developed algorithm is
implemented and assessed on a centralized MAS composed
of two-link, revolute, and planar manipulators. This model
illustrates the developed design’s capability of controlling a
nonlinear system with EL dynamics under additive disturbances,
measurement noise, FDI attacks, and also input delayed.

The rest of the article is organized as follows. A centralized
MAS under an FDI attack is formulated in Section II. The
objectives of the article are described in Section III. The error
signals and the Lyapunov-based controller are developed in
Section IV. The proposed FDI attack estimation algorithm is
introduced in Section V. Section VI provides the stability anal-
ysis of the designed controller and estimator. The performance
of the proposed secure nonlinear controller is evaluated for a
case study, and the results are shown in Section VII. Finally,
Section VIII concludes this article.

[I. DYNAMIC MODEL

Fig. 1 illustrates the structure of a centralized MAS under
FDI attacks. The centralized MAS has N € Z~( agents indexed
by V£ {1,2,...,N}. The communication topology of the
centralized MAS is modeled as a static and undirected star
graph G £ (V,E), where £ CV x V denotes the edge set and
V denotes the node set. The central node represents the control
center in the figure, and the outer nodes represent the agents. The
graph, G, is assumed to be connected V¢ > ¢y. In the centralized
MAS, agent ¢ transmits measurable states, x;, to the control
center, where a corresponding control input is computed and is
transmitted back to agent <.

Remark 1: Throughout the article, time-varying delayed
functions ¢; (t — 7;(t)) are represented by (;,, where 7; denotes
the time-varying time-delay.
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Fig. 1. lllustration of a centralized MAS subject to FDI attacks. A star
graph communication topology is considered in this work. The central
node denotes the centralized controller, and the external nodes indicate
the agents. The communication links are shown with dashed lines. The
control and state feedback signals are shown by solid lines subjected
to known time-delays and FDI attacks, respectively. In this figure, the
lightning bolt represents the FDI attack.

A. MAS With Input Delay Under FDI Attacks

Each agentis modeled as an EL dynamic system. The dynamic
model of agent ¢ € V is [41]

M;(qi)di + Vi(gir 4i)di + Gilai) + Fi(¢i) + di(t) = un,
yi(t) = miqi, S1,)
Yi(t) = mi(Gi, S2,)
ey

where n; represents the number of states for agent ¢, q;, ¢;, §; :
[to, 00) — R™ represent the generalized states, ty € R>q rep-
resents the initial time, M; € R™*™ represents the known
generalized inertia matrix, V; € R™*"™ represents the known
generalized centripetal-Coriolis matrix, G;; € R™ represents
the known generalized gravity vector, F; € R™ represents the
known generalized friction function, d; : [tp, 00) — R™ repre-
sents a bounded exogenous disturbance, u,, : [y, c0) — R™
represents the generalized delayed control input, 7; : [tg, 00) —
R represents a known time-varying delay, y;, 9; : [to, 00) —
R"™ represent the state measurements under FDI attacks,
m; € R™ is a known output function, and Sj,,S,, € R™
account for the FDI attacks and the measurement noise.

Assumption I: The reference trajectory, gq, : [to, 00) — R™
is designed such that it and its first and second derivatives are
bounded by known positive constants, i.e., q4,, §d;, Gd;, € Loo
[42].

Assumption 2: The disturbance is continuous and bounded by
a known constant, i.e., ||d;(t)|| < d; Vt > to, where d; € R+
[42].

Assumption 3: The matrix, M;, is symmetric, positive-
definite, and satisfies the following inequality:

my |03 < TTMT; < [T P VT € R™ ()
where m; and m; are known positive constants [42]. Moreover,

the inverse or pseudo-inverse of M is C' and bounded.!

IC* represents the set of k-continuously differentiable functions for k €

Z>().

Assumption 4: The time-varying input delay is bounded and
differentiable such that 7;(t) < 7;, Vt € R, where 7; is a pos-
itive constant. The rate of change for the delay is bounded such
that |7;(t)| < Taraz < 1, VE € Ry, Where Tazq, 1S @ positive
constant [43].2

B. False-Data-Injection Attack

Although detection and compensation of FDI attacks have
been investigated, prior results have exploited the properties of
linear systems, and detection and compensation for the more
generalized nonlinear dynamic problem remain an open chal-
lenge. Because many practical MAS systems also experience
input delays, the development in this article considers general
input-delayed EL dynamics. Often the goal of an adversary is
to inject incorrect information to disrupt the stable operation
of the system while the system’s detection mechanism remains
unaware of the attack. In general, injected false data that is
not within the system’s operating limit is detectable by using
anomaly detection algorithms. Thus, an intelligent adversary
injects false data close to the nominal states of the system.
As a result, such FDI attacks are bounded and are much more
challenging to detect.

In this article, an FDI attack and measurement noise are
modeled by a function 7; : [tp,00) — R™, which alters the
measured feedback signals as

mi(qi, S1;) = qi(t) + 51, (¢)
T (q.i; 521) qi (t> + 527: (t)

where S, £ aj,(t) +0;,(t) € R™ for j={1,2}, ay,(t) €
R"™ and oy, (t) € R™ are unknown, bounded, time-varying, and
continuous faults, which represent FDI attacks on the states of
agent 7, and 0y, (t) and 6,, (¢) represent Gaussian measurement
noise.

Assumption 5: For all i € V, Sy,(t) and S5, (t) are differ-
entiable and bounded, i.e., |5}, (t)| < Sj, Vt > to,5 = {1,2},
where Sj, and S, are known positive constants.

3)

> >

[ll. PROBLEM STATEMENT

The primary objective is to design a continuous centralized
controller to regulate the nonlinear dynamic MAS in (1) to a
desired trajectory despite additive bounded disturbances, mea-
surement noise, a time-varying input-delay, and FDI attacks.
The error between the state, g;, and the desired trajectory,
qd, : [to,00) — R™, is defined as

e = qa, — G )

wheree; : [tg, 00) — R™ is unmeasurable during an FDI attack.
The unique challenge is to ensure accurate tracking for all time,
even during an FDI attack. The centralized control algorithm
can only measure each agent’s outputs, y; and y;, which are
corrupted during an FDI attack. To address this challenge, our
second objective is to design a nonlinear observer to estimate

2In practice, the bound for the time-varying input delay can be estimated from
experiments.
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the MAS’s states in real time. The state estimate error, §; :
[to, 00) — R™, is defined as

i = qi — i )
where §; : [tg, 00) — R™ is the state estimate of the ith agent.
Another challenge is that when the control signals are transmit-
ted to the agents, a known time-varying delay occurs. To obtain a
delay-free control signal in the closed-loop system, an auxiliary
signal, ey, : [tp, 00) — R™, is defined as

t
Cu, = / u;(s)ds. 6)
t—1;

To facilitate the subsequent stability analysis, the following
auxiliary errors are defined as

T 2 &+ Bie; — Ajey, @)

and
i & G + Bidi. (8)

In (7) and (8), 7; : [to,00) — R™ is a tracking error that
is unmeasurable during an FDI attack, 5; € R+ is a known
constant gain, 7 : [tg, 00) — R is an auxiliary estimation error,
and A;(qq,) = M; '(ga,) € R™>™ is a known matrix, which
satisfies the following inequalities:

[Ailloo < @iy [|Aillo < ad, 9)

where a;, a4, € R5( are known constants. The error between
M; ' (g;) and A;(qq,) is represented by 7; : [tg, 00) — R™i*™
and is defined as

m & Ai(qa,) — M; N (q0). (10)

The expression in (10) satisfies the following inequality:

17illoe < 7 (11)

where 7); € R+ is a known constant.

Since the tracking error in (7) cannot be used for the closed-
loop control design, our challenge is to develop a measurable
feedback signal, which remains unaffected by the injection of
FDI attacks. To address this, we developed a tracking error 7; :
[to, 00) — R™i, which is defined as

20+ BT, — Ay, + 55 (12)

where ¥, £ qd; — Yi 1s ameasurable feedback signal, and 5‘1 S
R™ is a subsequently designed FDI attack estimate.

Problem Statement Given the dynamic model of agent ¢ in
(1), a centralized MAS modeled by G, Assumptions 1-5, and
the injection of FDI attacks modeled in (3), design a continuous
controller, observer, and FDI attack estimator to ensure that e;
in (4) is uniformly ultimately bounded (UUB) for each agent
1eV.

V. CONTROLLER AND OBSERVER DEVELOPMENT

The open-loop tracking error of agent 7 is obtained by taking
the time derivative of (7), multiplying by M;, and substituting

(1) to yield
M;i; & Mida, + Vigi + Gi + Fi + di + B Mé;
— Uy, — Ajen, — M Ajfu; — (1 — 7)ur,]. (13)

Based on the subsequent stability analysis, the controller is
designed as

A ~
U; = ki’f‘i

(14)

where k; € R~ is aknown user-defined control gain. Using (1),
3), (4), (7), and (12), 7; can be written as

where N; : [tg, 00) — R™ represents the FDI attack estimation

error and is defined as

N, 28, -8 (16)

where S; £ Sy, + 5:51; is an auxiliary term related to the FDI
attacks.
Substituting (14) into (13), and using (15) yields
1.
M;r; = — EMm +x1, + Ny, — ki — kiTiry, — ki Mingr;
+ kiMiniky, v, — i + BiM; Ajen, — Asey,
(17)
where ki, 21 —7; and x;,, N, € R™ are auxiliary terms
which are defined as

X1, & Mg, + Vig; + Gy + F; — Nig, + B; M;r;

1.
— BiMie; + = Mri + ¢;

: (18)
and
Ni, & Nia, + ki N; + ki7; Ny, + ki M;m; N;
— ki Mk, N7, + d; (19)
respectively, and N4, € R™ is defined as
Nig, & Ma,Ga, + Va,da, + Ga, + Fu, (20)

where My, ,Vy,,Gq,, and Fy, represent M;(qq,) € R™ ™,
Vi(qd“ qdl) € Rnmixni, Gi(qdi) € R"™, and Fz(QdI) € R™, re-
spectively.

To facilitate the state estimation design, (1) can be written in
the advantageous form

Gi = fi(qi, 4i) + 9i(qi)ur, — du, (21)
where  fi(qi, 4i) = —gi(q:)[Vi(ai, 4i)ds + Gi(ai) + Fi(di)),
gi = M[l, and d;, = M 'd; represent a bounded exogenous
disturbance. Based on the form of (21), the state estimate of

agent ¢ is designed as
@i = fi(Gi,4i) + Ay, — Ly, s, + Lo, U,

where L;,, L, € R5( denote constant user-defined observer
gains, and Wy, U3, : [tp,00) — R™ denote measurable ob-
server feedback signals which are designed based on the subse-
quent stability analysis as

Wa, 2 i+ Biyi — G; — Bigi — Si

(22)

(23)
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and

s, 2 Ga, — Gi + Bilqa, — @) — Aiew, - (24)

The closed-loop estimation error can be obtained by substi-
tuting (21) and (22) into the time derivative of (8) as

i = —La, i — kinitr, — @ + X2, + Na, + L1,(Si — Si)
(25)
where x»,, N,, € R™ are defined as
X2, 2 filqisdi) — fi(dir i) + Bits + L7 — Lo,r;
R (26)
and
Ny, & kN, — dy,. 27)

By using the mean value theorem (MVT) and Assump-
tions 1 and 2, an upper bound can be found for the expres-
sions in (18) and (26) as [|x1, || < pu, (||zi]])[|zi]l and [Ix2, || <
p2, ([[zlD)[|zi ]|, where py, ||z ) and p3, (|| z:]]) are positive, glob-
ally invertible, nondecreasing functions [41], and z; € R*™ s
defined as

T

i A7

T T =
sy iy 45 5 Ty

(28)

2 2 e

V. FDI ATTACK ESTIMATION

This section presents the proposed anomaly detection algo-
rithm. Notice that the developed observer in (22) includes a
nonlinear state estimator and an NN-based FDI attack detec-
tion algorithm, which enables state estimation of the agents
in real time. Since the unknown FDI attack function, .S;, is
over a noncompact domain, the following nonlinear mapping,
fs; : [to,00) — [0, 1],is defined to map time to a compact spatial
domain [44]:

ks, (t —to)
ks, (t - tO) +1

i

fo & LE€[0,1], t € [tg,0) (29

where k5, € R+ is a user-defined saturation gain. Observe that
[ :[0,1] = [to, 00), defined as
_ ksito(l — 5) +§

ks, (1 =€)

is the inverse of f,. Thus, the FDI attack function, S;(t), can
be mapped into the compact domain, &, as

Si(t) = Si(£5,'(€) £ S¢.,(6).

Since Sy, :[0,1] = R™ is a continuous function that is
defined over a compact domain, the Stone—Weierstrass theorem
in [45] is satisfied, and (30) can be expressed as

SfSi (f) = WZ-TJ (‘/;T(Sl) + &

(3]

(30)

€1V

where €; € R™ is bounded such that ;|| < &; € R, where
Z; 1s a known constant, the vectors W, € R(mntDxni apq
V; € R+ Dxnn consist of the ideal unknown constant learning
weights, n,, is the number of neurons in the hidden layer,
§; € Rnith)x1 represents the inputs into the NN, and o(+) €

Rt represents a stacked vector of activation functions,
which are selected to be C? [46].

Based on (31), the NN approximation for the FDI attack on
agent ¢ with respect to the spatial domain [0,1] is represented by
(Sio f') :[0,1] — R™ and defined by

Si £ WZTO’(‘A/zT(SJ (32)
where the vectors W; € RmntDxni o g Rnithxnn
are estimates of the ideal learning weights, and J; is
defined as

5 2 [1, T, (33)

Substituting (30)—(32) into (16) yields

N; = W] (00 (VI (06(0) = W (Do (VT (0)5:()) + e
(34
Using a Taylor’s series approximation, the expression in (34)
can be written as

Ni=W'o (Vfai) T W' (ViTai) VI + Ny (35)

where
N, 2 WTo' (f/iTai) VZs + WTO (f/f&i) e (36)

where VNVl» =W; - Wi denotes the outer NN weight error, VZ =
V; — V; denotes the inner NN weight error, O denotes higher
order terms, and || N,,, || < 7, for some 7i,,; € Rg.

Based on the subsequent stability analysis, W; and V; are
designed as

W, = proj (rliLlig(széi)szi) 37)

and

V; = proj (inLli&\IlzTi WZTU’(\ZTéi)) (38)
where I'y,,I'>, € R™*™ are constant diagonal positive defi-
nite matrices, and the function proj(-) represents the Lipschitz
continuous projection operator defined in [47], which is used
to ensure that W; and V; remain bounded. Recall that S (t)
is bounded based on Assumption 5. Moreover, since W, and
o(V;T6;) are bounded by construction, then from (32), S; is
bounded, and therefore, from (16), the FDI attack estimation
error, [V;, is bounded as

| Ni|| < g, VE>to,i €V (39

where n; € Ry is a known constant. Furthermore, Assump-
tions 1 and 2 are used to obtain the following inequalities for
(19) and (27):

where 7y, a2, € Ry are known constants.
A block diagram for the proposed control strategy is shown
in Fig. 2.
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S kimi ki _ .
[ w2, > i “— (m;fikt, + Tvax) (46)
[ 2651.]{;11. 262ik1i
Auxiliary signal H Feedback signal I‘E( .
© () -4, where €;, € RoVj =1,...,7 are known positive adjustable
- ”l Vi T —— constants.

ontroller attack estimation .

(13 | | (32,37, 38) Let 7y, and 7y,, be defined as v, £ mll’l(%mi; %), and 7y, £
max(%mi, 1), and let ji, = min{ali,azi,ogi,ﬁi} and (3, =
min{ 5217; , ]21 , kzlw‘? }. Furthermore, based on the sufficient con-
ditions presented in (46), we define the positive constants, o,
forpe {1,...,5} as

Fig. 2. Overview of the proposed control strategy. o, 2B — @i€l1; 47
‘ 2
a2 ks — kimaly — M (G k) — S
VI. STABILITY ANALYSIS A T L s S
. €9,
Let IT; € R*%*3 be defined as - % (ag, + Bimia;) — Tiws, — wa, — Tiwy, k7
IL; £ [2], /Prk,, VQrk.» VRik,)" (41) 12
- iTiwliGIOi
where Prx,,Qrk,, Rk, : [to,00) — R are LK functionals (48)
defined as feoie . . I e
t t s, = Ly, — AT T (49)
Prr, & wi, / (/ |ui(s)||2ds> de (42) 2 22 2
t=m; \JO ki.w a ad. e
, a4ié 12, 1,_ 7 _(dl"_ﬁz zz) (50)
~ ) Ti 2¢y, 2¢9,
QrLk, = wy, [ri(s)]"ds 43) . - _
t=7i as, 2 ky s, — ki(Taraz + maflikr,) — kafi 51)
A t t 5 2627‘, 2651.
Rix, £ ws, / / Ira(s)|2ds ) o @44)
t—r; \Jo and let ¢; be defined as
and wy,,wsy,,ws, € Ry are user-defined constants. Let Hy,, : L Nl n3 Li,n%  Li.es 2 Ly, 7%
[to, 00) — R~ be defined as i = 2es, | 26, 2er, > T 2es,
1= = 1 - ~ 2= 2
SN Tr=-lyy. Z Tr-ly. 2k 7w, ne
HLi ztr(WZ Fli W’L) + 2tr(‘/z in ‘/7,> (45) + Lllﬁg + ’LTl 1; 1t + 7_—15‘-)11]{:12773 (52)

where |Hp,| < Hr, o € Ry, since W,
and V; are bounded. The following sufficient conditions and
parameter definitions are presented for the subsequent stability
analysis. Let €,, € R, forp € {1,2,...,10}, be user-defined
parameters that are selected such that the following sufficient
conditions are satisfied?:

for some Hj,

i, max

a;€r;
_ kiea, . _ €9, B
ki > (kymn; +T(7Mam+ minikli)‘i’ 7 (a,di + /Bzmzaz)
B | - 2, 2= _
+ 3 + 3 + Tiwliki + kz TiW1, €10, —+ w2, —+ Tiw3i>
kinies, €, €, L€,
Ly, > —— d iy il
2; ) + > + > + 5
W > aiti | (aq, + Bimiai) 7
¢ 611.]611, 69ik‘1i

3There exist a set of gains to satisfy all of the gain conditions. For exam-
ple, the gain conditions can be satisfied using the following gains: a; = 4,
aq; = 7.55, €1, = 0.9, B, =2, m; =4, 7; =0.001, k; =21, €, = 0.99,
7; = 0.005, Tparae = 0.8,k1;, = 0.999,¢9, = 0.1,¢63, = €4, = 0.0001,w;, =
3.18, wy; = 9.7, w3; = 0.0001, €10, = 0.00001, Ly, = 0.01, L, =0.012,
es, = 0.4, €6, = €7, = 0.00001.

2e10,

The subsequent Lyapunov analysis is performed over the
following domain:

D, 2 {1 e R < inf {7 ([V2Baes, 0] ) }}

where p7([[il]) = ot (Il2:]1) + p3, (|lzi]) s a positive, globally
invertible, nondecreasing function. The set of initial conditions,
Sp, C D, is defined as

; 1
Sp, & {Hi eD;: I < \/%’n - —H,, max} (53)
"2, "2, ’

i i

where k £ inf{p; ! ([\/252,€3,,00)) }?. The set Sp, can be made
arbitrarily large by selecting the gains based on the initial
conditions. Hence, the subsequent stability analysis yields a
semi-global result. The parameters in (46), 7,, and 7, should
be selected such that the following inequality holds:

o (s 52) < ! (o]}

V1, [321
(54)

to ensure that the ultimate bound remains in the domain.
Theorem 1: For the dynamic model givenin (1), the controller
in (14), state estimator in (22), and FDI attack compensator in

Authorized licensed use limited to: University of Florida. Downloaded on January 07,2022 at 03:13:57 UTC from IEEE Xplore. Restrictions apply.



SARGOLZAEI et al.: LYAPUNOV-BASED CONTROL OF A NONLINEAR MAS WITH A TIME-VARYING INPUT DELAY UNDER FDI ATTACKS

2699

(32) ensure semi-globally uniformly ultimately bounded track-
ing for each agent, in the sense that

i 0
(HLi max + 12y )
M, ’ Ba,

provided Assumptions 1-5 are satisfied and the sufficient con-
ditions in (46) and (54) are satisfied.

Proof: Let Vi, : D; — R>o denote a positive definite, ra-
dially unbounded, and continuously differentiable Lyapunov
candidate function defined as

lim sup ||TL;(¢) ]| < \/ (55)
t—00

1 1 1 1
Vi, = Eezrei + EriTMm- + E(Z-T(ji + EfiTﬂ + PLK,

+Qrk, + Rk, + Hp,. (56)

The Lyapunov candidate function, V7,,, can be bounded as

Y ML|1° < Vi, <7, |12+ He (57)

i,max

Taking the time derivative of (56) and substituting in é;, cjl-,
M;r;, and 7; from (7), (8), (17), and (25), app]ying.the Leibniz

Ru!e to (42)—(44), and using the fact that V=-Vand W=
-W, yields

Vi, =e] (ri — Biei + Asew,) + 1] (—ki Mimiri — kiri — e

1.
— =My + BiM;Aseq,

+ Miniky kirr, — kifirr, — 2

— Ajey, + Ny, + Xl,;) + 4] (7 — Bidi)
+ 7] (—kmﬂ“n — Lo, + L1, (S; — Si) — @i + X2,

t
#) + (ool = b, [ ustolPas)
t—7;

i

+ (o.)zi Tin — k1, w, TZ-HZ

2) + (Tiw3i

Tr;
t 1 '

v [ InCoIPds) + o
t—7;

— u(WIT'W;) — w(V,/ 15! V).

(58)
The term L;71(S; — S;) in (58) can be written as
Ly, 71(S; — 8i) = Ly, V3 N; — L, N]'N;
= 0,95 (Wlo (VTo:) + Wlo' (V78:) V7o)
+ Ly, (7 + Ni)" Ny, — L, NI'N;. (59)

By utilizing (9), (11), (39), and (59), an upper bound on (58) can
be obtained as

Vi, < = Billeill® + ai lleill lew, | = ki llrill* + kemam |1rs] |
+ ki(Taraw + manikr,) [[rall (v ]+ sl x|

A sl N 1= Bi llGll? = Lo, I7ll® + ki 17l I+,
+ 17l a1+ (17l 1N2, ] + Lo (175 [N |l

+ Ly, | N[l | No, | + L, 23 + 7yewn, k2 73]

+ 2k T, |l [INill + miwn, king — ks, [lrr, |12
t

o, [ ) Pds +wn P + i, s
t—7;

t .
e [ n()|Pds - w(VT 1)
t*Ti
+ (ag, + Bimia) ||ri| e, || — (VI T3V5)

—+ le\Ilgz (WiTO' (‘A/ZT(SZ> —+ WiTCT, (171le> ‘ZT51> .
(60)
Substituting (37) and (38) into (60) cancels the term
Ly, w7 (WiTa(sz(si) + WZTJ'(W&)W@-) in (60).
Young’s inequality, the Cauchy—Schwarz inequality, and (40)

can be utilized to upper bound select terms in (60). Furthermore,
substituting gains (47)—(51) yields

VLq‘, < —ap ei”z — 0, Ti”z —Bi ||(le2 — a3, 7:1”2
1
— Q4 |Cuy; 2_a5i Tz 2+27p3(||21||)“2,H2
€3i
k]v k‘y.td} k‘],
_Mip e BB Pip g (61
oy, FLi 2, Qrk, 3y, L + i, (61)
where p?(||zi]) £ p? (||2i]) + p3, (||2:]]) is a positive, globally

invertible, nondecreasing function.
Considering Assumption 4, s, can be designed to be positive.
Therefore, the expression in (61) can be upper bounded as

) ﬂli 1 ﬂli
Vi< = (5t = 5 Q) Bal? - B

W3, k.
QLK — L Rrk, + i (62)
w2, 21;

The expression in (62) can be written as

2
zi|

. 1
V< - (/3 - p$<||zi||>) =il = B,

2631

— B, Pri, — 02, Qrk, — B, Rrk, + @i

1
< = (B = g 0D ) sl — B NP 4
h (63)
Provided the initial condition in (53) is met and the sufficient
condition in (54) is satisfied, then II; € D,, and (57) can be used
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to yield the following upper bound for (63):

7&‘/14 + @Hlmmax + i
Y25 Y25
Using (57), the differential inequality in (64) can be solved to
yield

Vi, <

i

(64)

Vi) < Vi (o) exp (-2 (- 1)

+ <HLi . + W) (1 —exp (_ 621‘
’ /8211 Y2,

Yt € [to, 00). Based on (57), the inequality in (65) can be written
as

-0)

(65)

IL, (1)) exp (— By _ to>)
Y2;
Y2, ¥

523 >> 1
L—exp (—— (t—to) ) ) +—Hi, .-
’YIi/Bzi ( P < Y2, ( 0) 1, L max
(66)

Using (66) yields the ultimate bound shown in (55), provided
the sufficient conditions in (46) and (54) are satisfied, and
provided that II;(ty) € Sp,. Given that II; € L, it can be
proven that e;,r;,g; € L, and (14) can be used to conclude
that u; € L.

V2;
0 (1) ||* < 2
[ITL; () | "

i

+

VII. RESULTS

The control center of the centralized MAS is responsible for
controlling each two-link manipulator. The performance of the
proposed controller and detection algorithm for the nonlinear
MAS under uncertainties, measurement noise, and FDI attacks
is evaluated through a numerical simulation.* For simplicity,
during the simulation, each agent is given identical nonlinear
dynamic models. The nonlinear dynamic model of the ¢th ma-
nipulator is described as

w, (t=7)| _ P2+ 3,00, | |1,

up, (t —7i) D2, 0,

D1, + 2p31,627:
D2; + D3, C2;

—D3.82. (.
+[ P3,;52;92;

q1;
@,

D3, 52,41, 0
) 0 1. dy.
4+ | Dl 1™ v e (1, 2]
0 fa | |G, do,
(67)

where for i € {1,2,3,4} 2, £ cos(ya,), $2, = sin(ya,), p1, =
3.473 kg m?, pp, = 0.196 kg m?, p3, = 0.242 kg m?, fyy, =
5.3 Nm s, fd2i = 1.1 Nm s, Yis £ Fi(jS,Sli)Vj S {1,2},

“In practice, the design parameters can be selected based on experiments,
simulations, prior history, or expert knowledge. The user-defined control gain
k; affects the tracking error, and it should be selected based on the actuator’s
practical limitation. The observer gains Ly, and L, affect the state estimation
tracking error. The parameters I'y,, I'2,, and the number of neurons affect the
FDI attack estimation accuracy. Only three neurons are used in the simulations,
to achieve effective adaptation and detection. The tanh activation function is
used in the NN implementation.

TABLE |

ROOT-MEAN-SQUARE ERROR (RMSE) OF THE POSITION TRACKING
ERRORS IN THE PRESENCE OF AN FDI ATTACK

Traditional controller

Proposed controller

Robot 1 0.028 0.008
Robot 2 0.041 0.013
Robot 3 0.026 0.009
Robot 4 0.015 0.01

and y;, £ mi(dj,,S2,)Vj € {1,2}. Each of the agents has the
following additive exogenous disturbance d;, = 0.2sin(0.1¢)
deg and d,, = 0.1sin(0.25t) deg.

The desired trajectories for each link of the first, third,
and fourth robots are selected as gq1, = 50cos(1.5¢)(1 —
e 001 deg, g, = 30cos(1.5t)(1 — e 001" deg, and the de-
sired trajectories for the links of the second robot are se-
lected as qq1, = [30sin(1.5¢) +20](1 — e 00"} deg, qun, =
[20sin(0.5¢) + 10](1 — e °'*") deg.

‘We assume that the control commands are transmitted to each
robot with a time-varying time-delay of 7; = 2sin(¢/2) + 3 ms.
The FDI attacks S;,,Vj € {1,2},Vi € {1,2,3,4}, are injected
to the jth link and the ¢th robot. The FDI attacks for the first
robot are

—0.5sin(t) + 604, (t) deg, ift < 10
S, = 14 0y,(¢) deg, if10<t<25 (68)
—sin(2t) + 0y, (t) deg,  ift > 25
—4sin(t) + 6, (1), ift <10
Sy, =< T+ 0, () deg, if10<t<30 (69)
—7sin(2t) + 6y, (t) deg, ift > 30
the FDI attacks applied to the second robot are
0+ 60y,(t), ift <5
S1, = § =2+ 04,(t) deg, if5<t<20 (70)
—5sin(2t) + 04, (t) deg, ift > 20
0+ 6, (), ift <5
Sy, = ¢ 14 0,,(t) deg, if 5 <t<20 (71)
1.5 + 6y, (t) deg, ift > 20
the FDI attacks applied to the third robot are
1+6,,(t)d if t < 30
51, = 4 LT OulDdee e (72)
’ 0+ 64,(t) deg, ift > 30
7+ 6y,(t) deg, ift <30
5y, = {7 Ol dee, 73)
0+ 6,,(t) deg, ift > 30

and the FDI attacks applied to the fourth robot are S, =
pulse(1,2,5) +0y,, where Sy, =0+0,, for t >0, 0;,,j €
{1,2},Vi € {1,2,3,4} denotes Gaussian noise, and the
pulse(a, b, ¢) represents a pulse generator function with ampli-
tude of a, period of b seconds, and pulsewidth of ¢ percent.
Table I illustrates the agent’s tracking error in the presence
of FDI attacks on the system’s sensors and compares the per-
formance of the developed and traditional control algorithms
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TABLE Il
RMSE FOR TIME-VARYING TIME-DELAY MAGNITUDES AND RATES OF FIRST
RosoT
Time Delay 71 (¢) (ms) RMSE
Small, Fast ~ 2sin(%) +3 0.0084
Large, Fast 205in(%) +30 0.0101
Small, Slow  2sin(55) + 3 0.0085
Large, Slow 205in(%) +30 0.0113
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3 -0.02 L L - - - - - -
o 0 5 10 15 20 25 30 35 40 45
Time (sec)
I e
u‘% 8%: o [ﬂi’ s | .
S0zt ! Lz | 1 . . . B
> 0 5 10 15 20 25 30 35 40 45
3 Time (sec)
(b)
3
o e s S — VAV AVAN
0 5 10 15 20 25 30 35 40 45
Time (sec)
N ©
£ 005 | el
:(5 - T v
& 0 5 10 15 20 25 30 35 40 45
£ Time (sec)
(@)

Fig. 3. (a) Position error, (b) angular velocity error, (c) FDI attack
estimation, and (d) angular acceleration estimation error for Robot 1.

with each other. The traditional controller refers to a controller
without FDI attack estimation [i.e., the term S’Z is set to zero
in (12) and (23)]. The developed controller is able to track the
desired position about 3 x more accurately than the traditional
controller. We further illustrate the robustness of the proposed
approach by implementing a variety of time-varying input de-
lays on the first robot and calculate the root-mean-square error
(RMSE), as summarized in Table II. The results show that the
system’s performance is dependent on the delay amplitude, but
not on the delay frequency. The tracking performance worsens
as the magnitude of the input delay increases.

The position and angular velocity errors for both links of first
and second robots are shown in Figs. 3 and 4, respectively.
The estimation of the effect of the FDI attack is shown in
Figs. 3(c) and 4(c), respectively, which illustrate the accuracy of
the developed attack estimation algorithm. Figs. 3(d) and 4(d)
illustrate the angular acceleration estimation errors. The position
tracking error of the first robot remains between —0.02 and
0.02 rad under FDI attacks, measurement noise, input delays,
and additive disturbances. The angular velocity error of the first
robot remains between —0.01 and 0.01 rad/s. The estimator
was able to estimate the injected FDI attack accurately. The
observer is able to estimate the state variables accurately, as
shown in Figs. 3(d) and 4(d). The FDI attack estimator is able
to estimate negative faults as shown in Fig. 4(c). The proposed
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@ (2)
o
g
5 osf L —
[T ,
= L)
Q.05k 1 L L L L L L L 4
= 0 5 10 15 20 25 30 35 40 45
2 )
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Rl —$
5 0p===g V\/\/\/\/\/\/\/
4 = . . . :
0 5 10 15 20 25 30 35 40 45
Time (sec)
@ (©)
°
©
= 01F T T T
2005t |
GO E— . -
2 1 | i | . . .
> 0 5 10 15 20 25 30 35 40 45
Z Time (sec)
(d

Fig. 4. (a) Position error, (b) angular velocity error, (c) FDI attack
estimation, and (d) angular acceleration estimation error for Robot 2.
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Fig. 5. Position error and FDI attack estimation for Robot 3.
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Fig. 6. Position error and FDI attack estimation for Robot 4.

FDI attack estimation approach can estimate constant, periodic,
and pulse train of FDI attacks accurately. The position error and
FDI attack estimation for the third and fourth robots are shown
in Figs. 5 and 6, respectively. The controller was able to track
the desired signals for the third robot accurately, as shown in
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Fig. 5(a). A spike occurs at 30 s due to the sudden changes in the
injected FDI attack. The magnitude of the spike can be reduced
by modifying the FDI attack estimator gains. However, the FDI
attack estimation performance decreases with decreasing the NN
gains. Fig. 6(b) shows that the proposed FDI attack estimator can
detect an FDI attack that is injected as a pulse-train. The tracking
error remains between 0.02 and —0.02 rad as shown in Fig. 6(a).
The developed controller is able to compensate for the effect of
FDI attacks in real time. There are spikes in position and angular
velocity errors at time 10 and 25 s for the first robot, at time 5 and
20 s for the second robot, and at time 30 s for the third robot,
which occur due to the fact that the attacks are injected abruptly
to the links. However, the controller is able to compensate for
the attack in a short amount of time. The results suggest that
the proposed controller is robust to input delay, FDI attacks, and
additive disturbances.

A. Discussion

Learning-based methods alone cannot accurately estimate
FDI attacks in real time for nonlinear systems under measure-
ment noise and input delays, whereas model-based methods
require accurate knowledge of the system. Combining the learn-
ing and model-based methods lowered the RMSE significantly,
indicating that the developed method is robust to uncertainties;
hence, the anomaly detection algorithm is able to estimate the
effect of FDI attacks accurately and promptly. As shown in the
simulation results, the developed FDI attack estimation algo-
rithm can detect and estimate simultaneous attacks on different
system links. Since the developed control strategy uses the
nonlinear model of the system, it can compensate for attacks
that are injected at the initial simulation time.

VIIl. CONCLUSION

A centralized anomaly detection, state estimation, and control
strategy was developed to be robust to a time-varying input delay,
measurement noise, and FDI attacks. The developed attack de-
tection algorithm consisted of a nonlinear model-based observer
and an NN observer to mitigate the adverse effects of FDI attacks
in real time. The update laws for the NN weights are designed
based on a Lyapunov stability analysis. The performance of
the developed controller was evaluated through simulation for a
MAS composed of four two-link planar manipulators. The FDI
attack estimator was able to accurately estimate the FDI attack
in real time. The proposed detection and mitigation strategy can
detect and estimate FDI attacks applied at the initial simulation
time despite learning-based techniques.

IX. FUTURE WORK

The dependency of the proposed approach to the parameter 3;
is one of the limitations of the proposed technique, which will be
investigated in future works. Future works may also investigate
the development of a control design for agents with unknown
dynamics. Adaptive control techniques and event-based control
can also be considered in future work. Additionally, partially
observable systems can also be investigated. Improvements to

the proposed work can also be made by developing controllers
that utilize intermittent communication. Furthermore, future
work may focus on extending the proposed control design for
distributed MASs.
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